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1 Introduction

1.1 About this document

1.1.1 Description of the contents
This document describes the netFIELD App PROFINET Tap from Hilscher.

1.1.2 List of revisions

Index |Date Revision

6 2023-02-27 Document completely revised
Table 1: List of revisions

1.1.3 Conventions in this document

Notes, operation instructions and results of operation steps are marked as
follows:

Notes

| Important:
= J <important note>

Note:
<simple note>

M

<note, where to find further information>

B

Operation instructions

1. <operational step>
» <instruction>
» <instruction>

2. <operational step>

> <instruction>

» <instruction>
Results

R <intermediate result>

= <final result>

netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023
DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public



Introduction 5/86

1.2 Brief description

PROFINET Tap is an application container that monitors PROFINET traffic
and publishes selected machinery process data via MQTT.

It allows you to “tap into” the process data and run data analytics
applications without interfering neither with your existing network setup nor
with your PROFINET data exchange. Because there is no need to change
the configuration of your PLC or machinery, it can thus be easily used in
“brown-field” plants/automation networks.

The PROFINET Tap features a web-based configuration GUI that can be
accessed via HTTP(S) browser connection without having to install any
additional software tools. This configuration GUI is described in chapter
Configuration web pages of the PROFINET Tap [ page 18].

The “auto-mapping” function of the PROFINET Tap allows you to assign
data semantics and symbols from GSDML and/or AutomationML files
conveniently to your configuration.

netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023
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1.3 General requirements

1.3.1 MQTT broker

The PROFINET Tap container publishes the acquired data via MQTT and
thus requires an MQTT broker for operation. The MQTT broker can be
running on the same host or on a different host machine in your local IT
network.

1.3.2 License

CodeMeter licensing technology

The netFIELD App PROFINET Tap is protected by the CodeMeter licensing
technology from Wibu-Systems. In order to use the app properly, you need
a CodeMeter license server (CodeMeter User Runtime) and the PROFINET
Tap license key, which you must download and activate in the license
server.

For purchasing the license key, please contact your Hilscher sales
representative.

If you are not already a user of the CodeMeter ecosystem and have not
implemented a CodeMeter license server yet, you can download the
CodeMeter User Runtime from Wibu-Systems under
https://www.wibu.com/us/support/user/downloads-user-software.html and
install it on a local server/machine/PC that can be reached by the
PROFINET Tap via TCP/IP connection. Exemplary instructions on how to
install the license server and import and activate the PROFINET Tap
license key are provided in section Installing CodeMeter and activating
license [ page 73].

Note that for you as an end-user, the CodeMeter technology is free-of-
charge, you only have to pay for the PROFINET Tap license key from
Hilscher.

Floating license

The PROFINET Tap license is a “floating” license, which means that it is
not bound to an individual instance of the app running on a particular
device. Whichever instance of the app “grabs” the license from the
CodeMeter server first, can use it until the instance itself closes the
connection to the server again (either by the application container being
shut down or by deleting the corresponding license server endpoint on the
License Server Settings page of the app). Other instances of the
PROFINET Tap (e.g. a PROFINET Tap container running on another
device) can then “take over” the “freed” license by simply connecting to the
corresponding license server.

netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023
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Maintenance period

Currently, the netFIELD App PROFINET Tap license is a “one-time
payment license”, meaning that you can use the container license without
time restriction, once you have paid the license fee.

The maintenance period, in which you are entitled to deploy software
updates of the container, is one year (beginning on the day the license is
activated). After this period, you can still use your last deployed container
version indefinitely; however, for using higher container versions, you will
have to acquire a new or updated license.

License-free demo mode

Without a license, you can still deploy, configure and operate the
PROFINET Tap for testing purposes; however, all acquired and published
process data values will be invalidated (set to null), except for the first two
variables of your Active Publishers list (see section “Publisher
Management” tab [ page 23]), which will be available with “correct”
values for 30 minutes. After 30 minutes, the first two variables will also be
set to null.

1.3.3 Memory

The RAM needed by the PROFINET Tap depends on the amount of
PROFINET data that you intend to capture and process in your application.
We recommend you to provide at least 1 GB of free RAM on your Edge
Device/Datacenter (ideally 2 GB or more).

In use cases with a stable amount of little data processing, less than 1 GB
RAM might be sufficient.

netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023
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2 Use cases

2.1 Connecting PROFINET via netX-based interface

211 Overview

The netX SoC is a multi-protocol communication controller from Hilscher,
which is available as single chip, embedded module (like e.g. comX) or cifX
PC card. You can use a netX-based Industrial Ethernet interface together
with the netANALYZER driver as “capture interface” for your PROFINET
Tap container.

The netANALYZER driver is included in the netFIELD Operating System
(netFIELD OS), but will also be available as separate driver in the near
future.

Being equipped with a netX-based cifX interface and the netFIELD OS
(which features the required netANALYZER driver and a container engine),
the netFIELD OnPremise edge gateway (NIOT-E-TIJCX-GB-RE/NFLD) is
currently the ideal ready-to-use host device for your PROFINET Tap.

21.2 Connecting PROFINET via netMIRROR (hardware TAP)

You can use the Hilscher netMIRROR (NMR-TFE-RE, part no. 7340.100)
device as a hardware-based “tap” (test access point) for connecting the
PROFINET to your host device. The netMIRROR device “mirrors” the
Ethernet data traffic with virtually no delay (~1 ns) and without affecting the
OT network.

It can be placed easily between your 10 Controller and the first IO Device
(respectively switch) without further PLC “engineering”.

By using such a hardware mirror, you also avoid the risk of traffic disruption
if your host device is turned off or configured, or if a software update is
performed on that device. It is therefore the implementation with the lowest
risk of network failure.

For technical information about the netMIRROR device, see user
E@ manual netMIRROR — NMR-TFE-RE, DOC161104UMxXEN.

netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023
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The requirements for this use case are:
¢ netMIRROR device

e Your host device is equipped with a netX-based Industrial Ethernet
interface (e.g. cifX in OnPremise edge gateway)

o netFIELD Operating System (“netFIELD OS”, includes the required
netANALYZER driver)
or
3" party operating system with netANALYZER driver

Host

netFIELD OS

{or other OS with
netANALYZER driver)

netMIRROR

il

10 Controller

PROFINET
Tap
container

Docker

(or other
container engine)

 BOEEE

-lT 00|

Figure 1: netX-based interface with netMIRROR

» Connect one of the NETWORK ports of the netMIRROR to the
Controller. Connect the other NETWORK port of the netMIRROR to the
first PROFINET Device.

» Connect both MIRROR OUT ports of the netMIRROR to the ports of the
netX-based interface.

®

P
S
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You can use “patch” or “crossover” cables. Note that you must set the
Crossover Mode for the ports on the OT Interface Settings page
accordingly (see section netX-based OT Capture Interface [ page 31]).
Note also that the signals at MIRROR OUT Port A are already crossed.
Therefore you must configure the OT Interface Settings as shown in the

figures below:

PROFINET
Controller

]

MIRROR OUT
A ——

NETWORK

PROFINET
Device

If using patch cable here, set No
Crossover for port 0 in OT
Interface Settings

If using crossover cable here,
set Crossover for port 0 in OT
Interface Settings

If using patch cable here, set
Crossover for port 1 in OT
Interface Settings

If using crossover cable here, set
No Crossover for port1in OT
Interface Settings

PROFINET
Device

Figure 2: Connecting netMIRROR ports to netX ports: B to 0 and A to 1

PROFINET
Controller

107

MIRROR OUT

NETWORK

PROFINET
Device

If using patch cable here, set
No Crossover for port1in OT
Interface Settings

If using crossover cable here,
set Crossover for port 1in OT
Interface Settings

If using patch cable here, set
Crossover for port 0 in OT
Interface Settings

If using crossover cable here, set
No Crossover for port 0 in OT
Interface Settings

PROFINET
Device

Figure 3: Connecting netMIRROR ports to netX ports: Bto 1 and A to 0

]
Port 0

netX
Port 1

| netX
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netMIRROR

il

10 Controller

» Set the Link Speed of the netX-based interface to 100 MBit/s
fixed. This can be done in the configuration web GUI of the
PROFINET Tap (see section netX-based OT Capture
Interface [ page 31]).

Note that the netX-based interface allows only “passive” data capturing.
The PROFINET Tap therefore also needs a “standard” LAN interface on
the host for its TCP/IP, HTTP and MQTT communication. This LAN
interface is necessary for deploying the container and for accessing its
configuration web GUI. If your MQTT broker and your CodeMeter license
server are running outside of your host, this interface will also allow the
container to publish its MQTT data and to access the CodeMeter license

server:
lloT
application

H

Host

netFIELD OS

(or other OS with
netANALYZER driver)

IT
network

Deployment &
configuration
via web GUI /
HTTPS

Standard
Ethernet

PROFINET 3

container

Docker
(or other
container engine)

 BOEE8
1

T B0 Y

Figure 4: netX-based interface with netMIRROR and LAN connection

&

CodeMeter
license server

®

1
0

e, -
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2.1.3 Connecting PROFINET as software TAP

You can connect the netX-based Industrial Ethernet interface of your host
device directly to the IO Controller, without interposed "hardware mirror".
This use case is also known as “software TAP”.

9 Note:
. Note the disadvantages of the software TAP: It may disrupt traffic
on the OT network in the following events:
— If the host device is turned off or configured
— If the PROFINET Tap container is stopped or restarted
— If the OT network settings of the PROFINET Tap are changed

The requirements for this use case are:

e Your host device is equipped with a netX-based Industrial Ethernet
interface (e.g. OnPremise edge gateway with cifX)

o netFIELD Operating System (“netFIELD OS”, includes the required
netANALYZER driver)
or
3" party operating system with netANALYZER driver

Host

netFIELD OS

(or other OS with
netANALYZER driver)

PROFINET
Tap
container

10 Controller Docker

(or other
container engine)

D
ea\

Figure 5: netX without netMIRROR

» Connect the IO Controller to one of the ports of the netX-based
interface. Connect the other port of the netX-based interface to the first
PROFINET Device.

» Set the port speed (Automatic, 100 MBit/s fixedor10 MBit/s
fixed) of the netX-based interface according to the configuration of the
Ethernet ports of the connected 10 Devices (typically: Automatic).
This can be done in the configuration web GUI of the PROFINET Tap
(see section netX-based OT Capture Interface [ page 31]).

netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023
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Note that the netX-based interface allows only “passive” data capturing.
The PROFINET Tap therefore also needs a “standard” LAN interface on
the host for its TCP/IP, HTTP and MQTT communication. This LAN
interface is necessary for deploying the container and for accessing its
configuration web GUI. If your MQTT broker and your CodeMeter license
server are running outside of your host, this interface will also allow the
container to publish its MQTT data and to access the CodeMeter license

server:
Host lloT -
application
netFIELD OS PP network
(or other OS with
netANALYZER driver) +
Standard| 8 Deployment &
Ethernet| ¢ configuration
netX port | ¢ via web GUI/
r PROFINET Y HTTPS
Porto Tap > eoeopeeeas
m container
‘ Docker
(or other . c rﬁ
10 Controller container engine)

CodeMeter
license server

e -I__%

‘
|
y &
oo ¥

Figure 6: netX and LAN without netMIRROR
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2.2 Connecting PROFINET via standard Ethernet port

You can connect the PROFINET via the mirror port of a PROFINET
managed switch to a standard Ethernet port of your host device. This setup
requires neither a netX-based Industrial Ethernet interface nor the

netFIELD Operating System (netFIELD OS) nor the netANALYZER driver
on your host.

Connecting host directly to mirror port of PROFINET managed switch

If you connect the standard Ethernet port of your host directly to the mirror
port, you do not need a VLAN:

Any OS
HOSt (e.g. netFIELD OS)

PROFINET
Tap

container

Container engine
(e.g. Docker)

Standard
Ll Ethernet port

il

Mirror port
10 Controller

of PROFINET
Managed Switch

Figure 7: Direct connection of standard Ethernet port to PROFINET Managed Switch
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Connecting host to mirror port via VLAN

If you want to route the mirrored data from the PROFINET managed switch
via other switches in your IT infrastructure to your host using RSPAN

(Remote Switch Port Analyzer), you need a VLAN:

il

10 Controller

Host

Any OS
(e.g. netFIELD OS)

LX)
'
'
'

PROFINET

Tap
container

Container engine
(e.g. Docker)

Standard

Ethernet port

VLAN
tunnel

of

IT network

Mirror port

PROFINET

Managed Switch

Figure 8: Connection via VLAN
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Note that the capture interface allows only “passive” data capturing. The
PROFINET Tap therefore also needs a second LAN interface on the host
for its TCP/IP, HTTP and MQTT communication. This second interface is
necessary for deploying the container and for accessing its configuration
web GUI. If your MQTT broker and your CodeMeter license server are
running outside of your host, this interface will also allow the container to
publish its MQTT data and to access the CodeMeter license server:

lloT
Any OS appligation
Host | (9. netFiELD 0s)

PROFINET

Deployment &

configuration

via web GUI/
HTTPS

Tap
container p———

3

(]

0 Container engine
' (e..g.:oclfer) o Il]
(] M . =n
(]

IL

(_:odeMeter
license server

N
Standard Standard
Ethernet port = Ethernet port

VLAN
tunnel

I‘l.
ML

IT network

i

10 Controller

T

Mirror port
of PROFINET

@

Figure 9: Connection via standard port and VLAN with LAN
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3 Start parameters of the container

The start-up parameters and yaml files for the different use cases are
provided in the Hilscher Knowledge base.

> Go to the netFIELD App PROFINET Tap page
(https://kb.hilscher.com/x/_RUfBw).

» On the netFIELD App PROFINET Tap page, click on the link under
Current release.

» On the current release page, you will find the start-up parameters and
links to the yaml files under the Release Notes.

netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023
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4 Configuration web pages of the PROFINET Tap

41 Overview

The PROFINET Tap container provides a configuration web GUI that can
be accessed via port 80 of the container. Note that you have to make sure
that this port can be accessed from the outside via web browser. We
recommend you to use a reverse proxy or API gateway with HTTPS and
authentication support for this. For testing purposes, you can temporarily
expose the port, e.g. via Docker port expose.

9 Note:

. If the container is deployed on a host with the netFIELD Operating
System (netFIELD OS), the configuration web GUI is automatically
plugged-into the Local Device Manager of the netFIELD OS,
where it can be accessed via the netFIELD App PROFINET Tap
entry in the navigation panel (side bar) of the Local Device
Manager.

NETFIELD APP PROFINET TAP
Application container
netFIELD App PROFINET Tap netFIELD App PROFINET Tap @
[ MQTT Client Settings
K License Server Settings
&% PROFINET Configuration & @ Status About Configuration Backup Publisher Managemen!
£ OT Interface Settings

' Reset Statistic

~ Container status @

Current workload: 3.0 %

Number of overload conditions: 0

Capturing from the OT network is active

Configuration: No remanent configuration found, using default values

License status: No valid license found. Check your license server settings or purchase
E3 a license from your sales representative. Without license the app will be fully functional,
but acquired process data values will be invalidated (set to null).

~ MQTT status @

Connected to broker: not connected
Tried to re-connect 0 times after connection loss
Number of sent messages: 0

Number of dropped messages: 0

~ OT network status @

Current network load: 0.00 %

Receive buffer fill level: 0 %

Number of captured frames at port 0: 0

Number of captured frames at port 1: 0

Number of captured frames with wrong frame checksum at port 0: 0

Number of captured frames with wrong frame checksum at port 1: 0
E3 Link state at port 0: down

E3 Link state at port 1: down
Number of detected OT startups: 0

Figure 10: Configuration web GUI of PROFINET Tap

You can navigate through the configuration options by selecting an item in
the navigation tree (1). Further parameters/configuration options can be
selected in the tabs in the editor window (2) on the right side of the screen.
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4.2 “Status” tab

The Status tab shows information about the operating state of the
PROFINET Tap, of the PROFINET OT network and of the MQTT
connection.

To open the Status tab, first select the netFIELD App PROFINET Tap root
element in the navigation tree, then the Status tab in the Editor window.

Hovering over an entry will display additional information in a tooltip.

NETFIELD APP PROFINET TAP
Application container
netFIELD App PROFINET Tap netFIELD App PROFINET Tap
& MQTT Client Settings
E5 License Server Settings
&% PROFINET Configuration & @ Status About Configuration Backup Publisher Management
¢ OT Interface Settings

Reset Statistic

~ Container status @

Current workload: 3.0 %

Number of overload conditions: 0

Capturing from the OT network is active

Configuration: No remanent configuration found, using default values

License status: No valid license found. Check your license server settings or purchase
B8 Without license the app will be fully functional,
The number of dropped MQTT invalidated (set to null).

messages in total. This may be

~ MQT caused by too many configured
data publishers with very short
publish intervals or an overload
condition of the IT network or
MQTT broker.

ion loss

Number of dropped messages: 0

= OT network status @

Current network load: 0.00 %

Receive buffer fill level: 0 %

Number of captured frames at port 0: 0

Number of captured frames at port 1: 0

Number of captured frames with wrong frame checksum at port 0: 0

Number of captured frames with wrong frame checksum at port 1: 0
E3 Link state at port 0: down
E3 Link state at port 1: down

Number of detected OT startups: 0

Figure 11: Status page
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4.3 “About’ tab

The About tab shows general information about the container.

To open the About tab, first select the netFIELD App PROFINET Tap root
element in the navigation tree, then the About tab in the Editor window.

NETFIELD APP PROFINET TAP

" MQTT Client Settings

B3 License Server Settings

% PROFINET Configuration & @ Status
& OT Interface Settings

Name

Version
1.4.0-rc2

1

Vendor

Licenses

Application container
netFIELD App PROFINET Tap netFIELD App PROFINET Tap

s]

=4

Vianagement

netFIELD App PROFINET Tap [Container ID: netfield-app-profinet-tap]

API Version

Description

The netFIELD App PROFINET Tap allows extracting machinery process data simply by
monitoring the existing network traffic. There is no need to change PLC or machine
configuration. It works with any PROFINET network, independent of PLC or device vendor.

Dependencies
MQTT broker

Hilscher Gesellschaft fir Systemautomation mbH
HILSCHER netlOT Source Code LICENSE AGREEMENT

Disclaimer
See https://netfield.io/termsOfUse

Figure 12: About tab

Category Description

Name Container name and Container ID

Version Container software version

API Version Version of the API connecting the GUI to the server

Description Brief description of the function of the container

Dependencies | Other containers or components required for proper operation of the
container

Vendor Vendor of container

Licenses Name of the software license(s), under which the container was
published

Disclaimer Path/link to the software license(s)

Table 2: About tab

netFIELD App PROFINET Tap | Operating instruction manual
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4.4 “Configuration Backup” tab

In the Configuration Backup tab, you can save the current PROFINET
Tap configuration settings to your device via your web browser’s download
function. You can also restore a formerly saved configuration by uploading
the configuration file via web browser.

To open the Configuration Backup tab, first select the netFIELD App
PROFINET Tap root element in the navigation tree, then the Configuration
Backup tab in the Editor window.

NETFIELD APP PROFINET TAP

netFIELD App PROFINET Tap
' MQTT Client Settings
B4 License Server Settings

8 OT Interface Settings

&8 PROFINET Configuration & @

<
Application container
netFIELD App PROFINET Tap

Save configuration

Status About Configuration Backup Publisher Management

3

Select or drop a configuration file . . .

Figure 13: Configuration Backup

Save configuration

» To save your current configuration, click Save configuration button.

2 The configuration settings are saved to your device as ZIP file. (The
download path depends on the settings of your web browser.)

The name of the ZIP file is made up by Hardware ID, Container ID and
date/time of the download.
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Restore configuration

To restore a formerly saved configuration, you must first select the
configuration ZIP file by dragging and dropping it from your desktop onto
the grey field (as an alternative, you can open your browser’s file selection
dialog by clicking into the grey field).

After having selected the file, the Restore configuration button is enabled,
and you can now “load” the configuration by clicking the button.

| Important:

=_J The Restore configuration function will overwrite the current
configuration settings. We recommend you to save your current
configuration before using this function.

NETFIELD APP PROFINET TAP
Application container

netFIELD App PROFINET Tap netFIELD App PROFINET Tap
& MQTT Client Settings
ES License Server Settings
&8s PROFINET Configuration & @
& OT Interface Settings

Save configuration Restore configuration

Status About Configuration Backup Publisher Management

=

000000000000-TSBG03010351-netfield-app-profinet-tap-
config-221117111051.zip

Figure 14: Restore configuration
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4.5

“Publisher Management” tab

The Publisher Management tab shows the variables that the PROFINET
Tap container publishes to the MQTT Broker.

Note that you cannot define here which variables are to be published. For
publishing a variable, you have to select it in the PROFINET Configuration
tree and then choose the Publish data option in the PROFINET Variable
editor.

You can, however delete a variable here if you do not want to publish it any
longer.

To open the Publisher Management tab, first select the netFIELD App
PROFINET Tap root element in the navigation tree, then the Publisher
Management tab in the Editor window.

MNETFIELD APP PROFINET TAP

netFIELD App PROFINET Tap
&' MQTT Client Settings
E5 License Server Settings
&3 PROFINET Configuration
¢ OT Interface Settings
& 10 Controller
&a io-devicexb15b32
&a mvk-mpnio
&a niotetpi51v2
&a switchxb18774
&a wago-765-4102

&a xd0980-esi-109-1214f1d -

<
Application container

netFIELD App PROFINET Tap

20 Status About onfiguration Backup Publisher Management
Active Publishers
Total 3 variables
Published Variable Action
Temperature value o =
Input data 2 Bytes m =

Port Qualifier information.NewPar |

Figure 15: Publisher Management

Element Description

Active Publishers
Published Variable

Shows the number of variables that are being published.

Name of the variable that is being published.
You can select one or multiple variables by clicking the
checkboxes, and then delete the selected variables at once by

clicking the E button.

Note: The order of the published variables in the list is determined
by the chronological order in which they were selected for
publishing in the PROFINET Variable editor.

(i

+—
—
—

Action Deletes the variable

Shows details of the variable (see table below)

If the list contains more than ten entries, you can scroll here to
display the next ten items

1 2 > »

Table 3: Elements of Publisher Management tab

netFIELD App PROFINET Tap | Operating instruction manual

© Hilscher 2023

DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public



Configuration web pages of the PROFINET Tap

24/86

Note:

.E The maximum allowed size of a JSON message is 100 kB. When
this size is reached, the message is sent immediately, disregarding
the MQTT publishing interval configured for this variable (i.e. even if
the set time interval has not yet been reached).

» Click the = button to open a window showing details of the variable
like its MQTT Topic string and other configuration parameters.

Published Variable

© 10 Controller / wago-765-4102 / 8 Port 10-Link Master Class B / Subslot 5/ Inputs / Temperature value

Topic: netfield/000000000000-TSBGO3010351/netfield-app-profinet-tap/IO Controlleriwago-765-4102/8 Port
|0-Link Master Class B/Subslot 5/nputs/Temperature value/19 [0

¥ General

Data type
Byte offset
Bit offset
Bit length

Byte order

¥ Standardization

Standardization type

¥ Publisher data

Quality of Service
Data sampling
Publish interval

Retained

Signed 16 Bit Integer
0
0
16

Not swapped

Keep original value and do not standardize

QoS0
take data directly as acquired from data source
1 ms

false

Figure 16: Parameters of PROFINET variable

Description

Element

the PROFINET network.

The first line shows the path to the variable (for unique identification) in

Topic

format [ page 66].)

option > Topic field).

Shows the MQTT topic string under which the variable is published.
By default, the PROFINET Tap uses the following string:

netFIELD/<gateway prefix or user-prefix>/<container
id>/<controller name>/<device name>/<slot name>/
<subslot name>/<direction>/<variable name>/<node id>
(For a more detailed description, see section MQTT message

If you do not want to use the default MQTT Topic string, you can define
your own string when you select the variable in the PROFINET
Configuration tree for publishing (PROFINET Variable > Publish data

Note that you are free to define the topic hierarchy and name according
to your individual needs there. You are only restricted not to use the #
and + characters and not to use $ as very first character.

You can use the O icon to copy the topic string to your clipboard.
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Element Description

General Shows data formats of the variable.

Standardization | Shows standardization settings for the variable.
Publisher data |Shows the MQTT publication settings for the variable.
Ok Click this button to close the window.

Table 4: Elements Variable’s details window
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4.6 MQTT Client Settings

On the MQTT Client Settings page, you can configure the MQTT client
settings of the PROFINET Tap container.

9 Note:

. If you use the PROFINET Tap container on a host with a netFIELD
Operating System (netFIELD OS), this page features the Use
general settings option, allowing you to use the standard MQTT
client settings of the netFIELD OS.
These standard MQTT client settings can be viewed (and changed)
in the Local Device Manager of the netFIELD OS under General

Settings > Default MQTT Client Settings.

NETFIELD APP PROFINET TAP

netFIELD App PROFINET Tap
[ MQTT Client Settings
E5 License Server Settings
4%a PROFINET Configuration &

<

Application container
netFIELD App PROFINET Tap

Basic

MQTT version

31

Keepalive interval (Seconds)

Connect timeout (Seconds) @

300

| Cleansession @

Server URIs @

tcpi//localhost: 1883

tcpi//mosquitto:1883

Last Will and Testament

SSL/TLS

Figure 17: MQTT Client settings
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Element

Description

Basic MQTT Version

MQTT version to be used (depending on the MQTT
broker).

Keep Alive
Interval
(Seconds)

Defines the maximum length of time in seconds that the
broker and client may not communicate with each other.

Username

User name for authentication at the broker (if
implemented and required by the broker).

Password

Password for authentication at the broker (if implemented
and required by the broker).

Connect
Timeout
(Seconds)

Defines the maximum length of time in seconds that is
allowed for completing the connection process.

Clean Session

If Clean session is selected, the client does not want a
persistent session (meaning that if the client disconnects
for any reason, all information and messages that are
queued from a previous persistent session are lost.

If Clean session is unchecked, the broker creates a
persistent session for the client.

Server URIs

Server URI of the MQTT broker.

Note: When multiple server URIs are specified, the client
will try to connect to each server one after the other,
starting with the first server in the list.

If a server connection is successfully established, only
this connection will be used. The client will not open
multiple connections to multiple servers simultaneously.

+ Click this button to add a new server
URI.

[ Click this button to delete an existing
server URI.

Last Will and
Testament

Use last will
and testament
options

Select this option if you want to use the “last will and
testament” (LWT) feature of MQTT. (l.e. to notify other
clients about an unexpected loss of connection to the
broker.) This opens the following fields for configuring the
LWT parameters:

Topic Name Topic name of LWT message

Retained “Retained” flag of LWT message

Quality of
Service

QoS of LWT message

Message Message text, e.g. “unexpected loss of

connection”
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Element

Description

SSL/TLS

Use SSL/TLS

Select this option if you want to use SSL/TLS encryption
for creating a secure connection to the MQTT broker.
Note: This option is for expert users only! If the MQTT
broker and the PROFINET Tap are running on the same
host, a secure SSL/TLS connection is not necessary
(because the connection is “internal” and the overhead of
the secure connection can thus be avoided).

Selecting this option opens the following fields for
configuring the SSL / TLS parameters:

File name and
path to private
key in PEM
format

Enter here the complete path to the
private key on the device; e.g.:
/etc/ssl/private/client-
key.pem

File name and

Enter here the complete path to the

path to certificate chains on the device; e.g.:
certificate /etc/ssl/services/client-
chains in PEM |cert.pem

format

Override the Enter here the complete path to override
trusted CA the trusted CA certificates on the device;
certificates in | e.g.:

PEM format /etc/ssl/services/ca-cert.pem
Enable If this option is disabled, the PROFINET
verification of | Tap will also accept invalid certificates
the server from the broker (not recommended).
certificate

Table 5: MQTT Client Settings

> Click = Save button in the header to save your new MQTT Client

Settings.

Note:
After changing the settings — e.g. by defining a new MQTT Server

(Broker) URI — you can check the state of the new MQTT
connection on the Status tab (see section “Status” tab [ page 19]).
For information on the structure of MQTT messages, see section
MQTT message format [ page 66].

netFIELD App PROFINET Tap | Operating instruction manual

DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public

© Hilscher 2023



Configuration web pages of the PROFINET Tap 29/86

4.7 License Server Settings

On the License Server Settings page, you must specify the IP address or
host name (“endpoint”) of your local license server.

9 Note:

. You can specify more than one server endpoint here if multiple local
license servers are available, e.g. as backup servers.
The app will try to retrieve a valid license from the first server
endpoint in the list. If the first server is not available or if there is no
valid license on this server, the PROFINET Tap will automatically
try the next one, and so forth.

NETFIELD APP PROFINET TAP <
Application container

NetFIELD App PROFINET Tap netFIELD App PROFINET Tap
&' MQTT Client Settings

B3 License Server Settings
sea PROFINET Configuration & @ License Server Endpoints @ +

licenseserver01

=

licensebackupserver

= 5

10.11.11.12

Figure 18: License Server Settings

1. Specify license server.
» To specify a license server, click + button.

» In the License Server Endpoints field, enter the IP address or the
hostname of the machine on which your license server is running.

> Click = Save button.
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2 After the Succeeded to save license server settings! message
appears, the PROFINET Tap immediately tries to connect to the server
and retrieve its license.

NETFIELD APP PROFINET TAP <
Application container
netFIELD App PROFINET Tap netFIELD App PREF
4" MQTT Client Settings . Succeeded to save license server settings!
E5 License Server Settings
> &ia PROFINET Configuration & @ License Server Endpoints @ +=
10.11.4.42 ]

Figure 19: License Server Settings saved

2. Check the license state on the Status page.

» To open the Status tab, first select the netFIELD App PROFINET Tap
root element in the navigation tree, then the Status tab in the Editor
window.

» Under Container status, check the license state:

NETFIELD APP PROFINET TAP
Application container
NetFIELD App PROFINET Tap < netFIELD App PROFINET Tap
£ MQTT Client Settings
5 License Server Settings
& PROFINET Configuration 2 @ Status About Configuration Backup Publisher Management

Ll

~ Container status @

Reset Statistic

Gurrent workload: 2.0 %

Number of overload conditions: 0

Capturing from the OT network is active

Configuration: No remanent configuration found, using default values
ﬁ License status: License is valid

~ MQTT status @

Connected to broker: tcp:/mosquitto: 1883
Tried to re-connect 0 times after connection loss
Number of sent messages: 0

Number of dropped messages: 0

~ OT network status @

Current network load: 0.00 %

Receive buffer fill level: 0 %

Number of captured frames at port 0: 0

Number of captured frames at port 1: 0

Number of captured frames with wrong frame checksum at port 0: 0

Number of captured frames with wrong frame checksum at port 1: 0

Figure 20: Check license status
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4.8 PROFINET configuration

4.8.1 OT Interface settings

4811 Overview

On the OT Interface settings page, you must configure the interface that
you are using to connect your PROFINET Tap to the physical PROFINET
network.

Note that the parameters and options displayed on the OT Interface
settings page depend on the interface that you are using for connecting the
PROFINET Tap to the physical PROFINET; i.e. netX-based Industrial
Ethernet interface or standard Ethernet port (via mirror port of PROFINET
managed switch).

48.1.2 netX-based OT Capture Interface

NETFIELD APP PROFINET TAP
Application container

netFIELD App PROFINET Tap netFIELD App PROFINET Tap
[ MQTT Client Settings
B3 License Server Settings
&8s PROFINET Configuration & @ Capture Interface @
¢ OT Interface Settings

cifX OT Interface -

Changing these settings during runtime may cause an
A OT-network restart which may halt the machine when
the On-Premise gateway's software TAP is used!

Link Speed @

Automatic -

Crossover Mode Port 0 @

Automatic -

Crossover Mode Port 1 @

Automatic -

Figure 21: OT Interface Settings OnPremise device
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Parameter/Element

Description

= save

Click this button to save your new settings.

Capture Interface | cifX OT Preset to cifX OT interface. Cannot be changed.
Interface Note: cifX is a netX-based Industrial Ethernet interface card, which is e.g.
included in the netFIELD OnPremise edge gateway.
Link Speed Automatic Automatic synchronization.

Use this setting if you have connected the netX-based interface directly to the
PROFINET; i.e. if you are not using a “hardware TAP” like e.g. netMIRROR.

Note that when using automatic link speed negotiation in combination with a
netMIRROR, the PROFINET Tap (due to a little time delay caused by the
negotiation process) might miss some of the first frames (and thus some of
the configuration data) that are exchanged on the bus during the PROFINET
startup phase.

10 MBit/s fixed

Use this setting if you are using a “hardware TAP” like e.g. netMIRROR and
the OT network operates at 10 MBit/s.
Note: Rarely used.

100 MBit/s Use this setting if you are using a “hardware TAP” like e.g. netMIRROR and
fixed the OT network operates at 100 MBit/s.
Crossover Mode Automatic Use this setting if you have connected the netX-based interface directly to the

Port 0

PROFINET (i.e. if you are not using a “hardware TAP” like e.g. netMIRROR)
and have set the Link Speed to Automatic.

No Crossover

Use this setting if you are using a “hardware TAP” like e.g. netMIRROR and:
e If port O is connected via “patch” cable to the MIRROR OUT port B
e If port 0 is connected via “crossover” cable to the MIRROR OUT port A

Crossover Use this setting if you are using a “hardware TAP” like e.g. netMIRROR and:
e If port O is connected via “crossover” cable to the MIRROR OUT port B
e If port O is connected via “patch” cable to the MIRROR OUT port A
Crossover Mode Automatic Use this setting if you have connected the netX-based interface directly to the

Port 1

PROFINET (i.e. if you are not using a “hardware tap” like e.g. netMIRROR)
and have set the Link Speed to Automatic.

No Crossover

Use this setting if you are using a “hardware TAP” like e.g. netMIRROR and:
e If port 1 is connected via “patch” cable to the MIRROR OUT port B
e If port 1 is connected via “crossover” cable to the MIRROR OUT port A

Crossover

Use this setting if you are using a “hardware TAP” like e.g. netMIRROR and:
e If port 1 is connected via “crossover” cable to the MIRROR OUT port B
e If port 1 is connected via “patch” cable to the MIRROR OUT port A

Table 6: Parameters netX-based OT Interface settings
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48.1.3 Standard Ethernet OT Capture Interface

MNETFIELD APP PROFINET TAP < Application container

netFIELD App PROFINET Tap netFIELD App PROFINET Tap

4" MQTT Client Settings Save
Ed License Server Settings

Capture Interface @
’ sk PROFINET Configuration & @

0 OT Interface Settings EthemstInterface -
Ethernet Interfaces @
Interface Name MAC Address IP Address Select
ethD 02:42:AC:16:00:02 172.18.0.2
ethl 02:42:AC:17:00:02 172.19.0.2 v

Figure 22: OT Interface Settings page standard Ethernet

» Select the virtual Ethernet interface that provides the PROFINET data
that you want to capture.

0 Important:

Do not select eth0 for capturing the PROFINET data.
ethO is the standard interface that the PROFINET Tap uses for its
IT network communication with other applications and/or the user
(e.g. for publishing its MQTT data or for its configuration via web
GUI). Select the eth interface whose IP address matches the IP
address of the interface that was mapped to the macvlan.

Parameter/ Description

Element

B save Click this button to save your new settings.

Capture Ethernet Presetto Ethernet interface. Cannot be
Interface Interface changed.

Ethernet The list displays the virtual Ethernet interfaces that are mapped into the
Interfaces PROFINET Tap container by your host. The number of interfaces

depend on how many VLANSs you have connected to the container.

Interface Name [ Assigned to the PROFINET Tap container by the
container engine (e.g. Docker).

MAC Address Assigned to the PROFINET Tap container by the
container engine (e.g. Docker).

IP Address Assigned to the PROFINET Tap container by the
container engine (e.g. Docker).
Select Select here the virtual Ethernet interface that provides

the PROFINET data that you want to capture.
Note that only one interface can be selected.

Table 7: Parameters OT Interface settings standard Ethernet

netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023
DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public



Configuration web pages of the PROFINET Tap

34/86

4.8.2

PROFINET Configuration node

In order to capture process data and re-publish it via MQTT, the
PROFINET Tap must be “acquainted” with the participants, data points and
certain parameters of your actual PROFINET network.

There are two ways to provide the necessary information for the Tap:

e Automatically by letting the Tap listen to the communication between 10
Controller and 10 Devices during the PROFINET start-up phase and by
mapping GSDML and/or AutomationML file(s) to the recognized “raw”
PROFINET configuration.

e Manually by “rebuilding” the structure of your network by adding the 10
Controller, 10 Devices and their slots to the PROFINET Configuration

tree, and then configure their parameters and variables “by hand”.

The structure of your network and the data points (that the Tap knows of) is

represented in the navigation tree under PROFINET Configuration:

METFIELD APP PROFINET TAP

* netFIELD App PROFINET Tap
[ MQTT Client Settings
E9 License Server Settings

<

“ saa PROFINET Configuration & @
£ OT Interface Settings

Application container
netFIELD App PROFINET Tap

= Add Controller >4 Auto.map =

GSDML Management AutomationML Manageme

GSDML Files
- 00:02a2:20:42:84
"
& wago-765-4102 Total 3 files +
= 8 Port 10-Link Master Class B File Name Action
== Subslot9
GSDML-V2,31-HILSCHER-cifx-PNS-20160830.xml W
== Subslot 3 B
B2 Subslot5 GSDML-V2.31-HILSCHER-NIOT-E-TIJCX-GB-RE PNS-20160830.xml| ]
© outputs GSDML-V2,35-wago-series765-20200416.xml a
© inputs

-

raw input data

-

Input data 32 Bytes

-

Port Qualifier information NewPar

-

Port Qualifier information. SubstDev

-

Port Qualifier information. PortActive

-

Port Qualifier information. DevCom

-

Port Qualifier information.DevEr

-

Port Qualifier information.PQ

-

Temperature value
Subslot 4
Subslot 3
Subslot 2
|Q-Link Master
Subslot 7

B8 Subslots

= Slot0

& xd0980-esl-109-1214f1d

& io-devicexb15b32
& nictetpis1v2

Figure 23: PROFINET Configuration tree

An arrow symbol * in front of an element in the PROFINET navigation tree
indicates that the element contains further subordinate elements, like e.g.
Submodules under a Module.

netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023

DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public



Configuration web pages of the PROFINET Tap

35/86

Clicking on an element will display the subordinate elements in the
navigation tree.
Selecting an element will also display its parameters in the Editor window
on the right side of the screen, where they can be changed if necessary:

NETFIELD AFF FROFINET TAF

netFIELD App PROFINET Tap
[ MQTT Client Settings
= License Server Settings
s PROFINET Configuration 22
@ OT Interface Settings
& 10 Controller
&2 wago-765-4102
= § Portl0-Link Master Class B
=2 Subslotg
25 Subslotd
22 Subslots
© outputs
© inputs
Subslot 4
Subslot 3

10-Link Master
Subslot 7

-
an
o=
58 Subslot2
==
o=

== Subslotd
Slot0

—

Applicatir.m container
netFIELD App PROFINET Tap

Save =+ Add Submodule

= Remove Submodule

PROFINET Submodule

General

Hame @ *

Subslot5

Subslot number @ *

5

Submodule ident number @ *

1073750049

+ Add Data ltem > Auto-map ~

Figure 24: Parameters of selected PROFINET element in Editor window

The options in the menu bar on top of the Editor window are context
sensitive and depend on the element that you have selected in the
PROFINET navigation tree:

NETFIELD AFF FROFINET TAF

netFIELD App PROFINET Tap
[ MQTT Client Settings
E5 License Server Settings
aa PROFINET Configuration &
£ OT Interface Settings
# 10 Controller
&2 wago-765-4102
= 8 PortO-Link Master Class B
=2 Subslot9
=5 Subslots
=2 Subslots
O outputs
© inputs
28 Subslot4
=2 Subslot2
=8 Subslot2
== 10-Link Master
=8 Subslot?
=2 Subslots

= Slot0

<

Application container
netFIELD App PROFINET Tap

Remove Submodule

Add Data Item >4 Auto-map - I

Save Add Submodule
PROFINET Submaodule
General
Name @ *
Subslot 5

Subslot number @ *

5

Submodule ident number @ *

1073750049

Figure 25: Menu bar
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In the menu bar, you can save changes that you have made to the
parameters of the selected element, or you can delete the selected element
altogether. You can also add further elements on the same level (e.g.
another Submodule next to a selected Submodule) or new elements on the
subordinate level (e.g. a Data Item below a selected Submodule).

You can also start an “auto-mapping” process of parameters from GSDML
and/or AutomationML files (if available) for the subordinate elements of the
currently selected element. Note that must import the appropriate GSDML
and AutomationML files in the GSDML Management tab respectively
AutomationML Management tab before you can use the Auto-map
function (see also sections GSDML Management [ page 42] and
AutomationML Management [ page 45]).

The following table describes the options and parameters of the elements
belonging to your PROFINET Configuration. Click on an element in the
PROFINET Configuration tree to see the parameters and menu options:

Icon |Element |Parameter Options in menu
#2» |PROFINET| = Reloads the PROFINET configuration tree. + Add Controller: Adds
Use this button after a new start-up of the Controller to the PROFINET

Reload button | PROFINET or of individual devices. Any new | configuration.
device information detected during start-up will % Auto-ma
thus be taken-over into the PROFINET P
configuration. Auto-map all devices from

O Indicates an event that demands a reaction GSDML: O.pens the GSDML
from the user (e.g. the Tap detected a start-up | M@PPIng wizard.

Info icon of a new device, which may require you to Auto-map all devices from
reload the configuration and/or re-map data AutomationML: Opens the
semantics from GSDML or AutomationML). AutomationML mapping wizard.
Click on the icon to display the information.

In the Info window, click Confirm to
acknowledge the message, which makes the
Info icon disappear. If you click Close, the Info
window closes but the Info icon remains
visible.

GSDML The PROFINET root element displays the

Management GSDML Management [ page 42] tab that
allows you to manage the GSDML files of your
PROFINET Devices.

AutomationML | The PROFINET root element displays the

Management AutomationML Management [ page 45] tab
that allows you to manage the AutomationML
files.

& |Controller [Name Name of the controller. Can be freely defined | B Save: Saves changed
by the user, but must not be empty parameters of selected Controller.
g\ln:)atzfjﬁ‘t%rg (f.‘,lgll'ﬂ‘l) uration was automaticall " Add Controller: Adds new
.' 9 . y Controller on same level.
retrieved by the app during start-up phase, the
app will use the MAC address as name. = Remove Controller: Removes

MAC address |MAC Address of the controller. Mandatory selected Controller.
field consisting of six groups of two *+ Add Device: Adds new Device
hexadecimal values separated by colons. under selected Controller.

(E.g. 06:0A:3B:78:05:6C) ¢ Auto-map

IP address IP address of the controller.

Auto-map all devices under this
controller from GSDML: Opens
the GSDML mapping wizard.

Auto-map all devices under this
controller from AutomationML:
Opens the AutomationML mapping
wizard.
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and 4294967295.

Icon | Element Parameter Options in menu
&2 |Device Name Name of the device. Can be freely defined by | i3 Save: Saves changed
the user, but must not be empty (mandatory | parameters of selected Device.
f'eld)'. ) . . + Add Device: Adds new Device
Note: If the configuration was automatically on same level
retrieved by the app during start-up phase, the ’
app will use the “name of station” for the = Remove Device: Removes
name. selected Device.
MAC Address |MAC address of the device. Mandatory field “+ Add Module: Adds new Module
consisting of six groups of two hexadecimal below selected Device.
values separated by colons. (E.g. = ]
06:0A:3B:78:05:6C) Auto-map
; . Auto-map all slots under this
IP address L\:/Io/-r\l?roalllc:)drress of the device. Assigned by the device from GSDML: Opens the
: GSDML mapping wizard.
Name of station | PROFINET “name of station” of the device. .
— = Auto-map all slots under this
Vendor ID ID containing the manufacturer-specific part of | device from AutomationML:
according to the rules specified in PNO wizard.
document 2.712 “Application Layer Services”.
Mandatory field. Must be a value between 0
and 65535.
Device ID ID containing the device-specific part of the
PROFINET identification number of the
PROFINET device. It is defined for each
individual device by the manufacturer and
uniquely identifies a device amongst all
devices of this manufacturer. Mandatory field.
Must be a value between 0 and 65535.
= [Module Name Name of the module. Can be freely defined by | & Save: Saves changed
the user, but must not be empty (mandatory | parameters of selected Module.
field). + Add Module: Adds new Module
Slot number Number of the slot this module is plugged in. |on same level.
Mandatory field. Must be unique within the -R Module: R
scope of the project and must be a value | etmdol\v/le d cl) ule. kemoves
between 0 and 4294967295 selected Module.
Module ident Identification number of the module. ; bAdddS‘ljbE?dme:lAdtdz new
number Mandatory field. Must be a value between 0 ubmodule below selecte

Module.
4 Auto-map

Auto-map all subslots under this
slot from GSDML.: Opens the
GSDML mapping wizard.

Auto-map all subslots under this
slot from AutomationML: Opens
the AutomationML mapping wizard.
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Icon | Element Parameter Options in menu
== |Submodule [Name Name of the submodule. Can be freely o Save: Saves changed
defined by the user, but must not be empty parameters of selected
(mandatory field). Submodule.
Subslot number | Number of the subslot this submodule is 4+ Add Submodule: Adds new
plugged in. Mandatory field. Must be unique | Submodule on same level.
within the scope of the project and must be a - R Submodule: R
value between 0 and 65535. emove submodule: Removes
selected Submodule.
Submodule Identification number of the submodule. .
ident number Mandatory field. Must be a value between 0 + Add Data Ite_m. Adds new Data
and 4294967295 Item (output or input) below
' selected Submodule.
% Auto-map
Auto-map this subslot from
GSDML.: Opens the GSDML
mapping wizard.
Auto-map this subslot from
AutomationML: Opens the
AutomationML mapping wizard.
{3 |Dataltem |Name Name of the PROFINET data item. Can be o Save: Saves changed
o (Output/ freely defined by the user, but must not be parameters of selected Data ltem
Input) empty (mandatory field). + Add Data Item: Adds new Data
Direction 10 direction of the data item. Iltem on same level
Select Output for the data that the submodule R Data Item: R
receives from the Controller in order to _I etmdoBet alta em: Removes
forward it to an actor. selected Data ltem
Select Input for the data that the submodule | % Add Variable: Adds new
receives from a sensor in order to forward it to | variable below selected Data Item
the Controller.
Frame ID Identification number of the cyclic PROFINET
frame which carries the data item. Mandatory
field. Must be a value between 0 and 65535.
Byte offset Byte offset of the data item within the cyclic
PROFINET frame relative to the Ethernet
payload start. Mandatory field. Must be a
value between 0 and 65535.
Data length Length of the PROFINET data item in bytes.
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Icon | Element Parameter Options in menu
@ Variable Name Name of the variable. Can be freely defined by| 5 Save: Saves changed
the user, but must not be empty (mandatory | parameters of selected variable
field). This is the name of the PROFINET . .
Variable that will be published via MQTT. It |~ #dd Variable: Adds new
will also be added to the PROFINET Variable
list in the Publisher Management tab (see = Remove Variable: Removes
section “Publisher Management” selected variable
tab [ page 23]). . + Clone Variable: Adds a copy of
Note: Not to be confused with the MQTT the selected variable on same
Topic name (see Topic field under Publish level, which you can use as a
data). “template” for editing a new
Data type Supported types: |[Bit Description/ variable
length: [Value range:
Boolean 1 ‘0’: FALSE
‘1’: TRUE
Signed 8 Bit 8 -128...127
Integer
Signed 16 Bit 16 -32768 ...
Integer 32767
Signed 32 Bit 32 =23 4231
Integer
Signed 64 Bit 64 -28% 42881
Integer
Unsigned 8 Bit 8 0...255
Integer
Unsigned 16 Bit 16 0...65535
Integer
Unsigned 32 Bit 32 0 ... +2%-1
Integer
Unsigned 64 Bit 64 0 ...+2%-1
Integer
32 Bit Floating 32 Single precision
Point floating point
range
64 Bit Floating 64 Double
Point precision
floating point
range
Visible String 8*n UTF-8 / ASCII
encoded string
Octet String 8*n String
containing a
sequence of
hex encoded
octets in format
01ABF7
Byte offset Offset (in bytes) of the variable relative to the
beginning of the Data ltem. Must be a value
between 0 and 99.
Bit offset Number of bits the variable is shifted at the

byte offset of the Data ltem. Must be a value
between 0 and 7.
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Swapped
Not swapped

Standardization
type

Allows scaling of analog values. You can
either Keep original value and do not
standardize

or select the Scale linear by factor and
offset option.

Selecting the Scale linear... option enables
the Factor and Offset fields.

The standardization value will be computed
according to the formula: raw value *
factor + offset

Note: Standardization is supported only for
integer data types.

Icon | Element Parameter Options in menu

o Variable Bit length Number of bits of the variable according to o Save: Saves changed
the selected data type. Corresponds by parameters of selected variable
default to the maximum Iengt‘h allowed by + Add Variable: Adds new
the data type. You may specify a lower variable on same level
value.
If this bit length is shorter than the above = Remove Variable: Removes
specified data type, the upper bits will be selected variable
padded. For signed data types, a sign + Clone Variable: Adds a copy of
extension will be done in such a case. the selected variable on same

Byte order Byte order in a data word: level, which you can use as a

“template” for editing a new
variable
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Icon

Element

Parameter

Options in menu

Variable

Publish data

Select this option to publish the variable via MQTT. It
will also be added to the PROFINET Variable list in the
Publisher Management tab (see section “Publisher
Management” tab [ page 23]).

You can configure the following parameters for
publishing the variable:

Topic

Enter here the MQTT Topic name
string under which the variable will
published. If left empty, the Tap uses
the default string (see section MQTT
message format [ page 66]).

Note that you are free to define the
topic hierarchy and name according to
your individual needs. You are only
restricted not to use the # and +
characters and not to use $ as the
very first character.

Quality of
service

Select the MQTT QoS from the drop-
down list.

Note: For performance reasons it is
recommended to use QoS0 whenever
possible. Using 0oS1 or QoS2 will
increase performance requirements of
the application container.

Publish interval

Define the publish interval in

Milliseconds

e Seconds
e Minutes
e Hours

Note: MQTT messages will be
published approximately at this
interval. If more than one process data
sample has been acquired in this time-
span, the message will contain an
array of process data points. Note also
that the maximum allowed size of a
JSON message is 100 kB. When this
size is reached, the message is sent
immediately, disregarding the publish
interval configured for this variable
(i.e. even if the set time interval has
not yet been reached).

Data sampling

Define the conditions for the sampling:

e Only take data if the data source
value has changed

e Take data directly as acquired from
data source:

Note that this option means OT
network cycle accurate data sampling
and may result in very high amount of
data samples in a short time.

e Sample the acquired data from data
source by a fixed sample rate:

Opens the Sample rate in
milliseconds field in which you can
specify the sample rate (between 1
and 1000 ms)

Retained

“Retained” flag of MQTT message

o Save: Saves changed
parameters of selected variable

+ Add Variable: Adds new
variable on same level

= Remove Variable: Removes
selected variable

“ Clone Variable: Adds a copy
of the selected variable on
same level, which you can use
as a “template” for editing a new
variable

Table 8: Elements PROFINET Configuration
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4.8.3 GSDML Management

The GSDML Management tab allows you to upload the device description
files to the PROFINET Tap. The device descriptions contained in these files
can be mapped to the devices of your PROFINET configuration (by auto-
mapping function).

To open the GSDML Management tab, select the #* PROFINET
Configuration element in the navigation tree.

NETFIELD APP PROFINET TAP <
Application container
netFIELD App PROFINET Tap netFIELD App PROFINET Tap
_ . s
B4 MQTT Cllent Settings Add Controller Auto-map
B3 License Server Settings
% PROFINET Configuration & @ GSDML Management AutomationML Management
& OT Interface Settings i
GSDML Files
& 10 Controller
@ io-devicexb15b32 Total 4 files +
£ mvicmpnio File Name Action
&a niotetpi51v2
&a switchxb18774 GSDML-V2.31-HILSCHER-cifx-PNS-20160830.xml o}

&a wago-765-4102

, GSDML-V2.31-HILSCHER-NIOT-E-TIJCX-GB-RE PNS-20160830.xm f
& xd0980-esi-109-1214f1d
GSDML-V2.35-HILSCHER-NETFIELD-WIRELESS-EXPERT-20211202.xm &
GSDML-V2.35-wago-series765-20200416.xml ]
Figure 26: GSDML Management
Element Description
GSDML Files Shows the number of GSDML files that have been imported and
are available for mapping.
== Opens dialog for uploading GSDML files.
File Name Name of the GSDML file.

You can select one or multiple files by clicking the checkboxes, and

then delete the selected file(s) at once by clicking the 0} button.
Action [ Deletes the GSDML file.

If the list contains more than ten entries, you can scroll here to
display the next ten items.

Table 9: GSDML Management tab

1 2 > »
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Uploading GSDML file(s)
> Click the ¥ button to open the Upload dialog window.

Upload GSDML file

D

Select or drop a .xml file ...

Figure 27: Upload GSDML file dialog
» Drag and drop your GSDML file from your PC onto the grey area of the
dialog window, then click Ok button to start the upload.

» If you want to upload several files at once, click into the grey area to
open the file upload dialog of your browser.

» In the File Upload dialog, select all files you want to upload, then click
Open button.

@& File Upload X
<« v » ThisPC » Desktop » GSDML files v | B O Search GSDML files
Organize = Mew folder ==+ [N o
[ This PC ~ Name Date modified Type Size

J 3D Objects ] GSDML-V2.31-HILSCHER-NICOT-E-TUCX-...  5/20/2020 5:04 PM XML Document 53 KB
[ Desktop =] GSDML-V2.35-wago-series765-20200416 4/16/2020 10:59 AM AML Document 205 KB
o 2] GSDML-V2.35-XY_Device-2019 5/20/2020 5:04 PM XML Docurment 53 KB
= Documents =
‘ Downloads

J’! Music
&=/ Pictures
ﬂ Videos
e Windows (C:)
— DATA (DY)
=
=
- 1
= Y
& y
= 4
= by

File name: |"GSDML-VZ.}S-XY_DeVicE-Zm §" "GSDML-V2.31-HILSCHER-NIOT-E-TI) V‘ All Files ~

Figure 28: Multiple selection in File upload dialog
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2 The three dots in the Upload GSDML file dialog indicate that you have
selected multiple files for upload:

Upload GSDML file

D

GSDML-V2.35-wago-series765-20200416.xml, ...

Figure 29: Upload GSDML file dialog

» Click Ok button to start the upload.

= The uploaded GSDML files are listed in the GSDML Management tab
and can now be mapped to your PROFINET Configuration.
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4.8.4 AutomationML Management

The AutomationML Management tab allows you to upload project
engineering file(s) from the TIA Portal in AutomationML format (Automation
Markup Language) to the PROFINET Tap. The information contained in
the .aml file can then be mapped to the PROFINET configuration by using
the Auto-map function.

) Note:

. If your PROFINET line features more than one 10 Controller/PLC,
you can, of course, import several AutomationML files — each
containing the corresponding engineering project of an individual IO
Controller/PLC — and map them later to the corresponding 10
Controller element in the PROFINET Configuration tree.

To open the AutomationML Management tab, select the “* PROFINET
Configuration element in the navigation tree, then click on the tab in the
Editor window.

NETFIELD APP PROFINET TAP

[ MQTT Client Settings

a= 10 Controller

&a mvk-mpnio

&a niotetpi51v2
&a switchxb18774
&a wago-765-4102

netFIELD App PROFINET Tap netFIELD App PROFINET Tap

ES License Server Settings
v & PROFINET Conﬁguration ol ) GSDML Management AutomationML Management
2 OT Interface Settings

& io-devicexb15b32 Total 1 file +

&a xd0980-esi-109-1214f1d

Application container

Add Controller Auto-map

[

AutomationML Files

File Name Action

|OT-Test-Rack_PN_IOL.aml mj

Figure 30: AutomationML Management
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Element Description

AutomationML Files | Shows the number of . am1 files that were imported and are
available for mapping.

e Opens dialog for uploading . am1 files.

File Name Name of the . aml file.
You can select one or multiple files by clicking the checkboxes, and

then delete the selected file(s) at once by clicking the i button.
Action [ Deletes the . aml file.

If the list contains more than ten entries, you can scroll here to
display the next ten items.

Table 10: AutomationML Management tab

1 2 > »

Exporting PROFINET project as AutomationML file from TIA Portal

Before you can upload your AutomationML file to the PROFINET Tap, you
must first export it from the TIA Portal.

» To do so, open your PROFINET engineering project in the TIA Portal ,
then choose Tools > Export CAx data... from the menu:

T4t Siemens - C:WsersMOT-TestiDocuments\srcitst_profinet_iol_setup\TiaProjectlOT-Tes

Project Edit  View Insert Online Options | Tools  |[Window  Help

j 3 H Cave pru:ujeu:t a }{ —E :3 » K‘]}{- Cross-references F11 ﬁ' Go onli
El Project texts
| Froject languages

Devices _ -
il Export project texts

al b
24 El Import project texts

= CEETTE
| 7 10TTest-Rack_PN_IOL =! Import CAx data... A

B Add new device L
: External applications
g Devices & networks —

“' Connectio

=

Figure 31: Export AutomationML file from Tia Portal

9 Note:

. You must be logged in as member of the “Siemens TIA Openness”
group in order to be allowed to use the Export CAx data... function
in the TIA Portal.
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Uploading AutomationML file(s) to the PROFINET Tap
> Click the ¥ button to open the Upload dialog window.

Upload AutomationML file

0

Select or drop a .aml file ...

Figure 32: Upload AutomationML file dialog
» Drag and drop your . aml file from your PC onto the grey area of the
dialog window, then click Ok button to start the upload.

» If you want to upload several files at once, click into the grey area to
open the file upload dialog of your browser.

» In the File Upload dialog, select all files you want to upload, then click
Open button.

€ Open X
<« v o » ThisPC » Desktop » AutornationML files v | D = Search AutomationML files

Organize v New folder

== O @
~
I This PC = Mame Date modified Type Size

J 3D Objects [ T Projectt

I Desktop [ TIA Project2
[ A Project3

AML File 358 KB
AML File 358 KB
AML File 358 KB

%| Documents

; Downloads

' Galaxy )5

J’) Music

&=/ Pictures

m Videos

e Windows ()

— DATA (D3)

=g Anwender (\\fileD1) (F:)

= GMBH (\\filed1) (G:)
v

File name: | "TIA Project3" "TIA Project" "TIA Project2" v| AML File ~

Figure 33: Multiple selection in File upload dialog
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2 The three dots in the Upload AutomationML file dialog indicate that
you have selected multiple files for upload:

Upload AutomationML file

0

TIA Project1.ami, ...

Figure 34: Upload AutomationML file dialog

» Click Ok button to start the upload.

= The uploaded files are listed in the AutomationML Management tab
and can now be mapped to your PROFINET Configuration.
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4.8.5 How to configure the PROFINET Tap with GSDML file

This section provides step-by-step instructions for creating a PROFINET
Configuration by using GSDML file(s) and for defining a variable to be
published via MQTT.

Requirements

e The Edge Device/host on which the PROFINET Tap is running is
connected to your PROFINET network.

e You have access to the GSDML files of the IO Devices of your
PROFINET network.

Step-by-step instructions

1. Set Link Speed according to your Tap’s connection type (hardware vs.
software tap).
Note: This is applicable for a netX-based capture interface only (cifX OT
Interface).

» In the OT Interface Settings, select the Link Speed.

_ Warning of unsafe system operation!

When using a “software TAP”, changing this setting may lead to a
temporary loss of the bus link and thus of the PROFINET
communication. Take precautions that the temporary loss of the bus
communication will not affect the safe operation of your plant!

o Select 100 MBit/s fixed if you are using a “hardware TAP” like e.g.
netMIRROR.

e Select Automatic if you have connected the netX-based interface
directly to the PROFINET; i.e. if you are using the built-in “software
TAP” of the netX.

2. Gather information from PROFINET start-up.
» Trigger a start-up of your PROFINET.

_ Warning of unsafe system operation!

If you have to stop a running PROFINET bus communication for this,
take precautions that stopping the bus communication will not affect the
safe operation of your plant!
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2 PROFINET Tap listens to the “configuration” messages that are now
exchanged between Controller and Devices during the PROFINET
start-up phase, and extracts information from it.

After a few seconds, all recognized PROFINET participants and their
subordinate elements (Modules, Submodules etc.) are listed in the
PROFINET Configuration tree:

NETFIELD APP PROFINET TAP <
Application container

* netFIELD App PROFINET Tap netFIELD App PROFINET Tap
[ MQTT Client Settings
B3 License Server Settings
v 2 PROFINET Configuration & GSDML Management AutomationML Management
£ OT Interface Settings
= 00:02:a2:20:42:34
&2 cifx

+ Add Controller >4 Auto-map -

GSDML Files

Total 0 files +

& wago-765-4102 File Name Action
= § Port 10-Link Master Class B
5% Subslot® No data
5% Subslotg
5% Subslots
© outputs
© inputs
o raw input data
Subslot 4
Subslot 3
Subslot 2
10-Link Master
Subslot 7
Subslot &
£ Sioto
& xd0980-es1-109-121471d

& io-devicexb15b32
&3 niotetpisiv2

& mvk-mpnio

&2 switchxb18774

Figure 35: PROFINET configuration recognized during start-up

Note:

You may have to reload the page by clicking the “ icon next to the
PROFINET Configuration element in order to display the recognized
devices in PROFINET Configuration tree.

Note the following about the automatic device recognition during start-up:

e The order in which the devices and elements are represented in the
PROFINET Configuration tree relates to the time sequence in which
they were recognized; i.e. the first device in the tree is the device that
was first recognized during start-up, and so forth. This means that the
order of the devices in the tree does not reflect the actual positioning of
the devices in the real PROFINET topology.
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3. Enter name of Controller (optional)

The Controller’s name is represented in the tree by its MAC address,
because its name is not part of the configuration information that is
exchanged during start-up (and can thus not be picked up by the Tap).
You can manually change its name later.

The Tap adds “raw output/input data” as default variables below
recognized Data items (i.e. outputs/inputs).

> Select the Controller element in the tree (™ followed by MAC Address).
2 The parameters of the selected Controller are displayed in the

PROFINET Controller tab in the Editor screen.

METFIELD APP PROFINET TAP

netFIELD App PROFINET Tap
' MQTT Client Settings
B8 License Server Settings
&4a PROFINET Configuration £
& OT Interface Settings
&= 00:02:a2:20:42:84
& cifx
&3 wago-765-4102
e xd0980-esl-109-121411d
& io-devicexb15b32
& niotetpisiv2
& mvk-mpnio
& switchxb18774

Application container
netFIELD App PROFINET Tap

Save Add Controller Remove Controller

PROFINET Controller

General
Mame @ *
10 Controller 14]

MAC address @ *
00:02:32:20°42:84
IP address

192.168.2.1

Add Device >4 Auto-map ~

Figure 36: Change name of Controller

» Enter a name, e.g. “IO Controller 1A”, then click B Save button.
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 The "Succeeded to save data” message appears and the tree now
displays the new name of the controller:

netFIELD App PROFIMET Tap
[ MQTT Client Settings
B3 License Server Settings
s=» PROFIMET Configuration £
£ 0T Interface Settings
== |0 Controller 14
&= cifx
&a wago-765-4102
&2 xd0980-esl-109-121471d
io-devicexb15b32

D

&2 niotetpisivz

D

myk-mpnio
& switchxb18774

Figure 37: New Controller name

4. Map data semantics from GSDML file(s)

» Upload GSDML file(s) to the PROFINET Tap (see section GSDML
Management [ page 42] for instructions).

> Inthe PROFINET Configuration tree, select the element that you want
to map to your GSDML file(s). In this example, select the PROFINET
Configuration root element, so that all devices will be mapped in one go.

) Note:

. Note that the mapping process is hierarchical: All sub-elements of a
chosen element will also be mapped. This means that if you select
e.g. the PROFINET Configuration root element, the auto-mapping
wizard will try to map all devices of your PROFINET network to the
GSDML files that you have uploaded (respectively to the
descriptions it finds in the GSDML files). If you select a Controller in
the tree (in case you have more than one Controller in your
PROFINET line), all devices under this Controller will be mapped. If
you select a Device, all Modules and Submodules of this Device will
be mapped, and so forth.

> Inthe menu, select #* Auto-map ~ > Auto-map all devices from
GSDML.
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2 The Auto-map wizards opens and maps the Submodule (a.k.a. Subslot)
definitions and variables it finds in the GSDML files to the Submodules
of your PROFINET Configuration. Successfully mapped Submodules/

Subslots are marked with the green check mark symbol <.

Auto-map subslot from GSDML

K Generating variables from GSDML submodule definition ... [3/21]

sa [PROFINET Configuration] PROFINET Configuration ~
#= [Controller 00:02:a2:20:42:84] 10 Controller 14
4a [Device 00:02:a2:35:22:83] cifx
= [Slot 4] Slot4
22 [Subslot 1] Subslot 1

[Slot 3] Slot 3
22 [Subslot 1] Subslot 1

[Slot 2] Slot 2
22 [Subslot 1] Subslot 1

[Slot 1] Slot 1
EE [Subslot 1] Subslot 1

[Slct 0] Slot 0
2 [Subslot 32770] Subslot 32770

£ [Subslot 32769] Subslot 32769
EE [Subslot 32768] Subslot 32768
£E [Subslot 1] Subslot 1

4a [Device 02:02:2h:00:14:00] wago-765-4102
= [Slot 1] Slot 1
28 [Subslot 9] Subslot §

mn Iil hi E‘ EI il hilr,', 8 W
Figure 38: Auto-mapping in progress

(<]

"W
o

2 Submodules for which the wizard cannot find the corresponding
descriptions in the GSDML file(s) are marked with the No matched

subslot symbol: “=. (If necessary, you can edit the Submodule and its
variables manually later, after the auto-mapping process has been
finished.)

9 Note:

. The message “There are no data items defined for this submodule,
mapping is not possible” could be caused e.g. by an 10-Link Master
that has no IO-Link sensor attached to it.
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2 If the wizards cannot map a Submodule (e.g. because a GSDML file
contains different Submodule descriptions that have the same
Submodule ID), it prompts you to select the applicable Submodule
description from a list:

Auto-map subslot from GSDML
o Multiple matched submedule definiticns are found. Please select a submodule manually for the fellowing
subslot:
Submodule  Module Device Vendor GSDML file Apply
Kompakies .
Digital ?;:tzr‘g'a‘:: dezentrales E/A- t’(‘?ﬂ?mechm GSDMLV2 35-wago- ®
Qutput . GerAst, Schutzart series765-20200416 xml
A GmpH u. Co. KG
IP&7
Kompaktes .
Digital ﬁz:tzr%:szk dezentrales E/A- ‘P'(?n?fmechm GSDML-V2 35-wago-
Qutput . GerAst, Schutzart series765-20200416 xml ®
B GmbH u. Co. KG
IP&7
Kompaktes
4 Port 10-Link WAGO
Digital Master Clags  de7entrales E/A- Kontakitechnik GSDML-V2 35-wago- ®
Output . GerAst, Schutzart series765-20200416.xml
A GmbH u. Co. KG
IP&7
Kompakies
4 Port 10-Link WAGO
Digital Master Clags  d67entrales E/A- Kontakitechnik GSDML-V2 35-wago-
Output . GerAnt, Schutzart series765-20200416.xm ®
B GmpH u. Co. KG
IP&7
« o« A > » e Skip
& [PROFINET Configuration] PROFINET Configuration ~
& [Controller 00:02:a2:20:42:84] 10 Controller 1A
4a [Device 00:02:a2:35:22:83] cifx
= [Slot4] Slot4
22 [Subslot 1] Subslot 1 (]
= [Slot 3] Slot 3
22 [Subslot 1] Subslot 1 (]
= [Slot 2] Slot 2
22 [Subslot 1] Subslot 1 (]
= [Slot 1] Slot 1
22 [Subslot 1] Subslot 1 (]
= [Slot 0] Slot 0
22 [Subslot 32770] Subslot 32770 No matched subslot
2% [Subslot 32769] Subslot 32763 No matched subslot
22 [Subslot 32768] Subslot 32768 No matched subslot
22 [Subslot 1] Subslet 1 Mo matched subslot
&2 [Device 02:02:2b:00:14:00] wago-765-4102
= [Slot 1] Slot 1
22 [Subslot 9] Subslot 9 Waiting for choice () I
...................... -

Figure 39: Select definition

> Click the ® Apply button to select the appropriate GSDML Submodule
description for mapping.
If you do not know which description to choose, you can select the Skip
option and edit the Submodule and its variables manually later (after the
auto-mapping process has been finished).

netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023
DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public



Configuration web pages of the PROFINET Tap 55/86

2 After finishing, the wizard shows a summary of the mapping process:

Auto-map subslot from GSDML

Total 21 Subslot(s) 0 12 1 8

s#a [PROFINET Configuration] PROFINET Configuration ~
@ [Controller 00:02:a2:20:42:84] 10 Controller 14
4a [Device 00:02:a2:35:22:83] cifx
= [Slot 4] Slot 4
=8 [Subslot 1] Subslot 1
[Slot 3] Slot 3
=8 [Subslot 1] Subslot 1

& [Slot 2] Slot 2
28 [Subslot 1] Subslot 1
&= [Slot 1] Slot1
28 [Subslot 1] Subslot 1

O 0 00

& [Slot 0] Slot0
22 [Subslot 32770] Subslot 32770 No matched subslot

28 [Subslot 32769] Subslot 32769 Mo matched subslot
2E [Subslot 32768] Subslot 32768 Mo matched subslot
2E [Subslot 1] Subslot 1 No matched subslot

&a [Device 02:02:2b:00:14:00] wago-765-4102
& [Slot 1] Slot1
25 [Subslot 8] Subslot 9 o

%2 [Subslot 8] Subslot 8 Skipped

Figure 40: Finished

» Click OK button to close the wizard.
2 The Devices in the PROFINET Configuration now contain the mapped
information/parameters from the GSDML file(s).
5. Select Variables for publishing.

» Inthe PROFINET Configuration tree, select the variable that you want
to publish.

» In the Editor screen of the selected variable, select the Publish data
option and set the MQTT publication parameters, like Topic, MQTT
Quality of Service, sampling rate etc.
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Note:

If you do not enter a Topic here, the PROFINET Tap will use the
following default string:

netFIELD/<gateway prefix or user-prefix>/
<container id>/<controller name>/<device name>/
<slot name>/<subslot name>/<direction>/<variable
name>/<node id>
Note also that you are free to define the topic hierarchy and name
according to your individual needs. You are only restricted not to

use the # and + characters and not to use s as the very first

character in the string.

NETFIELD APP PROFINET TAF

netFIELD App PROFINET Tap
[ MQTT Client Settings
Ed License Server Settings
&8s PROFINET Configuration &
£ OT Interface Settings
&= 10 Controller 1A
& cifx
= 2receive byte(outputs)
= 16 receive byte(outputs)
= 4 send byte(inputs)
22 4 byte send data(input)
O inputs
@ raw input data
© send datafinputs)
= 32 send byte(inputs)
= Slot0
&3 wago-765-4102
& Port10-Link Master Class B
Slot0

& xd0980-esl-109-121411d
&2 io-devicexb15b32

& niotetpisiv2

& mvk-mpnio

& switchxb 18774

<

Application container
netFIELD App PROFINET Tap

B Save + Add Variable = Remove Variable

Data type @ *

Octet String

Byte offset @ °

0

Bit offset @ *

0

Bitlength @ *

32

Byte order @ *

Not swapped

+| Publish data

Topic @

Quality of Service @

QoS0

Publish interval

30 Seconds

Data sampling

Take data directly as acquired from data source

Retained

+ Clone Variable

Figure 41: Publish variable

» You may also want to change the name of the variable into something
that will be more intelligible for the subscribers who will consume the
MQTT message, like e.g. “Temperature T1”.
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» After having finished setting the publisher parameters, click & Save in

the menu.

NETFIELD APP FROFINET TAP
netFIELD App PROFINET Tap
[ MQTT Client Settings
Ed License Server Settings
s4» PROFINET Configuration
& OT Interface Settings
& 10 Confroller 1A
& cifx
2 receive byte(outputs)

16 receive byte(outputs)

4 send byte(inputs)
22 4 byte send data(input)
© inputs
o rawinput data
© Temperature T1
32 send byte(inputs)
Slot0

&a wago-765-4102
8 Port 10-Link Master Class B

Slot0

& xd0980-esl-109-121411d
& io-devicexb15b32

& niotetpiSiv2

& mvk-mpnio

& switchxb18774

Application container
netFIELD App PROFINET Tap

Save + A

Succeeded to create publisher!

PROFIMET Var|

Succeededto save datal

General

Name @ °

Temperature T1

Data type @ *

Signed 16 Bit Integer

Byte offset @ *

0

Bit offset @ ~

0

Bit length @ *

16

Byte order @ °

Not swapped

Standardization

Standardization type @ °

Keep original value and do not standardize -

« Publish data

Topic @

netfield/000000000000-TSBG03010351/nfa-profinet-tap/lO Confroller 1Alcif/d ser

Figure 42: Publisher created

= PROFINET Tap immediately starts to publish the variable to the MQTT
broker according to your settings.
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4.8.6 How to configure the PROFINET Tap with AutomationML file

This section provides step-by-step instructions for creating a PROFINET
Configuration by using an AutomationML file and for defining a variable to
be published via MQTT.

Requirements

e The Edge Device on which the PROFINET Tap is running is connected
to your PROFINET network.

e You have exported your PROFINET engineering project as
AutomationML file from the TIA Portal und you have access to the file.

Step-by-step instructions

1. Set Link Speed according to your Tap’s connection type (hardware vs.
software tap).
Note: This is applicable for a netX-based capture interface only (cifX OT
Interface).

» In the OT Interface Settings, select the Link Speed.

_ Warning of unsafe system operation!

When using a “software TAP”, changing this setting may lead to a
temporary loss of the bus link and thus of the PROFINET
communication. Take precautions that the temporary loss of the bus
communication will not affect the safe operation of your plant!

o Select 100 MBit/s fixed if you are using a “hardware TAP” like e.g.
netMIRROR.

e Select Automatic if you have connected the netX-based interface
directly to the PROFINET; i.e. if you are using the built-in “software
TAP” of the netX.

2. Gather information from PROFINET start-up.
» Trigger a start-up of your PROFINET.

_ Warning of unsafe system operation!

If you have to stop a running PROFINET bus communication for this,
take precautions that stopping the bus communication will not affect the
safe operation of your plant!
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2 PROFINET Tap listens to the “configuration” messages that are now
exchanged between Controller and Devices during the PROFINET
start-up phase, and extracts information from it.

After a few seconds, all recognized PROFINET participants and their
subordinate elements (Modules, Submodules etc.) are listed in the
PROFINET Configuration tree:

NETFIELD APP PROFINET TAP <
Application container

* netFIELD App PROFINET Tap netFIELD App PROFINET Tap
[ MQTT Client Settings
B3 License Server Settings
v 2 PROFINET Configuration & GSDML Management AutomationML Management
£ OT Interface Settings

+ Add Controller >4 Auto-map -

GSDML Files
== 28:63:36:d5:e8:cb
& ice1-8iol-gs0l-vid Total Ofiles +
&a io-devicexb15b32 File Name Action
&a iolm4
No data

&a mach104-20tx-f
&a mvk-mpnio

&a niotetib100v1
&a niotetpisivl

&a niotetpisiv2

&a rfhexx

&a rfubroood10ch9
&a scalance-xf204irt
&2 switchxb18774
&a Wago-765-1103
ka Wago-765-4103
&a xd0980-esl-109-1214f1d

Figure 43: PROFINET configuration recognized during start-up

Note:

You may have to reload the page by clicking the ~ icon next to the
PROFINET Configuration element in order to display the recognized
devices in PROFINET Configuration tree.

Note the following about the automatic device recognition during start-up:

e The order in which the devices and elements are represented in the
PROFINET Configuration tree relates to the time sequence in which
they were recognized; i.e. the first device in the tree is the device that
was first recognized during start-up, and so forth. This means that the
order of the devices in the tree does not reflect the actual positioning of
the devices in the real PROFINET topology.

e The Controller's name is represented in the tree by its MAC address,
because its name is not part of the configuration information that is
exchanged during start-up (and can thus not be picked up by the Tap).
You can manually change its name later.

e The Tap adds “raw output/input data” as default variables below
recognized Data items (i.e. outputs/inputs).

netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023
DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public



Configuration web pages of the PROFINET Tap 60/86

3. Map data semantics from AutomationML file.

» Upload the AutomationML file to the PROFINET Tap (see section
AutomationML Management [ page 45] for instructions).

» In the PROFINET Configuration tree, select the element that you want
to map to your AutomationML file. In this example, select the
PROFINET Configuration root element, so that all devices will be
mapped in one go.

9 Note:

. Note that the mapping process is hierarchical: All sub-elements of a
chosen element will also be mapped. This means that if you select
e.g. the PROFINET Configuration root element, the auto-mapping
wizard will try to map all devices of your PROFINET network to the
AutomationML file that you have uploaded (respectively to the
descriptions it finds in the file). If you select a Controller in the tree
(in case you have more than one Controller in your PROFINET
line), all devices under this Controller will be mapped. If you select a
Device, all Modules and Submodules of this Device will be mapped,
and so forth.

> In the menu, select “* Auto-map ~ > Auto-map all devices from
AutomationML.

2 The Auto-map wizards opens and maps the Submodule (a.k.a. Subslot)
definitions and variables it finds in the AutomationML file to the
PROFINET Configuration. Successfully mapped variables and subslots
that do not have variables are marked with the green check mark

symbol <.

Auto-map subslot from AutomationML

":. Generating variables from AutomationML file ... [31/ 133]

&5 [PROFINET Configuration] PROFINET Configuration
& [Controller 28:63:36:d5:e8:cb] 10 Controller 1A
&a [Device 02:00:22:00:14:00] wage-765-4103

= [Slot1] Slot 1
E2 [Subslot 5] Subsiot 5  No variables are mapped, because there are no variables under the specified submodule. @&
£2 [Subsiot 4] Subslot4 Variables were generated o
E2 [Subslot 3] Subslot3  No variables are mapped, because there are no variables under the specified submodule o
22 [Subslot 1] Subslot 1 Variables were generated. @&
22 [Subslot 2] Subslot 2 Variables were generated o
= [Slot 0] Slot 0
EE [Subslot 32770] Subslot 32770 No matching submedule found
22 [Subslot 32769] Subslot 32769 No matching submodule found
28 [Subslot 32768] Subslot 32768 No matching submodule found.
£8 [Subslot 1] Subslot 1 No matching submedule found
&a [Device 00:02:a2:3d.73:63] niotetpis1v2
& [Slot 2] Slot 2
E5 [Subslot 1] Subsiot1 Variables were generated o
= [Slot1] Slot 1
22 [Subslot 1] Subslot 1 Variables were generated o
= [Slot 0] Slot 0
EE [Subslot 32770] Subslot 32770 No matching submodule found
22 [Subslot 32769] Subslot 32769 No matching submodule found
28 [Subslot 32768] Subslot 32768 No matching submodule found
22 [Subslot 1] Subslot 1 No matching submodule found
aa [Device 3¢:b9:a6:00:97:a5] xd0980-es1-109-1214f1d
& [Slot 1] Slot 1
£5 [Subslot 1] Subslot1 Variables were generated o

Figure 44: Auto-mapping in progress
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2 Submodules for which the wizard cannot find the corresponding
descriptions in the AutomationML file are marked with the No matching

submodule found symbol: “+. (If necessary, you can edit the
Submodule and its variables manually later, after the auto-mapping
process has been finished.)

2 After finishing, the wizard shows a summary of the mapping process:

Auto-map subslot from AutomationML

Total 133 Subslot(s) () 47 86

442 [PROFINET Configuration] PROFINET Configuration
& [Controller 28:63:36:d5:e8:cb] IO Controller 1A
& [Device 02:00:23:00:14:00] wage-765-4103
= [Slot 1] Slot 1
S5 [Subslot 5] Subslot5  No variables are mapped, because there are no variables under the specified submodule o

25 [Subslot 4] Subslot 4 Variables were generated o
52 [Subslot 3] Subslot3  No variables are mapped, because there are no variables under the specified submodule. @
28 [Subslot 1] Subslot 1 Variables were generated o
28 [Subslot 2] Subslot 2 Variables were generated o
= [Slot 0] Slot 0
28 [Subslot 32770] Subslot 32770 No matching submodule found
28 [Subslot 32768] Subslot 32769 No matching submodule found.
28 [Subslot 32768] Subslot 32768 No matching submodule found
28 [Subslot 1] Subslot 1 No matching submodule found
&a [Device 00:02:a2:3d:73:63] niotetpiS1v2
= [Slot2] Slot 2
2E [Subslot 1] Subslot 1 Variables were generated. o
= [Slot 1] Slot1
25 [Subslot 1] Subslot 1 Variables were generated. ()
= [Slot 0] Slot0
28 [Subslot 32770] Subslot 32770 No matching submodule found.
28 [Subslot 32769] Subslot 32769 No matching submodule found
28 [Subslot 32768] Subslot 32768 No matching submodule found
25 [Subslot 1] Subslot 1 No matching submodule found.

& [Device 3¢:b9:a8:00:97:25] xd0980-e51-109-1214f1d
= [Slot 1] Slot1
=2 [Subslot 1] Subslot 1 variables were generated.

|
Figure 45: Mapping finished

> Scroll down to the bottom of the wizard, then click OK button to close
the wizard.

2 The Devices in the PROFINET Configuration now contain the mapped
information/parameters from the AutomationML file.

4. Select Variables for publishing.

» Inthe PROFINET Configuration tree, select the variable that you want
to publish.

» In the Editor screen of the selected variable, select the Publish data
option and set the publication parameters, like Topic, MQTT Quality of
Service, sampling rate etc.
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Note:

If you do not enter a Topic here, the PROFINET Tap will use the
following default string:
netFIELD/<gateway prefix or user-prefix>/
<container id>/<controller name>/<device name>/
<slot name>/<subslot name>/<direction>/<variable
name>/<node id>
Note also that you are free to define the topic hierarchy and name
according to your individual needs. You are only restricted not to
use the # and + characters and not to use s as the very first
character in the string.

NETFIELD APP PROFINET TAP { Application container

netFIELD App PROFINET Tap
netFIELD App PROFINET Tap

[ MQTT Client Settings B Save =+ Add Variable = Remove Variable = Clone Variable
B8 License Server Settings 0
* 4aa PROFINET Configuration &
£ OT Interface Settings it offsct @
& 28:63:36:d5:e8:cb - PLC_S7-1200 [CPU 1212C DC/DC/Rly] 0

> &a icel-8iol-g60l-vid - ICE1-8I0L-G60L-V1D [ICE1-8I0L-G60L-V1D]
> &a io-devicexb15b32 - I0-Device_1 [IM 155-6 PN ST]

> &a iolm4 8
> &a machl04-20b-f - MACH104-20TX-F [with I/O data]

> &a mvk-mpnio - MVK-MPNIO [55532 MVK DIO12 DIO4/I0L4 IRT]

Bitlength @ °

Byte order @ *

Mot swapped -
> fa niotetib100v1 - niotetibl00v1 [NIOT-E-TIB100-GB-RE V1.x]
> &a niotetpi51vl - niotetpi51vl [NIOT-E-TPIS1-EN-RE V1.x]
> & niotetpi51v2 - niotetpi51v2 [NIOT-E-TPI51-EN-RE V1.x] Standardization
> a rfhexx - RFHExx [RFHBEX NoHandshake (NH)]
> &a rfuexxoosd10ch9 - RFUGxX_1 [RFUGxx NoHandshake (NH)] Standardization type @
> @a scalance-xf204irt Keep original value and do not standardize -
> &a switchxb18774
> a Wago-765-1103 - wago-765-1103 [WAGO 765-1103]

+| Publish data
&a wago-765-4103 - wago-765-4103 [WAGO 765-4103]

> & Slot0
¥ & 4 Port I0-Link Master Class A_1
88 10-Link Master

Topic @

w

> @a PortX01_8DI_via_IO-Link Quality of Service ©
> Ba PortX02_IO-Link 32 I/ 32 O + PQI Q050
22 PortX03_TriangulationSensor ¢ "
v @ inputs Publish interval
© PortX03_TriangulationSensor_Values 4 Miliseconds .
© raw input data
» @ outputs
> Bl PortX04_DO Data sampling
> &a xd0980-esl-109-1214f1d - 0980-ESL-109-121 [0980 ESL 109-121] Take data directly as acquired from data source -
Retained
Figure 46: Publish variable
» You may also want to change the name of the variable into something
that will be more intelligible for the subscribers who will consume the
MQTT message, like “TriangulationvValue03”
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» After having finished setting the publisher parameters, click & Save in

the menu.
NETFIELD AFP FROFINET TAF ¢  Application container
netFIELD App PROFINET Tap
¥ netFIELD App PROFINET Tap
(& MQTT Client Settings save  +A Succeeded to save datal
EB License Server Settings 0
“ 4 PROFINET Configuration & Succeeded to create publisher!
£ OT Interface Settings Bitoffset @
“ & 28:63:36:d5:e8:ch - PLC_S7-1200 [CPU 1212C DC/DC/RIy] 0

> &a icel-8iol-g60l-vid - ICE1-8I0L-G60L-V1D [ICE1-8I0L-G60L-V1D]

> &a io-devicexb15b32 - 10-Device_1 [IM 155-6 PN ST]

> &a iolm4 8
> &a mach104-20tx-f - MACH104-20TX-F [with I/O data]

> &a mvk-mpnio - MVK-MPNIO [55532 MVK DIO12 DIO4/I0L4 IRT]
> &a niotetib100v1 - niotetib100v1 [NIOT-E-TIB100-GB-RE V1.x]

> &a niotetpi51vl - niotetpi51vl [NIOT-E-TPIS1-EN-RE V1.x]

Bit length @ ~

Byte order @ *

Mot swapped -

> &a niotetpi51v2 - niotetpi51v2 [NIOT-E-TPIS1-EN-RE V1.x] Standardization
> &a rfhéxx - RFH6xx [RFHEx¢ NoHandshake (NH)]
> &a rfubooeectb10ch9 - RFUBXxx_1 [RFUGXxx NoHandshake (NH)] Standardization type @

> &a scalance-xf204irt

> &a switchxb18774

> &a wago-765-1103 - wago-765-1103 [WAGO 765-1103]
¥ &a Wago-765-4103 - wago-765-4103 [WAGO 765-4103]

Keep original value and do not standardize -

| Publish data

> 2 Slot 0
- . Topic @
“ & 4 Port 10-Link Master Class A_1 P
» 22 10-Link Master Neffield/000000000000-TSBG03010361/nfa-profinet-tap/28-63:36:d5:e8:cb - PLC_S7-1

w

22 PortX01_8DI_via_IO-Link
B8 PortX02_IO-Link 32 If 32 O + PQI
88 PortX03_TriangulationSensor

Quality of Service @

w

QoS0 -

4

“ © inputs Publish interval
© TriangulationValue03 .
1 Milliseconds -
© raw input data
> @ outputs
> Ea PortX04_DO Data sampling
> &a xd0980-esl-109-1214f1d - 0980-ESL-109-121 [0980 ESL 109-121] Teke data directly as acquired from datz source -
Retained
Figure 47: Publisher created
= PROFINET Tap immediately starts to publish the variable to the MQTT
broker according to your settings.
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5 Good to know...

5.1  Hypervisor-specific switch/bridge configuration settings

VMware

If you are using VMware, make sure that the virtual switch that connects to
the PROFINET VLAN accepts Promiscuous mode and MAC address

change in its security settings:

f Edit standard virtual switch - PROFINET @ vmnic5

=4 Add uplink
Uplink 1 vmnic5 - Up, 1000 mbps

+ Link discovery Click to expand

+ Security
Promiscuous mode @Accept @] Reject
MAC address changes ® Acce pt O Reject
Forged transmits O Accept ® Reject

¥ NIC teaming Click to expand

» Trafiic shaping Click to expand

Save || Cancel

]

Figure 48: Security settings of virtual switch in ESXi

Proxmox (KVM)

Proxmox Linux bridges (vmbr*) act like switches, thus they do not forward
all traffic into the virtual machine. To set a bridge to hub-like behavior, do

the following:

» Edit /etc/network/interfaces.new and add the line
bridge ageing 0 in the relevant vmbr* block:

Create Revert Edit Remove Apply Configuration |
Q Search
Name Type Active Autostart VLAN aware Ports/Slaves
& Summary
enol Network Device Yes No No
[0 Notes
eno2 Network Device Yes No No
5_ Shell . .
vmbr( Linux Bridge Yas Yes No enol
©F System vmbr1 Linux Bridge Yes Yes No eno2
= Network
& Certificates
@ DNS
@ Hosts Pending changes (Either reboot or use 'Apply Configuration’ (needs ifupdown2) to activate)
Time
e -=-- [etc/network/interfaces 2020-85-85 08:15:41.868159169 +0200
= Syslog +++ [etc/network/interfaces.new 2021-10-06 10:15:13,962218721 +0200
8@ -29,4 +29,5 @@
< Updates bridge-ports eno2
. bridge-stp off
U Firewall bridge-fd 0
& Options |+ bridge-ageing @ ]

Figure 49: Edit Linux bridge in Proxmox
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5.2 Replacement of PROFINET Device and Controller

Replacing PROFINET Device

You can replace an IO Device in your PROFINET network without having to
adapt the PROFINET Tap configuration.

The only conditions for this are:

e The new device has the same Name Of Station and the same IP
address.

¢ You allow the PROFINET Tap to listen to a complete PROFINET
startup sequence in which the new device is included.

Replacing PROFINET Controller

In case of Controller replacement, you must adapt its MAC address in the
PROFINET Tap configuration before starting up the PROFINET network
again.

» Select the Controller in the PROFINET Configuration tree and enter the
MAC address of the new Controller, then click & Save.

NETFIELD AFP PROFINET TAFP

netFIELD App PROFINET Tap
4" MQTT Client Settings
B License Server Settings
&% PROFINET Configuration
£ OT Interface Settings
& 10 Controller 1
&a icel-Biol-ge0l-vid
&a jo-devicexb15b32
&a iolm4
&a mach104-20tf
&a mvk-mpnio
&a niotetib100v1
&a niotetpisivl
&a niotetpis1v2
&a rfhexx
&a rfusxooxbl0chb9
&a scalance-xf204irt
&a switchxb18774
&= wWago-765-1103
&a Wago-765-4103

&a xdD980-esl-109-1214f1d

¢ Application container
netFIELD App PROFINET Tap

Save Add Controller Remove Controller Add Device  >¢ Auto-map ~

PROFINET Controller

ra
L)

General
Mame @ *
10 Controller 1

MAC address @ °

» 28:63:36:05°e8:ch

IP address

192.168.2.1

Figure 50: MAC address of Controller

» You then must allow the PROFINET Tap to listen to a complete
PROFINET startup sequence in which the new Controller is included.
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5.3 MQTT message format

Structure of MQTT Topic (default)

This section describes the structure of the MQTT Topic string that will be
used by default if you do not specify your own Topic string when you select
a variable in the PROFINET Configuration tree for publishing (PROFINET
Variable > Publish data option > Topic field).

Syntax:

netFIELD/<gateway prefix or user-prefix>/<container id>/<controller
name>/<device name>/<slot name>/<subslot name>/<direction>/<variable

name>/<node id>

Elements in topic:

Element in topic

Description

<gateway prefix>

If the PROFINET Tap container is used on a netFIELD OS, the
gateway prefix identifies the “source” (= gateway) of the
MQTT message according to global MQTT settings of the
netFIELD OS. (Local Device Manager > General Settings >
Default MQTT Client Settings > Gateway settings > Gateway
prefix). Note: By default, the gateway prefix is automatically
determined to be identical with the Hardware ID of the netFIELD
OS Device respectively of the netFIELD OS Datacenter.

<user-prefix>

If the PROFINET Tap container is used on a host without
netFIELD OS, the proper gateway prefix (see above) cannot
be automatically determined by the container, and is therefore
substituted with the user-prefix default string.

Note: In order to properly identify the “source” of the MQTT
message, you can replace the default user-prefix string with
a meaningful value via the GATEWAY PREFIX environment
variable.

To do so, simply add GATEWAY PREFIX=<my source> under
environment in the Docker Compose file, e.g.:
environment:

- CONTAINER ID=netfield-app-profinet-tap
- GATEWAY PREFIX=Tap machine3

<container id>

Identifier according to CONTAINER ID environment variable.
Note: By default, the Container ID is netfield-app-
profinet-tap, but can be changed by the user. You can
change it in the Docker Compose file or — if you are a netFIELD
Cloud user — in the netFIELD Portal.

<controller name>

Name of the 10 Controller (may be represented by default by its
MAC address)

<device name>

Name of the 10 Device

<slot name>

Name of the PROFINET Module

<subslot name>

Name of the PROFINET Submodule

<direction>

Specifies “inputs” or “outputs”

<variable name>

Name of the variable

<node id>

Unique number assigned to the variable when it was created in
the configuration tree. Stays the same until deletion of the
element (will not be changed by changing the name of the
variable in the configuration GUI, or of any other element which
is contained in the topic)

Table 11: Descriptions of elements in topic
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Example:

netfield/Tap machine3/netfield-app-profinet-tap/28:63:36:d5:e8:cb/
wago-765-1104/Slot 1/Subslot 1/outputs/raw output data/251

Structure of message content

{

"schemaVersion": 1,
"nodeId": "251",

"messageType":

"dataType":
"data": [
{

"processdata",

"octetString",

"timestamp": "2020-05-28T13:28:55.514890874",

"state":
"value":

"valid",
"0000"™

"timestamp": "2020-05-28T13:28:55.522859992",

"state":
"value":

"valid",
l'OlOO"

"timestamp": "2020-05-28T13:28:55.530893872",

"state":
"value":

"valid",
"00AB"

"timestamp": "2020-05-28T13:28:55.538880191",

"state":
"value":

"valid",
"FFOO"

"timestamp": "2020-05-28T13:28:55.546894711",

"state": "valid",
"value": "0123"
}
]
}
Element Note
schemaVersion Identifies the version of the JSON structure of the message (as
depicted in the example above). The current structure version is “1”.
If the structure changes in future, the schemaversion will be
incremented.
nodeld Is the same node ID as in the topic.
messageType Is always “processdata”.
dataType Is the data type of the variable as specified in the configuration GUI
(“octetString”in this example).
data Is the array of one or multiple process data samples contained in this

message. The amount may vary according to the sample and publish
intervals.
Each data element consists of:

timestamp |Pointin time (in nanosecond resolution and in ISO
8601 format) when the data sample was acquired from
the network.

state Shows if the data value is ensured to be valid, or may
be invalid due to invalid provider state of the
PROFINET data item.

value Actual data value according to data type, either as
number, bool or string.

Table 12: Notes on message content
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5.4 Restrictions concerning AutomationML export from TIA Portal
and mapping in PROFINET Tap

This section lists the known restrictions concerning the export of project
engineering data in AutomationML format from the TIA Portal, and its
subsequent import and mapping in the PROFINET Tap.

The PROFINET Tap supports only AutomationML files exported from
the TIA Portal. Support of AutomationML files exported from EPLAN
has not been tested or verified.

You must be logged in as member of the “Siemens TIA Openness”
group in order to be allowed to use the Export CAx data... function (=
export in AutomationML format) in the TIA Portal.

The TIA Portal does not support the Export CAx data... function for the
following devices/items (therefore auto-mapping of variables for these
devicesl/items by the PROFINET Tap is not possible):

— Port-Port connections

— Connections to and between extension racks

—  Multi-CPUs

— H-devices

— HMI devices except push button panels and key panels
— Drives

— Output mode and range of analog channels

— Packed addresses

The TIA Portal does not export the structure of complex data types like
the PLC data type “256ByteModuleStructured”. Therefore mapping
of complex data types is currently not supported.

The PROFINET Tap does not support the mapping of variables which
exceed the defined address range of a submodule.
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5.5 Mapping of TIA Portal data types to PROFINET Tap-
supported data types

The following table shows the mapping of data types from the TIA Portal to
data types supported by the PROFINET Tap.

) Note:
. For channels where no explicit data type is specified, PROFINET
Tap will automatically select an unsigned integer data type of

matching size. For example, a channel of size 8 bit will be selected
as unsigneds8, a channel of 32 bit size as unsigned32, and so

on.

Category TIA Portal data PROFINET Tap data types
types

Binary BOOL boolean

Bit sequences BYTE unsigned8
WORD unsigned16
DWORD unsigned32
LWORD unsigned64

Integers SINT integer8
INT integer16
DINT integer32
USINT unsigned8
UINT unsigned16
UDINT unsigned32
LINT integer64
ULINT unsigned64

Floating point REAL real32

numbers LREAL real64

Times S5TIME octetString
TIME octetString
LTIME octetString

Date and time DATE octetString
TOD octetString
(TIME_OF_DAY)
LTOD octetString
(LTIME_OF_DAY)
DT not supported
(DATE_AND_TIME)
LDT octetString
DTL not supported

Strings CHAR visibleString
WCHAR octetString
STRING not supported
WSTRING not supported
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Category TIA Portal data PROFINET Tap data types
types
Hardware data types |REMOTE not supported

HW_ANY unsigned16
HW_DEVICE unsigned16
HW_DPMASTER unsigned16
HW_DPSLAVE unsigned16
HW_IO unsigned16
HW_IOSYSTEM unsigned16
HW_SUBMODULE unsigned16
HW_MODULE unsigned16
HW_INTERFACE unsigned16
HW_IEPORT unsigned16
HW_HSC unsigned16
HW_PWM unsigned16
HW_PTO unsigned16
EVENT_ANY unsigned32
EVENT_ATT unsigned32
EVENT_HWINT unsigned32
OB_ANY integer16
OB_DELAY integer16
OB_TOD integer16
OB_CYCLIC integer16
OB_ATT integer16
OB_PCYCLE integer16
OB_HWINT integer16
OB_DIAG integer16
OB_TIMEERROR integer16
OB_STARTUP integer16
PORT unsigned16
RTM unsigned16
PIP unsigned16
CONN_ANY unsigned16
CONN_PRG unsigned16
CONN_OUC unsigned16
CONN_R ID unsigned32
DB_ANY unsigned16
DB_WwWW unsigned16
DB_DYN unsigned16

Table 13: Mapping of data types from TIA Portal

netFIELD App PROFINET Tap | Operating instruction manual
DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public

© Hilscher 2023



Good to know... 71/86

5.6 TLS encryption and netFIELD OS

Please note the following if you intend to use SSL/TLS encryption:

The certificates and key files that the MQTT client embedded in the
PROFINET Tap container needs for establishing a secure SSL/TLS
connection to the MQTT broker are not managed by the PROFINET Tap
container itself. Instead, they are to be stored on the Edge Device/
Datacenter and mapped into the container from the operating system.
For this mapping, the following standard directories are mapped into the
container when you use the netFIELD OS and the Docker Compose files
from Hilscher (respectively when you deploy the container via netFIELD
Portal using the default Container Create Options):

/etc/ssl/

/usr/share/ca-certificates/

) Note:

. If you require different directories for your use case, you may
change the mapping of these “bind mounts” in the Docker Compose
file respectively in the netFIELD Portal before deploying the
container.

Note also that the Docker Compose file for the Linux Datacenter
use case (without netFIELD OS) does not specify any directories
regarding TLS for MQTT by default.

As a user, you can store your required keys and certificates in these
directories. By selecting the SSL / TLS option on the MQTT Client
Settings page, you can allow the MQTT client embedded in the
PROFINET Tap container to use these files for establishing its secure SSL/
TLS connection.

Note that these keys and certificates must be stored in PEM format (a
specific file format for storing this kind of data) and that you have to specify
the full path to the appropriate PEM file in the corresponding fields of the
MQTT Client Settings page. For example:

File name and path to private key in PEM format:
/etc/ssl/private/client-key.pem

File name and path to certificate chains in PEM format:
/etc/ssl/services/client-cert.pem

Override the trusted CA certificates in PEM format:
letc/ssl/services/ca-cert.pem

Note also that if you intend to use more than one “secure” MQTT broker (as
listed in the Server URIs field), and thus require several different
certificates, you have to store them in one single PEM file. This is because
it is not possible to specify a list of multiple paths to separate PEM files for
individual brokers.
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5.7 Container configuration data storage

The configuration data of the container is stored in the netfield-app-
profinet-tap-data Docker volume.

Your whole application configuration data - such as your PROFINET
configuration, activated publishers etc. - is stored here independently of the
run state or the version of your netFIELD App PROFINET Tap container.
When you stop and restart the container, the configuration will be loaded
from this volume again.

Note that the configuration data in this volume will be automatically
migrated to the latest version when you deploy a newer version of the
netFIELD App PROFINET Tap.

Note also that only upgrading towards higher versions is possible. If you try
to start a lower container version with a newer configuration volume, the
configuration will not be loaded, but will be cleared instead.
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5.8 Installing CodeMeter and activating license

For users who are new to the CodeMeter licensing technology, this section
describes how to setup a CodeMeter server in your local network and
activate your PROFINET Tap license key, using the CodeMeter User
Runtime for Windows as an example.

1. Download license server from Wibu-Systems.

» Go to the CodeMeter User Software page
https://www.wibu.com/us/support/user/downloads-user-software.html

> Under CodeMeter User Download, download the CodeMeter User
Runtime according to the operating system of the server/machine/PC
on which you want to install your license server, e.g. CodeMeter User
Runtime for Windows:

(¢} O 8 &2 hitps//wwwwibu. s user/downloads-user-sof html w N @ =

- SOLUTIONS ¥  PRODUCTS v INDUSTRIES ¥ SERVICES ¥  SUPPORT & DOWNLOADS v RESOURCES ¥ PARTNERS ¥ COMPANY v
SYSTEMS

CodeMeter User Download

Cod User ime for Wind

Version 7.51 | 2022-09-02 | multilanguage v download & (2541

CodeMeter User Runtime for OS X, macOS 2
Version 7.51] 2022-09-02 | multilanguage v download & (63 10 s, ‘—
Current selection: mcOS > 1 Mac
As of version 7.10, CodeMeter Runtime no longer contains a Kernel Extension (kext). If you

use a CmDongle, it is recommended to check the communication mode prior to upgrading.
If your CmDongle is already configured as HID, nothing has to be changed. Otherwise
please contact support to learn how to reconfigure your CmDongle before upgrading.

To check please:

CodeMeter User Runtime for Linux

Version 7.51 | 2022-09-02 | multilanguage v download & (30.36 M#) a

Current selection: Linux 64-bit DEB Package A

Public GPG Key

Version RSA 4096 | SHA 256 | HASH: 4B450233D72CB427D0E779395FCB7ABA0CC62A25 | multilanguage v

download & (1.62 k)

@ Current selection: GPG Public Key

Figure 51: CodeMeter runtime download

2. Install the CodeMeter runtime on your server/machine/PC.

> Install the license server via the downloaded CodeMeterRuntime.exe
installer.

» In the Custom Setup dialog of the setup wizard, make sure that the
Network Server option is enabled:

ﬂ CodeMeter Runtime Kit v7.51 Setup - X

‘Custom Setup

Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

- 53] CodeMeter Runtime Kit CodeMeter licenses can be used from other
"""" « computers. Port 22350 is used for TCP
=~ | WibuShellExtension communication and entered into the
......... =3 +| User Help Windows firewall.

--------- =3 ~| Automatic server search
X _~| Remote access to WebA« This feature requires 1KB on your hard

drive.
< >
Browse...
Reset Disk Usage Back Next Cancel
Figure 52: Enable network server option
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2 After installation, you will find the CodeMeter Control Center in the
Windows taskbar:

Mo CmContainer connected

&

; 12:58 PM
i) ENG
d 11/21/2022 ES
Figure 53: Installed CodeMeter server in taskbar

3. Obtain license PROFINET Tap license.

» Contact your local Hilscher sales representative (www.hilscher.com/
company/offices) to obtain a license key.

> After purchasing the license, you will receive a download link for the
license key.

4. Activate license key.

» Open the link using a web browser on the server/machine/PC where the
previously installed license server is running.

2 The link leads you to a Wibu-Systems Available Licenses web page:

English
SYSTEMS

‘ Home My Licenses Auto Update

Available Licenses

To activate your licenses:
1. Select the licenses you want to activate.

2. Select the locally connected CmContainer to which you want to transfer the licenses.
3. Click "Activate Selected Licenses Now".

v Name Activated On CmContainer Status

netFIELD App PROFINET Tap - Available

Select CmContainer
Get CmContainer automatically v

Activate Selected Licenses Now File-based license transfer

Kl My Licenses

© WIBU-SYSTEMS AG

Legal Notice | CodeMeter License Central WebDepot v19.07.210.500.ws

Figure 54: Activate license web page
» Make sure that the netFIELD App PROFINET Tap is selected (check-
marked), then click Activate Selected Licenses Now button.

» The License key is now automatically downloaded, imported and
activated in your local CodeMeter license server.
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5. Check activation of license (optional).

» To check your license, open the CodeMeter Control Center in the
Windows taskbar:

&
1 CmContainer connected

=

3:23 PM
o) ENG
= @) 11/21/2022 E‘

Figure 55: Open CodeMeter Control Center

» In the CodeMeter Control Center, you can also open the WebAdmin
web interface for more details.

(& CodeMeter Control Center - O X
File Process View Help

License Events

I Hilscher License Contain

130-708024165

Name: Hilscher License Container
Serial: 130-708024165

Version: CmActlicense 3.00

Status: @ License activated

License Update | |[Remove Licenss

CodeMeter service is running. » Webadmin

Figure 56: CodeMeter Control Center
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» In the WebAdmin web interface, open Container tab > Hilscher
License Container > Licenses to display information on the license:

CodeMeter WebAdmin C

SYSTEMS
Dashboard [REICTHEIEN License Monitoring v Diagnosis v Configuration v Info
B Al Container Hilscher License Container (130-191233235) ® © = Engish(us) v
C Hilscher License Container 130-191233235 CmActLicense/UFC 3.00 .
= A Licenses CmContainer Info User Data

A 6001284  Hilscher Gesellschaft fuer Systemautomation mbH

Unit Counter Valid Until License Quantity Feature Map

Product Code Name
n/a n/a 1 n/a

1917057 netFIELD App PROFINET Tap - One-time payment license fee

% i WebAdmin Version: 7.51

Current Server: localhost (127.0.0.1)

Figure 57: PROFINET Tap in WebAdmin

» Click on the Product Code to open the Product Item Details page,
where you can find further details, like e.g. the Maintenance Period.

C Hilscher License Container 130-191233235 CmActLicense/UFC 3.00 [ ]

— A Licenses CmContainer Info User Data

A 6001284 Hilscher Gesellschaft fuer Systemautomation mbH

Unit Counter Valid Until License Quantity Feature Map

Product Code Name
n/a n/a 1 nfa

ﬂ 1917057 netFIELD App PROFINET Tap - One-time payment license fee

Figure 58: Click on Product Code

 The Maintenance Period on the Product Item Details page tells you
for how long you can receive free updates for the app:

Product Item Details o
Preduct Item 6000010:1917057 of CmContainer "Hilscher License Container" (130-191233235)
Product Item Options Size (Bytes) Dependencies Value
Text 56 netFIELD App PROFINET Tap - One-time payment license fee

License Quantity 4 data, serial, counter 1

Start: 2000-01-01 01:00:00

Maintenance Period 8  data, serial, counter End: 2023-10-17 13:25:43

. 0Ox6c 0x63 0x64 0x63 0x00 0x01 0x51 0x0b 0x00 0x00 0x00 0x00 0
Extended Protected Data #136 16  data, serial, counter %00 0x00 0x01 0x00

Figure 59: Product Item Details
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6. Configure the CodeMeter license server endpoint in the PROFINET Tap.

» To configure the CodeMeter license server endpoint in the PROFINET
Tap, open the License Server Settings page of the PROFINET Tap’s
configuration web GUI:

NETFIELD APP PROFINET TAP
Application container

“ netFIELD App PROFINET Tap netFIELD App PROFINET Tap
[ MQTT Client Settings
B5 License Server Settings
> &k PROFINET Configuration & @ License Server Endpoints @ +

No license server endpoints specified

Figure 60: License Server Settings initial screen

» On the License Server Settings page, enter the host name or the IP
address of the server/machine/PC where the license server is running.

9 Note:

. Note that the required host name and IP address are displayed on
the Dashboard tab of the CodeMeter WebAdmin web interface for
reference:

CodeMeter WebAdmin

SYSTEMS

Dashboard Container ~ License Monitoring ~  Diagnosis ¥  Configuration v  Info

ﬁ Dashboard
Current Server: h
IP address: h
Operating System:  Windows 10
Server Startup: 2022-11-14 11:43:02
Server Version: Version 7.51 of 25. August 2022 (Build 5429)
Runtime Version: 7.51

» After clicking the B Save button on the License Server Settings page,
the PROFINET Tap immediately tries to connect to the server and
retrieve its license.
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Check the license state on the Stat

us page.

» To check the state, first select the netFIELD App PROFINET Tap root
element in the navigation tree, then open the Status tab:

NETFIELD APP PROFINET TAP

netFIELD App PROFINET Tap h
' MQTT Client Settings
B3 License Server Settings
&% PROFINET Configuration

~
157

(]

Application container
netFIELD App PROFINET Tap

Reset Statistic

~ Container status @

= License status: License is valid

~ MQTT status @

~ OT network status @

About

Status

Ll

Configuration Backup Publisher Management

Current workload: 2.0 %
Number of overload conditions: 0
Capturing from the OT network is active

Configuration: No remanent configuration found, using default values

Connected to broker: tcp:/mosquitto: 1883
Tried to re-connect 0 times after connection loss
Number of sent messages: 0

Number of dropped messages: 0

Current network load: 0.00 %

Receive buffer fill level: 0 %

Number of captured frames at port 0: 0

Number of captured frames at port 1: 0

Number of captured frames with wrong frame checksum at port 0: 0

Number of captured frames with wrong frame checksum at port 1: 0

Figure 61: Check license status
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6 Legal notes

Terms and conditions

Please read the terms and conditions under
https://www.netfield.io/termsOfUse.

Copyright
© Hilscher Gesellschaft fir Systemautomation mbH
All rights reserved.

The images, photographs and texts in the accompanying materials (in the
form of a user's manual, operator's manual, Statement of Work document
and all other document types, support texts, documentation, etc.) are
protected by German and international copyright and by international trade
and protective provisions. Without the prior written consent, you do not
have permission to duplicate them either in full or in part using technical or
mechanical methods (print, photocopy or any other method), to edit them
using electronic systems or to transfer them. You are not permitted to make
changes to copyright notices, markings, trademarks or ownership
declarations. lllustrations are provided without taking the patent situation
into account. Any company names and product designations provided in
this document may be brands or trademarks by the corresponding owner
and may be protected under trademark, brand or patent law. Any form of
further use shall require the express consent from the relevant owner of the
rights.

Important notes

Utmost care wasl/is given in the preparation of the documentation at hand
consisting of a user's manual, operating manual and any other document
type and accompanying texts. However, errors cannot be ruled out.
Therefore, we cannot assume any guarantee or legal responsibility for
erroneous information or liability of any kind. You are hereby made aware
that descriptions found in the user's manual, the accompanying texts and
the documentation neither represent a guarantee nor any indication on
proper use as stipulated in the agreement or a promised attribute. It cannot
be ruled out that the user's manual, the accompanying texts and the
documentation do not completely match the described attributes, standards
or any other data for the delivered product. A warranty or guarantee with
respect to the correctness or accuracy of the information is not assumed.

We reserve the right to modify our products and the specifications for such
as well as the corresponding documentation in the form of a user's manual,
operating manual and/or any other document types and accompanying
texts at any time and without notice without being required to notify of said
modification. Changes shall be taken into account in future manuals and do
not represent an obligation of any kind, in particular there shall be no right
to have delivered documents revised. The manual delivered with the
product shall apply.

Under no circumstances shall Hilscher Gesellschaft fiir Systemautomation
mbH be liable for direct, indirect, ancillary or subsequent damage, or for
any loss of income, which may arise after use of the information contained
herein.
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Liability disclaimer

The hardware and/or software was created and tested by Hilscher
Gesellschaft fur Systemautomation mbH with utmost care and is made
available as is. No warranty can be assumed for the performance or
flawlessness of the hardware and/or software under all application
conditions and scenarios and the work results achieved by the user when
using the hardware and/or software. Liability for any damage that may have
occurred as a result of using the hardware and/or software or the
corresponding documents shall be limited to an event involving willful intent
or a grossly negligent violation of a fundamental contractual obligation.
However, the right to assert damages due to a violation of a fundamental
contractual obligation shall be limited to contract-typical foreseeable
damage.

It is hereby expressly agreed upon in particular that any use or utilization of
the hardware and/or software in connection with

e Flight control systems in aviation and aerospace;

e Nuclear fission processes in nuclear power plants;

¢ Medical devices used for life support and

e Vehicle control systems used in passenger transport

shall be excluded. Use of the hardware and/or software in any of the
following areas is strictly prohibited:

e For military purposes or in weaponry;

e For designing, engineering, maintaining or operating nuclear systems;

¢ Inflight safety systems, aviation and flight telecommunications systems;
¢ In life-support systems;

¢ |In systems in which any malfunction in the hardware and/or software
may result in physical injuries or fatalities.

You are hereby made aware that the hardware and/or software was not
created for use in hazardous environments, which require fail-safe control
mechanisms. Use of the hardware and/or software in this kind of
environment shall be at your own risk; any liability for damage or loss due
to impermissible use shall be excluded.
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Warranty

Hilscher Gesellschaft fir Systemautomation mbH hereby guarantees that
the software shall run without errors in accordance with the requirements
listed in the specifications and that there were no defects on the date of
acceptance. The warranty period shall be 12 months commencing as of the
date of acceptance or purchase (with express declaration or implied, by
customer's conclusive behavior, e.g. putting into operation permanently).

The warranty obligation for equipment (hardware) we produce is 36
months, calculated as of the date of delivery ex works. The aforementioned
provisions shall not apply if longer warranty periods are mandatory by law
pursuant to Section 438 (1.2) BGB, Section 479 (1) BGB and Section 634a
(1) BGB [Blrgerliches Gesetzbuch; German Civil Code] If, despite of all
due care taken, the delivered product should have a defect, which already
existed at the time of the transfer of risk, it shall be at our discretion to
either repair the product or to deliver a replacement product, subject to
timely notification of defect.

The warranty obligation shall not apply if the notification of defect is not
asserted promptly, if the purchaser or third party has tampered with the
products, if the defect is the result of natural wear, was caused by
unfavorable operating conditions or is due to violations against our
operating regulations or against rules of good electrical engineering
practice, or if our request to return the defective object is not promptly
complied with.

Costs of support, maintenance, customization and product care

Please be advised that any subsequent improvement shall only be free of
charge if a defect is found. Any form of technical support, maintenance and
customization is not a warranty service, but instead shall be charged extra.

Additional guarantees

Although the hardware and software was developed and tested in-depth
with greatest care, Hilscher Gesellschaft fir Systemautomation mbH shall
not assume any guarantee for the suitability thereof for any purpose that
was not confirmed in writing. No guarantee can be granted whereby the
hardware and software satisfies your requirements, or the use of the
hardware and/or software is uninterruptable or the hardware and/or
software is fault-free.

It cannot be guaranteed that patents and/or ownership privileges have not
been infringed upon or violated or that the products are free from third-party
influence. No additional guarantees or promises shall be made as to
whether the product is market current, free from deficiency in title, or can be
integrated or is usable for specific purposes, unless such guarantees or
promises are required under existing law and cannot be restricted.
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Confidentiality

The customer hereby expressly acknowledges that this document contains
trade secrets, information protected by copyright and other patent and
ownership privileges as well as any related rights of Hilscher Gesellschaft
fur Systemautomation mbH. The customer agrees to treat as confidential all
of the information made available to customer by Hilscher Gesellschaft fur
Systemautomation mbH and rights, which were disclosed by Hilscher
Gesellschaft fur Systemautomation mbH and that were made accessible as
well as the terms and conditions of this agreement itself.

The parties hereby agree to one another that the information that each
party receives from the other party respectively is and shall remain the
intellectual property of said other party, unless provided for otherwise in a
contractual agreement.

The customer must not allow any third party to become knowledgeable of
this expertise and shall only provide knowledge thereof to authorized users
as appropriate and necessary. Companies associated with the customer
shall not be deemed third parties. The customer must obligate authorized
users to confidentiality. The customer should only use the confidential
information in connection with the performances specified in this
agreement.

The customer must not use this confidential information to his own
advantage or for his own purposes or rather to the advantage or for the
purpose of a third party, nor must it be used for commercial purposes and
this confidential information must only be used to the extent provided for in
this agreement or otherwise to the extent as expressly authorized by the
disclosing party in written form. The customer has the right, subject to the
obligation to confidentiality, to disclose the terms and conditions of this
agreement directly to his legal and financial consultants as would be
required for the customer's normal business operation.

Export provisions

The delivered product (including technical data) is subject to the legal
export and/or import laws as well as any associated regulations of various
countries, especially such laws applicable in Germany and in the United
States. The products / hardware / software must not be exported into such
countries for which export is prohibited under US American export control
laws and its supplementary provisions. You hereby agree to strictly follow
the regulations and to yourself be responsible for observing them. You are
hereby made aware that you may be required to obtain governmental
approval to export, reexport or import the product.

netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023
DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public



List of Figures 83/86
List of Figures
Figure 1: netX-based interface with netMIRROR ..., 9
Figure 2: Connecting netMIRROR ports to netX ports: Bto0and Ato 1.......cccveeveeerennnns 10
Figure 3: Connecting netMIRROR ports to netX ports: Bto 1 and Ato 0........ceeevveeeiiinnnns 10
Figure 4: netX-based interface with netMIRROR and LAN connection..............cccoeeeeeenn. 11
Figure 5: netX without NEtMIRROR ... 12
Figure 6: netX and LAN without netMIRROR ..., 13
Figure 7: Direct connection of standard Ethernet port to PROFINET Managed Switch ...... 14
Figure 8: ConNection Via VLAN ...ttt e e e e e e 15
Figure 9: Connection via standard port and VLAN with LAN ..o 16
Figure 10: Configuration web GUI of PROFINET Tap....cccuuueeiiiiiiiiiiiiieeee e 18
Figure 11: S = 1L L3 oF=To [T PP PPTRPPPRPPR 19
Figure 12: ADOUL TAD ... 20
Figure 13: Configuration Backup ........coooeiiiiiii 21
Figure 14: Restore configuration ... 22
Figure 15: Publisher Management..........oooiiiiiiiiice e 23
Figure 16: Parameters of PROFINET variable ........ccccooiiiiiiiiii e 24
Figure 17: MQTT Client SEHINGS ......eeeeiiiiiieie e 26
Figure 18: License Server SettiNgs .....cooooiiiiiiiii i 29
Figure 19: License Server Settings Saved ...........cooiiiiiiiiie e 30
Figure 20: Check license status.........coooioiiiiiiii 30
Figure 21: OT Interface Settings ONPremise deviCe ...........ccooiiiiiiiiiiiiiiii e 31
Figure 22: OT Interface Settings page standard Ethernet...........ccooociiiiiiiis 33
Figure 23: PROFINET Configuration tre€........ccccoiiiiiiiciec e 34
Figure 24: Parameters of selected PROFINET element in Editor window ............................ 35
Figure 25: =Y o U o = | 35
Figure 26: GSDML MaNAGEMENT.......uuiiiiiiiiiiiiiiii et e e e e e e e e e anes 42
Figure 27: Upload GSDML file di@log .....cceeiiiiiiiiiiiee et 43
Figure 28: Multiple selection in File upload dialog ........cccoooiiii e 43
Figure 29: Upload GSDML file di@log .....ccooiiiiiiiiiiiee e 44
Figure 30: AutomationML Management .........coooeiiiiiiiii e 45
Figure 31: Export AutomationML file from Tia Portal.............ccccooiiiiis 46
Figure 32: Upload AutomationML file dialog........ccccoiiiiiiiiiii e 47
Figure 33: Multiple selection in File upload dialog ...............ooviiiiiiiiiiiiieeecee s 47
Figure 34: Upload AutomationML file dialog..........cccooiiiiiiiiiiiie e 48
Figure 35: PROFINET configuration recognized during start-up .............ccccccuvvvvivvvvvnnininnnnnn. 50
Figure 36: Change name Of CONrOIIEN ........oooiiiiiiiee e 51
Figure 37: New Controller NAME ........ccooiiii e 52
Figure 38: AUtO-MAPPING 1N PrOGIESS ..ottt e e e e e e e e 53
Figure 39: 7= =Te Ao L= T a1 i) o IR 54
Figure 40: 1] 1= 55
netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023

DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public



List of Figures 84/86
Figure 41: PUDIiSh VariabIe .........ccoooiiiie e 56
Figure 42: PUDIISNEr Created............vuiiiiiiiiiee e 57
Figure 43: PROFINET configuration recognized during start-up ...........cccccccvvvvivivvvinnnininnnnnn. 59
Figure 44: AUtO-MAPPING 1N PrOGIESS ...ttt e e e e e 60
Figure 45: Mapping fINISNE ... 61
Figure 46: PUDIiSh Variable ... 62
Figure 47: PUDIISNEr Created............uiiiiiiiiieeee e 63
Figure 48: Security settings of virtual switch in ESXi.........ccoooiiiii 64
Figure 49: Edit Linux bridge in ProXmoX............eeeiiiiiiiiiieeee e 64
Figure 50: MAC address of CONTrOllEr ........ccooeiiiieee e 65
Figure 51: CodeMeter runtime download ..............oooiiiiiiiiiiiiiiie e 73
Figure 52: Enable network server option ... 73
Figure 53: Installed CodeMeter server in taskbar............ccccoooiiiiiiiiiiii e, 74
Figure 54: Activate liCeNSe WED PAGE ......ooueiiiiiiiie e 74
Figure 55: Open CodeMeter Control CeNLEN........coeeiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeee e 75
Figure 56: CodeMeter Control CENLEN ........ooi i 75
Figure 57: PROFINET Tap in WebAdMIN ......ccoiii e 76
Figure 58: Click 0N ProduCt COOE........uuiiiiiiiiiiiiee et 76
Figure 59: Product Item DetailS ..........oooiiiiiiie e 76
Figure 60: License Server Settings initial SCreeN..........cccccoeiiiiiiiiiiiii s 77
Figure 61: Check lICENSE StAUS........euiiiiiiiie e 78
netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023

DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public



List of Tables 85/86
List of Tables
Table 1: LiSt Of FEVISIONS ... e e e e e 4
Table 2: Y o101 B =1 o PP 20
Table 3: Elements of Publisher Management tab............ccccoiiiiiiiiiie 23
Table 4: Elements Variable’s details WindOW.......... ... 24
Table 5: MQTT Client SEHINGS ....oeeiiiiiie e 27
Table 6: Parameters netX-based OT Interface settings .........cccccvvvvvviviiiiiiiiiiiiiiiiiiviivivinians 32
Table 7: Parameters OT Interface settings standard Ethernet ...............ccco 33
Table 8: Elements PROFINET Configuration ..............eoeiiiiiiiiieeeeeeee e 41
Table 9: GSDML Management tab .........ccuiiiiiiiie e 42
Table 10:  AutomationML Management tab............ooooiiiiiiiiiiii e 46
Table 11: Descriptions of elements iN tOPIC .........uuuuuiiiuiiiiiiiiii s 66
Table 12: Notes 0N MeSSage CONENT.........uuiiiiiiii e 67
Table 13: Mapping of data types from TIA Portal ...............uuuiiuiiiiiiiiiiiiiiiiiiiiiiveiviievveevvvenaanns 69
netFIELD App PROFINET Tap | Operating instruction manual © Hilscher 2023

DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public



Contacts

86/86

Contacts

HEADQUARTER
Germany

Hilscher Gesellschaft fiir
Systemautomation mbH
Rheinstralte 15

65795 Hattersheim

Phone: +49 (0) 6190 9907-0
Fax: +49 (0) 6190 9907-50

E-mail: info@hilscher.com

Support

Phone: +49 (0) 6190 9907-990
E-mail: hotline@hilscher.com

SUBSIDIARIES
China

Hilscher Systemautomation (Shanghai) Co. Ltd.
200010 Shanghai
Phone: +86 (0) 21-6355-5161

E-mail: info@hilscher.cn
Support

Phone: +86 (0) 21-6355-5161
E-mail: cn.support@hilscher.com

France

Hilscher France S.a.r.l.
69800 Saint Priest

Phone: +33 (0) 4 72 37 98 40
E-mail: info@hilscher.fr

Support

Phone: +33 (0) 4 72 37 98 40
E-mail: fr.support@hilscher.com

India

Hilscher India Pvt. Ltd.
Pune, Delhi, Mumbai, Bangalore
Phone: +91 8888 750 777

E-mail: info@hilscher.in
Support

Phone: +91 8108884011
E-mail: info@hilscher.in

Italy

Hilscher Italia S.r.l.
20090 Vimodrone (Ml)
Phone: +39 02 25007068

E-mail: info@hilscher.it
Support

Phone: +39 02 25007068
E-mail: it.support@hilscher.com

Japan

Hilscher Japan KK
Tokyo, 160-0022
Phone: +81 (0) 3-5362-0521

E-mail: info@hilscher.jp
Support

Phone: +81 (0) 3-5362-0521
E-mail: jp.support@hilscher.com

Republic of Korea

Hilscher Korea Inc.
13494, Seongnam, Gyeonggi
Phone: +82 (0) 31-739-8361

E-mail: info@hilscher.kr
Support

Phone: +82 (0) 31-739-8363
E-mail: kr.support@hilscher.com

Austria

Hilscher Austria GmbH
4020 Linz
Phone: +43 732 931 675-0

E-mail: sales.at@hilscher.com

Support

Phone: +43 732 931 675-0
E-mail: at.support@hilscher.com

Switzerland

Hilscher Swiss GmbH

4500 Solothurn

Phone: +41 (0) 32 623 6633
E-mail: info@hilscher.ch

Support

Phone: +41 (0) 32 623 6633
E-mail: support.swiss@hilscher.com

USA

Hilscher North America, Inc.
Lisle, IL 60532
Phone: +1 630-505-5301

E-mail: info@hilscher.us
Support

Phone: +1 630-505-5301
E-mail: us.support@hilscher.com

netFIELD App PROFINET Tap | Operating instruction manual
DOC2005020I06EN | Revision 6 | English | 2023-02 | Released | Public

© Hilscher 2023


mailto:info@hilscher.com
mailto:hotline@hilscher.com
mailto:info@hilscher.cn
mailto:cn.support@hilscher.com
mailto:info@hilscher.fr
mailto:fr.support@hilscher.com
mailto:info@hilscher.in
mailto:info@hilscher.in
mailto:info@hilscher.it
mailto:it.support@hilscher.com
mailto:info@hilscher.jp
mailto:jp.support@hilscher.com
mailto:info@hilscher.kr
mailto:kr.support@hilscher.com
mailto:sales.at@hilscher.com
mailto:at.support@hilscher.com
mailto:info@hilscher.ch
mailto:support.swiss@hilscher.com
mailto:info@hilscher.us
mailto:us.support@hilscher.com

	 Table of contents
	1 Introduction
	1.1 About this document
	1.1.1 Description of the contents
	1.1.2 List of revisions
	1.1.3 Conventions in this document

	1.2 Brief description
	1.3 General requirements
	1.3.1 MQTT broker
	1.3.2 License
	1.3.3 Memory


	2 Use cases
	2.1 Connecting PROFINET via netX-based interface
	2.1.1 Overview
	2.1.2 Connecting PROFINET via netMIRROR (hardware TAP)
	2.1.3 Connecting PROFINET as software TAP

	2.2 Connecting PROFINET via standard Ethernet port

	3 Start parameters of the container
	4 Configuration web pages of the PROFINET Tap
	4.1 Overview
	4.2 “Status” tab
	4.3 “About” tab
	4.4 “Configuration Backup” tab
	4.5 “Publisher Management” tab
	4.6 MQTT Client Settings
	4.7 License Server Settings
	4.8 PROFINET configuration
	4.8.1 OT Interface settings
	4.8.1.1 Overview
	4.8.1.2 netX-based OT Capture Interface
	4.8.1.3 Standard Ethernet OT Capture Interface

	4.8.2 PROFINET Configuration node
	4.8.3 GSDML Management
	4.8.4 AutomationML Management
	4.8.5 How to configure the PROFINET Tap with GSDML file
	4.8.6 How to configure the PROFINET Tap with AutomationML file


	5 Good to know...
	5.1 Hypervisor-specific switch/bridge configuration settings
	5.2 Replacement of PROFINET Device and Controller
	5.3 MQTT message format
	5.4 Restrictions concerning AutomationML export from TIA Portal and mapping in PROFINET Tap
	5.5 Mapping of TIA Portal data types to PROFINET Tap-supported data types
	5.6 TLS encryption and netFIELD OS
	5.7 Container configuration data storage
	5.8 Installing CodeMeter and activating license

	6 Legal notes
	 List of Figures
	 List of Tables
	 Contacts

