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1 About this document

1.1 Description of the contents

This document describes the netFIELD App OPC UA Server from Hilscher. The application will also be referred to as
"OPC UA Server" or "the app".

Here you will find instructions on how to deploy and configure the application container.
1.2 List of revisions

Index Date Author Revision
1.1.0 2025-06-05 NAM Document created

Table 1. List of revisions

1.3 Conventions in this document

The terms Edge Device and Edge Gateway in this document refer to all devices and virtual machines running the
netFIELD Operating System (netFIELD OS).

Admonitions

Notes, operation instructions and results of operation steps are marked as follows:

TIP | This is a tip with additional information.
NOTE | This is a note that explains something about the text.
IMPORTANT | This is a more important version of a note.

CAUTION | This is less severe than a warning but more important than a note. Not adhering to this could lead to
undesired effects.

WARNING | This is a warning. Not adhering to this could lead to data loss or other more severe effects.

User instructions

User instructions in documents have the following structure:
Condition

1. Step1
a. Further step
2. Step 2

- Intermediate result

3. Stepn

= Result

netFIELD App OPC UA Server www.hilscher.com
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2 Overview
2.1 Brief description

Key features

The netFIELD App OPC UA Server collects MQTT data messages that are compliant with Open Industry Alliance 4.0
Development Guideline v1.1.1 (Ol14DG) from any available MQTT broker (like e.g. mosquitto) and "converts" this data into
OPC UA nodes automatically. The internal OPC UA server provides the nodes to OPC UA clients.

The app also contains a web interface to browse the OPC UA address space and to monitor the data values of the nodes.
Due to the use of Ol4 compliant data messages, all netFIELD Apps can be seamlessly connected.

Like all netFIELD application containers, the netFIELD App OPC UA Server runs in the loT Edge Docker of a netFIELD
Edge Gateway and can be deployed via the netFIELD Portal or on any OCI compliant container engine. The app can be
configured either via Remote Control from the netFIELD Portal or via local Ethernet access (see section Configuration for
more information).

netFIELD App OPC UA Server www.hilscher.com
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2.2 Requirements

Hardware Requirements

B Industrial edge gateway with Docker environment. We recommend using Hilscher edge gateways.

2.2.1 Limitations

B The embedded OPC UA Server does not support OPC UA write operations
B The embedded OPC UA Server does not support the UA HTTPS transport protocol.
B The embedded MQTT client does not support publishing operations.

Software requirements

B MQTT Broker in a reachable network to which the app can publish the data from the connected devices.
B OPC UA Client(s) (on the same device or reachable network) for monitoring the resulting nodes.

2.2.2 Memory

The application requires approximately 200 MB of memory.

2.2.3 MQTT broker

The netFIELD App OPC UA Server container publishes or subscribes to the acquired data via MQTT and thus requires an
MQTT broker for operation. The MQTT broker can run locally on the same host or on a remote host device in your local IT
network.

2.2.4 Licensing and limitations

The application can be used without a license for 30 minutes. After this time has elapsed the following limitations are

applied:
The last sampled values are retained indefinitely. Publishing and subscribing stops.

2.2.4.1 Licensed operation

A license is required to use the full functionality of the app. Hilscher uses the CodeMeter licensing technology from Wibu-
Systems. If you are not already a user of the CodeMeter ecosystem, you have two options for running a license server:

1. netFIELD App License Server container

You can use the free-of-charge netFIELD App License Server container from Hilscher, which can be pulled from
https://hub.docker.com/r/hilscherautomation/netfield-app-license-server.

2. CodeMeter license server (CodeMeter User Runtime)

Alternatively, you can download the CodeMeter User Runtime from Wibu-Systems under https://www.wibu.com/us/
support/user/downloads-user-software.html and install it on a local server/machine/ PC that can be reached by the

application via TCP/IP connection.
Note that for you as an end-user, the CodeMeter technology is free-of-charge, you only have to pay for the application
license from Hilscher.

For either option you will need to activate a CodeMeter license ticket in the respective license server. For purchasing the
license ticket, please contact your Hilscher sales representative.

Floating license

The provided license is a "floating" license, which means that it is not bound to an individual instance of the app running
on a particular device. Whichever instance of the app "grabs" the license from the CodeMeter server first, can use it until
the instance itself closes the connection to the server again (either by the application container being shut down
altogether or by deleting the corresponding license server endpoint on the License Server Settings page of the app).
Other instances of the container (e.g. a container running on another device) can then "take over" the "freed" license by

netFIELD App OPC UA Server www.hilscher.com
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simply connecting to the corresponding license server.

Maintenance period

The provided license is a "one-time payment license", meaning that you can use the container license without time
restriction, once you have paid the license fee. The maintenance period, in which you are entitled to deploy software
updates of the container, is one year. After this period, you can still use your last deployed container version indefinitely;
however, for using higher container versions, you will have to acquire a new or updated license.

netFIELD App OPC UA Server www.hilscher.com
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3 Use cases

3.1 Simple Use Case

Use case: Using the OPC UA Server app side-by-side with another netFIELD App to serve multiple OPC UA client-
enabled applications.

The netFIELD App OPC UA Server app is installed in the loT Edge Docker of the netFIELD OS of an OnPremise Edge
Gateway together with another netFIELD app.

Both apps are connected to an MQTT broker on the edge gateway. One or multiple OPC UA client applications retrieve
data from the netFIELD OPC UA Server app. The application runs on a host that supports a container engine and standard
Ethernet interfaces. One of the host’s Ethernet ports connects to a network with one or more OPC UA clients, where the
data is made available through the OPC UA Server app.

Machine learning

Field Device

A

S » OPC UA Client A
o Visualization
ﬂerfme Ethernet I—

N

MQTT Client | OPC UA Server
other netFIELD App
N——>| OPC UA Client B
OPC UA Server App ]
Analytics
Y
MQTT Broker

“——| OPC UA Client C

Edge Gateway

Key Facts

B Seamless integration of MQTT-publishing apps with loT applications that can only consume data from OPC UA servers
B Minimal integration effort if a hosting edge device is already installed

Il Effortless and smooth upgrade within minutes using standard Ethernet cabling

B Paves the way to communicate with OPC UA communication based higher level applications

B Closes the gap between two systems “speaking” different protocols and enables their interaction

3.2 Aggregator Use case

Use case: Using the OPC UA Server app with central MQTT broker alongside multiple OPC UA client-enabled
applications.

Multiple applications publish data to a central MQTT broker using their embedded MQTT clients.
The application runs on a host that supports a container engine and standard Ethernet interfaces.

One Ethernet port of the host is physically connected to the MQTT broker, which transmits the data to the app’s
subscribing MQTT client. Due to network separation, the host’s second Ethernet port connects to a network with one or
more OPC UA clients, where the data is made available through the app’s OPC UA server.

netFIELD App OPC UA Server www.hilscher.com
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MQTT Client Machine learning
( S » OPC UA Client A
_| Visualization
MQTT Client » MQTT Broker
MQTT Client | OPC UA Server
N———>| OPC UA Client B
OPC UA Server App ]
/ Analytics
MQTT Client
Edge Gateway \——>{OPC UA Client C
Key Facts

B Seamless integration of MQTT-publishing apps with loT applications that can only consume data from OPC UA servers
B Minimal integration effort if a hosting edge device is already installed

Il Effortless and smooth upgrade within minutes using standard Ethernet cabling

B Paves the way to communicate with OPC UA communication based higher level applications

B Closes the gap between two systems “speaking” different protocols and enables their interaction

B Enables (m)any-to-(m)any connectivity

netFIELD App OPC UA Server www.hilscher.com
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4 Start parameters of the container

Start-up parameters, compose files and instructions on how to deploy the container with container runtimes are provided
in the Hilscher Knowledge base:

B Go to the netFIELD App OPC UA Server page

B On the netFIELD App OPC UA Server page, click on the link under Current release.

B On the current release page, you will find the start-up parameters and links to the compose files for the different uses
cases under the Release Notes.

B Please use the compose files as a reference to adapt to your respective runtime environment.

netFIELD App OPC UA Server www.hilscher.com
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5 Quickstart

This list shows an overview of the steps to complete to deploy the netFIELD App OPC UA Server container.
1. Activate license
a. Licensing and limitations
2. Deploy container
a. Deploy from netFIELD Portal (requires subscription) or
b. Deploy with the Start parameters of the container
3. Login to web GUI
a. — On a device supporting netFIELD OS

Login
b. - Other OCI runtime
Hilscher Knowledge Base:

How do | expose Web Ul’s of netFIELD App containers in a secure way when running on hosts that are not
supporting netFIELD OS (e.g.using nginx)?

Configure License server

Configure the OPC UA Server Settings

Optional: Reconfigure MQTT connection MQTT client settings

N o o,

Connect to MQTT broker with a third party MQTT client or application (e.g. MQTT Explorer) to consume the sensor
data.

8. Connect to the OPC UA Server with a third party OPC UA client or application

netFIELD App OPC UA Server www.hilscher.com
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6 Configuration

6.1 Login

The netFIELD App OPC UA Server container provides a configuration web GUI that can be accessed via port 80 of the
container. Note that you have to make sure that this port can be accessed from the outside via web browser. We
recommend you to use a reverse proxy or AP| gateway with HTTPS and authentication support for this. For testing
purposes, you can temporarily expose the port, e.g. via Docker port expose.

NOTE | If the container is deployed on a host with support for the netFIELD Operating System (netFIELD OS),

the configuration web GUI is automatically plugged-into the Local Device Manager of the netFIELD OS,
where it can be accessed via the netFIELD App OPC UA Server entry (1) in the navigation panel (side
bar) of the Local Device Manager.

NOTE | Note that it might take a few minutes after deployment before the netFIELD App OPC UA Server entry

6.2 Start screen

net-1ELD

E NT0002A233E553

System

Networking

Networking Services

Onboarding

General Settings

Standard Docker

loT Edge Docker

Accounts

Certificate

Terminal

Operating System

Logs

Services

netFIELD App Edge Monitor

netFIELD App License Server

netFIELD App Modbus to MQTT
Adaprer

netFIELD App OPC UA 10-Link
Adapter

netFIELD App OPC UA Server

:‘. netH ELD OPC UA Server

* Resource path

netFIELDAppOPCUAServer

* Port

4840

# Maximum session count

10

() Override current settings

# Security modes

MNone

* Security policies

None

Server certificate file

Server private key file

Certificate key size

2048

OPC UA Address Space

Settings Status Container information

() Allow anonymous

() Automatically accept unknown certificates

License @ OPC UA server @

becomes visible in the navigation panel. You may also have to reload the web page in your browser by
pressing F5 on your keyboard.

MGQTT connection @
DEVICE

netFIELD App OPC UA Server
DOC2504050I1.1.0EN | Revision 1.1.0 | English | Released | Public | 2025-06
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Item Description

() Set user accounts for the OPC UA server.
Override current

settings

‘:‘) Allow OPC UA clients to connect without authentication.
Allow

anonymous

() Automatically accepts unknown certificates
Automatically

accept unknown
certificates

Applies the settings.
Apply

Table 2. Controls on the Communication parameters page

6.3 OPC UA Server Settings

Settings

Item

Description

Resource path

Port

Maximum session count

Override current settings

Allow anonymous

Security Modes

This is used to create the resource path of the OPC UA server. The resulting

endpoint will look like this: opc.tcp://<host>:<port>/netFIELDAppOPCUAServer
Default: netFIELDAppOPCUAServer

Port used for the OPC UA server.
Default: 4840

Specify the maximum number of current sessions allowed by the server (default

is 10). If the limit is reached, new client connections will be rejected.
Default: 10

Override the users defined in /etc/shadow. Create a username/password
combination that can be used by OPC UA clients to connect to the server. See
User authentication.

Select this option to allow OPC UA Clients to access the server in "anonymous
mode", i.e. without username and password. If this option is disabled, the client
has to provide username and password for authentication at the server. Note
that the app uses the given accounts of the netFIELD OS for authentication (e.g.

the admin user).

Important: You should not allow "anonymous access" in production
environments.

Select the security modes that the server shall accept. If multiple options are
enabled, it is up to the client to choose one of the enabled modes before it
establishes a connection:

None
No protection of data integrity and confidentiality: Data traffic is neither
signed nor encrypted. Does not require any security policy or PKI
infrastructure. Important: Use only in non-production environments.

Sign
Ensures data integrity: Signing allows client and server to validate message
data, which ensures that data cannot be modified during transfer. This mode
requires a PKl infrastructure and the selection of a suitable security
policy/algorithm (see below).

Sign and Encrypt

Ensures data integrity and confidentiality: Data traffic is signed and
encrypted, and can thus be neither modified nor read in plain text if
intercepted. This mode requires a PKl infrastructure and the selection of a
suitable security policy/algorithm (see below).

netFIELD App OPC UA Server

www.hilscher.com
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Item

Security Policies

Automatically accept unknown certificates

Description

Select the security policies (algorithms) that the server shall support. All policies
provide signing, encryption and certificate validation (requires PKI
infrastructure). If multiple policies are enabled, it is up to the client to choose
one of the enabled policies before it establishes a connection.
None

Allows connections without security policy.

Important: Do not use in production environments.

Basic128Rsa15
128-Bit encryption algorithms using RSA15 as a key-wrap algorithm.
Important: Do not use in production environments. This policy supports the
SHA1 hash algorithm, which is not considered secure anymore.
Basic256
256-Bit encryption supporting SHA1 and SHA256 hash algorithms.
Important: Do not use in production environments. This policy supports the
SHAT1 hash algorithm, which is not considered secure anymore.
Basic256Sha256
256-Bit encryption supporting SHA256 or stronger hash algorithms.
Suitable for high security needs.

Aes128_Sha256_Rsalaep
Fast and suitable for average security needs.

Aes256_Sha256_RsaPss
Suitable for high security needs, most secure policy currently available.

Allows the OPC UA server or client to automatically trust and accept certificates
that are not yet known or trusted. This can simplify initial connections during
development or testing, as it avoids manual certificate approval. However,
enabling this option reduces security, since it may allow untrusted or potentially
malicious clients or servers to connect without verification.

Table 3. OPC UA Server parameters

User authentication

Note the following about authentication at the OPC UA Server via username and password: By its default "container
create options", the app is bound to the /etc/shadow file of Linux and thus uses the user accounts of the netFIELD OS (e.g.

the admin user) for authentication.

The user accounts of the netFIELD OS can be created and managed on the Accounts page of the Local Device Manager.
Any user defined there can be used for authentication at the OPC UA Server - an assignment of special user roles (like
e.g. "Container Administrator") is not required. Note also that adding a new user account added via the Local Device
Manager is not automatically loaded by the container; you have to restart the container to use a newly created/changed
user account for authentication at the OPC UA Server. You can restart the container on the loT Edge Docker page of the
Local Device Manager under Containers > netfield-app-opc-ua-server > Restart.

netFIELD App OPC UA Server

www.hilscher.com
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6.4 Settings

In the settings tab you will find two sub-tabs for configuring the connection to the MQTT broker connection and the
license server.

6.4.1 MQTT client settings

On the MQTT Client Settings page, you can customize the MQTT client settings of the app. By default, the app uses the
standard MQTT client settings of the netFIELD OS, which can be viewed (and changed) in the Local Device Manager
under General Settings > Default MQTT Client .

If you want to use different settings for your app - e.g. if you want to use a different broker than the preset local broker -
you can toggle Override current settings to on (@) and enter your new values in the configuration fields that are now
displayed:

:—. n e t F ‘ E |_ D OPC UA Server OPC UA Address Space Settings Status Container information

MQTT License server
Override current settings
Broker URIs
0
0
Username
Password
Keep alive interval
Connect timeout
Figure 1. MQTT client settings tab
netFIELD App OPC UA Server www.hilscher.com
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Element

Description

MQTT version

Keep alive interval

User name

Password

Connect timeout

Clean session

Server URlIs

Last Will and Testament

SSL/TLS

MQTT version to be used (depending on the MQTT Broker).

Defines the maximum length of time in seconds that the broker and client may not communicate with
each other.

User name for authentication at the Broker (if implemented and required by the Broker). Note that the
Mosquitto broker deployed from the netFIELD Portal does not require login authentication.

Password for authentication at the Broker (if implemented and required by the Broker). Note that the
Mosquitto broker from the netFIELD Portal does not require login authentication.

Defines the maximum length of time in seconds that is allowed for completing the connection
process.

If Clean session is selected, the client does not want a persistent session (meaning that if the client
disconnects for any reason, all information and messages that are queued from a previous persistent
session are lost.If Clean session is unchecked, the broker creates a persistent session for the client.

Server URI of the MQTT Broker Note : When multiple server URIs are specified, the client will try to
connect to each server one after the other, starting with the first server in the list. If a server
connection was established successfully, only this connection will be used. The client will not open
multiple connections to multiple servers simultaneously.

Select this option if you want to use the “last will and testament” (LWT) feature of MQTT. (l.e. to notify
other clients about an unexpected loss of connection to the broker)

Topic name Topic name of LWT message

Retained “Retained” flag of LWT message

Quality of Service QoS of LWT message

Message Message text, e.g. “unexpected loss of connection”

Select this option if you want to use SSL/TLS encryption for creating a secure connection to the
MQTT Broker.Note : This option is for expert users only! In the standard use case, in which the
Mosquitto Broker and the app are running on the same device, a secure SSL/TLS connection is not
necessary (the overhead of the secure connection can thus be avoided).

File name and path to private key Enter here the complete path to the private key on the device;

in PEM format e.g.:'/etc/ssl/private/client-key.pem’

File name and path to certificate Enter here the complete path to the certificate chains on the device;
chains in PEM format e.g.:'/etc/ssl/services/client-cert.pem’

Override the trusted CA Enter here the complete path to override the trusted CA certificates
certificates in PEM format on the device; e.g.:'/etc/ssl/services/ca-cert.pem’

Enable verification of the server If this option is disabled, app will also accept invalid certificates
certificate from the Broker (not recommended).

Table 4. MQTT client settings

a. Click the Apply to save your new MQTT client settings.

netFIELD App OPC UA Server

www.hilscher.com
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6.4.2 License server

In this view you can configure the list of license servers.

Enter the IP address(es) of the license servers and click Add.

To remove a server, click =] in the respective row. Clicking the remove icon in the header row, removes all servers in the
list.

:-. ne t ’: | E L D OPC UA Server OPC UA Address Space Settings Status Container information

MarTT License server
Endpoints
Add
Address o
266.266.255.266 (broadcast o
10.12.4.60 a
Figure 2. License server settings tab
netFIELD App OPC UA Server www.hilscher.com
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7 OPC UA address space

On this tab you can browse the OPC UA nodes generated from the incoming Ol4 compliant MQTT data. You can search

for OPC UA nodes by name or value.

The Applications and Assets are labeled with their respective Ol4 identifiers. The OPC UA nodes are displayed in a tree

structure.

Expand a topic by clicking the + / — buttons.

:-. ne t F | E |_ D OPC UA Server OPC UA Address Space Settings

Y

Name

+ @& hilscher.com/netFIELD,20App,200PC,20UA,2010-Link,20Adapter/1917.011/netfield-app-opc-ua-io-link-adapter

— @ hilscher.com/netFIELD,20App,20Modbus,20ta,20MQTT,20Adapter/1917.066/netfield-app-modbus-to-mqtt-adapter

— 5 Assets

+ @ hilscher,20gesellschaft,20fuer,20systemautomation/Example,20modbus,20device/123456 TABC/127.0.01_502 _asd

B ApplicationHealth

B Model

B Manufacturer

B ProductCode

B HardwareRevision
B SoftwareRevision
B DeviceRevision

B DeviceManual

B DeviceClass

B SerialNumber

B ProductinstanceUri

B RevisionCounter

B Description

Container information

Value

NORMAL_O

netFIELD App Modbus to
MQTT Adapter

Hilscher Gesellschaft fuer

Systemautomation mbH

1917.066

1.1.0-build 16

Mot Available
0i4.0TConnector

netfield-app-modbus-to-magtt-
adapter

hilscher.com/
netFIELD%20App%20Modbus
%20t0%20MQT T%20Adapter/
1917.066 /netfield-app-
modbus-to-mgtt-adapter

0

netFIELD App Modbus to
MQTT Adapter

Field Description
Name Name of the data node
Value Value assigned to the data node

Table 5. Container status information
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8 Status

In this tab you can find more information regarding the status of the container.

:-. ne t [: | E |_ D OPC UA Server OPC UA Address Space Settings Status Container information

Container status

Current CPU workload: 2.79 %
Current RAM workload: 130/3830 MB

License status: License is valid

W OPC UA status

Server endpoint: opc.tcp:/netfield-app-opcua-server:4840/netFIELDAppOPCUAServer

Error: Mo error

W MQTT status

Connected to broker: tcp:/mosquitto:1883

Reconnection trials after connection loss: 0

Figure 3. Status tab

Field Description

Container status Displays CPU and RAM usage on the host and the license status.

MQTT status Displays the status of the MQTT connection and the number of retried connections.
OPC UA status Shows server endpoint and the last error of the OPC UA server.

Table 6. Container status information

netFIELD App OPC UA Server www.hilscher.com
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9 Container information
This tab displays information about the application container.

:-. ne t F | E |_ D OPC UA Server OPC UA Address Space Settings Status Container information
* Caontainer information

MName netFIELD App OPC UA Server

Version 1.0.0-build.33

ApiVersion 1

Description netFIELD App OPC UA Server

Vendor Hilscher Gesellschaft fuer Systemautomation mbH

HILSCHER netFIELD Source Code/Software LICENSE
AGREEMENT

Licenses https:/netfield.io/licenses/
Hilscher_netFIELD_Source_Code_Software_License.pd
f

Disclaimer See https:/netfield.io/termsAndConditions

% Used components

@ant-design/icons 561 MIT

Figure 4. Container information tab

Item Description

Name The name of the app: netFIELD App OPC UA Server.

Version The current version number of the app.

ApiVersion The current version number of the api used within the app.
Description A text describing the function and intended use of the app.

Vendor Name of the container vendor.

Licenses The license which is applicable for the use of this app.

Disclaimer Web address where to find the valid disclaimer and legal information.
Used Components This list specifies the 3rd party components used by the application.
Table 7. Container information

netFIELD App OPC UA Server www.hilscher.com
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10 Technical data

Category Parameter Value
Product Product name NFA-OPS-OTP
Part number 1917.065

Hardware requirements

Software requirements

Runtime properties

Licensing

Description
Software type
Repository

Accounting model

License delivery

Software maintenance and updates
Processor architecture

Container size

Memory requirements

Data interface

Operating system

Container runtime environment
Inbound protocol

Inbound protocol transmission rate

Outbound protocol

Outbound protocol transmission rate

Container license

netFIELD App OPC UA Server

Docker Container Image

https://hub.docker.com/repository/docker/
hilscherautomation/netfield-app-opc-ua-server
One-time payment for a license

Via E-mail as a hyperlink

Included for free within 1year after license activation
AMDG64 or ARM64

350 MBYyte, unpacked

Minimum 200 MByte

Ethernet

Linux

Required, e.g. Docker

MQTT (as a client)

In accordance with connected MQTT Broker data
update rate

OPC UA Server

Polling rate defined by OPC UA client. Server always
returns last valid values.

Commercial Hilscher software license

Table 8. Technical data NFA-OPS-OTP
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11 Appendix
Appendix A: Content listing

11.A.1 List of tables

Table 1. List of revisions

Table 2. Controls on the Communication parameters page
Table 3. OPC UA Server parameters

Table 4. MQTT client settings

Table 5. Container status information

Table 6. Container status information

Table 7. Container information

Table 8. Technical data NFA-OPS-OTP
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Figure 1. MQTT client settings tab
Figure 2. License server settings tab
Figure 3. Status tab

Figure 4. Container information tab
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Appendix B: Legal Notes

Copyright
© Hilscher Gesellschaft fiir Systemautomation mbH
All rights reserved.

The images, photographs and texts in the accompanying materials (in the form of a user’s manual, operator’s manual,
Statement of Work document and all other document types, support texts, documentation, etc.) are protected by German
and international copyright and by international trade and protective provisions. Without the prior written consent, you do
not have permission to duplicate them either in full or in part using technical or mechanical methods (print, photocopy or
any other method), to edit them using electronic systems or to transfer them. You are not permitted to make changes to
copyright notices, markings, trademarks or ownership declarations. lllustrations are provided without taking the patent
situation into account. Any company names and product designations provided in this document may be brands or
trademarks by the corresponding owner and may be protected under trademark, brand or patent law. Any form of further
use shall require the express consent from the relevant owner of the rights.

Important notes

Utmost care was/is given in the preparation of the documentation at hand consisting of a user’s manual, operating manual
and any other document type and accompanying texts. However, errors cannot be ruled out. Therefore, we cannot
assume any guarantee or legal responsibility for erroneous information or liability of any kind. You are hereby made aware
that descriptions found in the user’s manual, the accompanying texts and the documentation neither represent a
guarantee nor any indication on proper use as stipulated in the agreement or a promised attribute. It cannot be ruled out
that the user’s manual, the accompanying texts and the documentation do not completely match the described attributes,
standards or any other data for the delivered product. A warranty or guarantee with respect to the correctness or
accuracy of the information is not assumed.

We reserve the right to modify our products and the specifications for such as well as the corresponding documentation
in the form of a user’s manual, operating manual and/or any other document types and accompanying texts at any time
and without notice without being required to notify of said modification. Changes shall be taken into account in future
manuals and do not represent an obligation of any kind, in particular there shall be no right to have delivered documents
revised. The manual delivered with the product shall apply.

Under no circumstances shall Hilscher Gesellschaft fiir Systemautomation mbH be liable for direct, indirect, ancillary or
subsequent damage, or for any loss of income, which may arise after use of the information contained herein.

netFIELD App OPC UA Server www.hilscher.com
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Liability disclaimer

The hardware and/or software was created and tested by Hilscher Gesellschaft fiir Systemautomation mbH with utmost
care and is made available as is. No warranty can be assumed for the performance or flawlessness of the hardware and/or
software under all application conditions and scenarios and the work results achieved by the user when using the
hardware and/or software. Liability for any damage that may have occurred as a result of using the hardware and/or
software or the corresponding documents shall be limited to an event involving willful intent or a grossly negligent
violation of a fundamental contractual obligation. However, the right to assert damages due to a violation of a fundamental
contractual obligation shall be limited to contract-typical foreseeable damage.

It is hereby expressly agreed upon in particular that any use or utilization of the hardware and/or software in connection
with

B Flight control systems in aviation and aerospace;

B Nuclear fission processes in nuclear power plants;

B Medical devices used for life support and

B Vehicle control systems used in passenger transport

shall be excluded. Use of the hardware and/or software in any of the following areas is strictly prohibited:

B For military purposes or in weaponry;

B For designing, engineering, maintaining or operating nuclear systems;

B In flight safety systems, aviation and flight telecommunications systems;

B In life-support systems;

B In systems in which any malfunction in the hardware and/or software may result in physical injuries or fatalities.

You are hereby made aware that the hardware and/or software was not created for use in hazardous environments, which

require fail-safe control mechanisms. Use of the hardware and/or software in this kind of environment shall be at your own
risk; any liability for damage or loss due to impermissible use shall be excluded.

netFIELD App OPC UA Server www.hilscher.com
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Warranty

Hilscher Gesellschaft fiir Systemautomation mbH hereby guarantees that the software shall run without errors in
accordance with the requirements listed in the specifications and that there were no defects on the date of acceptance.
The warranty period shall be 12 months commencing as of the date of acceptance or purchase (with express declaration
or implied, by customer’s conclusive behavior, e.g. putting into operation permanently).

The warranty obligation for equipment (hardware) we produce is 36 months, calculated as of the date of delivery ex
works. The aforementioned provisions shall not apply if longer warranty periods are mandatory by law pursuant to Section
438 (1.2) BGB, Section 479 (1) BGB and Section 634a (1) BGB [Biirgerliches Gesetzbuch; German Civil Code] If, despite of
all due care taken, the delivered product should have a defect, which already existed at the time of the transfer of risk, it
shall be at our discretion to either repair the product or to deliver a replacement product, subject to timely notification of
defect.

The warranty obligation shall not apply if the notification of defect is not asserted promptly, if the purchaser or third party
has tampered with the products, if the defect is the result of natural wear, was caused by unfavorable operating
conditions or is due to violations against our operating regulations or against rules of good electrical engineering practice,
or if our request to return the defective object is not promptly complied with.

Costs of support, maintenance, customization and product care

Please be advised that any subsequent improvement shall only be free of charge if a defect is found. Any form of technical
support, maintenance and customization is not a warranty service, but instead shall be charged extra.

Additional guarantees

Although the hardware and software was developed and tested in-depth with greatest care, Hilscher Gesellschaft fiir
Systemautomation mbH shall not assume any guarantee for the suitability thereof for any purpose that was not confirmed
in writing. No guarantee can be granted whereby the hardware and software satisfies your requirements, or the use of the
hardware and/or software is uninterruptable or the hardware and/or software is fault-free.

It cannot be guaranteed that patents and/or ownership privileges have not been infringed upon or violated or that the
products are free from third-party influence. No additional guarantees or promises shall be made as to whether the
product is market current, free from deficiency in title, or can be integrated or is usable for specific purposes, unless such
guarantees or promises are required under existing law and cannot be restricted.

netFIELD App OPC UA Server www.hilscher.com
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Confidentiality

The customer hereby expressly acknowledges that this document contains trade secrets, information protected by
copyright and other patent and ownership privileges as well as any related rights of Hilscher Gesellschaft fiir
Systemautomation mbH. The customer agrees to treat as confidential all of the information made available to customer by
Hilscher Gesellschaft fiir Systemautomation mbH and rights, which were disclosed by Hilscher Gesellschaft fiir
Systemautomation mbH and that were made accessible as well as the terms and conditions of this agreement itself.

The parties hereby agree to one another that the information that each party receives from the other party respectively is
and shall remain the intellectual property of said other party, unless provided for otherwise in a contractual agreement.

The customer must not allow any third party to become knowledgeable of this expertise and shall only provide knowledge
thereof to authorized users as appropriate and necessary. Companies associated with the customer shall not be deemed
third parties. The customer must obligate authorized users to confidentiality. The customer should only use the
confidential information in connection with the performances specified in this agreement.

The customer must not use this confidential information to his own advantage or for his own purposes or rather to the
advantage or for the purpose of a third party, nor must it be used for commercial purposes and this confidential
information must only be used to the extent provided for in this agreement or otherwise to the extent as expressly
authorized by the disclosing party in written form. The customer has the right, subject to the obligation to confidentiality,
to disclose the terms and conditions of this agreement directly to his legal and financial consultants as would be required
for the customer’s normal business operation.

Export provisions

The delivered product (including technical data) is subject to the legal export and/or import laws as well as any associated
regulations of various countries, especially such laws applicable in Germany and in the United States. The products /
hardware / software must not be exported into such countries for which export is prohibited under US American export
control laws and its supplementary provisions. You hereby agree to strictly follow the regulations and to yourself be
responsible for observing them. You are hereby made aware that you may be required to obtain governmental approval to
export, reexport or import the product.

netFIELD App OPC UA Server www.hilscher.com
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Appendix C: Contacts

Germany

Hilscher Gesellschaft fiir Systemautomation mbH
Rheinstrasse 15

65795 Hattersheim

Phone: +49 (0) 6190 9907-0

Fax: +49 (0) 6190 9907-50

E-Mail: info@hilscher.com

China

Hilscher Systemautomation (Shanghai) Co. Ltd.
200010 Shanghai

Phone: +86 (0) 21-6355-5161
E-Mail: info@hilscher.cn
Support

Phone: +86 (0) 21-6355-5161
E-Mail: cn.support@hilscher.com
Republic of Korea

Hilscher Korea Inc.

13494, Seongnam, Gyeonggi
Phone: +82 (0) 31-739-8361
E-Mail: info@hilscher.kr

Support

Phone: +82 (0) 31-739-8363
E-Mail: kr.support@hilscher.com
Switzerland

Hilscher Swiss GmbH

4500 Solothurn

Phone: +41 (0) 32 623 6633
E-Mail: info@hilscher.ch
Support

Phone: +41 (0) 32 623 6633
E-Mail: ch.support@hilscher.com
Italy

Hilscher ltalia S.r.l.

20090 Vimodrone (M)

Phone: +39 02 25007068
E-Mail: info@hilscher.it

Support

Phone: +39 02 25007068
E-Mail: it.support@hilscher.com

Support

Phone: +49 (0) 6190 9907-990
E-Mail: de.support@hilscher.com

Japan

Hilscher Japan KK

Tokyo, 160-0022

Phone: +81(0) 3-5362-0521
E-Mail: info@hilscher.jp
Support

Phone: +81(0) 3-5362-0521
E-Mail: jp.support@hilscher.com
India

Hilscher India Pvt. Ltd.

Pune, Delhi, Mumbai, Bangalore
Phone: +91 8888 750 777
E-Mail: info@hilscher.in
Support

Phone: +91 8108884011

E-Mail: info@hilscher.in

Austria

Hilscher Austria GmbH

4020 Linz

Phone: +43 732 931 675-0
E-Mail: sales.at@hilscher.com
Support

Phone: +43 732 931 675-0
E-Mail: at.support@hilscher.com
USA

Hilscher North America, Inc.
Lisle, IL 60532

Phone: +1 630-505-5301
E-Mail: info@hilscher.us
Support

Phone: +1 630-505-5301
E-Mail: us.support@hilscher.com
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