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1 About this document

1.1 Description of the contents

This document describes the netFIELD App 10-Link Configurator from
Hilscher.

Here you will find instructions on how to use it to configure Hilscher
netFIELD |O-Link Master devices and connected |O-Link Devices.

1.2 List of revisions

Revision |Date Changes
1 2024-08-21 Document created.
Table 1: List of revisions

1.3 Conventions in this document

Notes, operation instructions and results of operation steps are marked as
follows:

Notes

| Important:
<important note you must follow to avoid malfunction>

Note:
<general note>

M

<note on further information>

B®
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Operation instructions

1. <operational step>
» <instruction>
» <instruction>

2. <operational step>

» <instruction>

> <instruction>
Results

2 <intermediate result>

= <final result>
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2 Overview

2.1 Brief description

Overview

The netFIELD App 10-Link Configurator is an application container for
configuring Hilscher netFIELD IO-Link Masters and their connected |O-Link
Devices (sensors/actuators).

The application container can be deployed under any OCIl-compliant
container engine such as Docker or Moby; e.g. in the loT Edge Docker or in
the Standard Docker of the netFIELD Operating System (netFIELD OS).

netFIELD App

10-Link Configurator PLC
Switch D =1~

Embedded OPC

UA Serverin
Hilscher ssa)
10-Link Master

' Configuring I10-
V  Link Master and
[} connected |O-

%, Link devices

@ I10-Link

A:
~

.
- -
- -
ca. —

Figure 1: netFIELD App 10-Link Configurator data flow

2.2 Generation 1 and 2 of the app

The netFIELD App IO-Link Configurator supports MQTT topics according to
the Development Guideline for Open Edge Computing.

Generation 1: All versions 1.0.x of the app support an MQTT topic name
space following Development Guideline for Open Edge Computing version
0.12, where the provided topic name schema uses the identifier "oi4/...".

Generation 2: Starting with version 1.3.0 of the app, the app additionally
supports and provides MQTT topics in line with Development Guideline for
Open Edge Computing version 1.1.1. The notable difference from version
0.12 is that these additional topic names schema uses the "Oi4/..."
identifier.

Additionally, unlike Generation 1, which was offered as an all-in-one single
app (combining both configurator and data provisioning functions),
Generation 2 has been explicitly divided into two separate apps, each
capable of running independently:

e netFIELD App IO-Link Configurator
e netFIELD App OPC UA I10-Link Adapter

netFIELD App 10-Link Configurator | Configuring IO-Link Master and 10-Link Devices © Hilscher 2024
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2.3 Requirements

e Container runtime, like e.g. the IoT Edge Docker or the Standard
Docker of the netFIELD OS.

e License:
— License from Hilscher
— netFIELD App License Server or CodeMeter license server
e Ethernet LAN connection to the netFIELD IO-Link Master device(s)

¢ If deployed on a host without netFIELD OS (stand-alone use case):
Reverse proxy for secure access to the web Ul of the app.

o (Atleast temporary) Internet access of the netFIELD or host OS for
deploying/pulling the container image from the Internet and for allowing
the app to connect to the /IODDfinder to download missing 10DD files.

2.3.1 License

Using the app requires a license. The license is included when the app is
used to configure the embedded IO-Link Master and connected 10-Link
Devices of a sensorEDGE or sensorEDGE FIELD device.

Hilscher uses the CodeMeter licensing technology from Wibu-Systems. In
order to use the app with a license, you need the netFIELD App License
Server, respectively a CodeMeter license server (CodeMeter User
Runtime) and a license ticket, which you must activate in the license server.
For purchasing the license ticket, please contact your Hilscher sales
representative.

Without a license, the options for scanning the network for |O-Link Master
devices are still enabled, but you will not be able to connect to any of the
found 10-Link Masters devices.

If you are not already a user of the CodeMeter ecosystem and have not
implemented a CodeMeter license server yet, you have two options:

netFIELD App License Server

You can use the free-of-charge netFIELD App License Server from
Hilscher, which can be pulled from https://hub.docker.com/r/
hilscherautomation/netfield-app-license-server.

CodeMeter license server (CodeMeter User Runtime)

As an alternative, you can download the CodeMeter User Runtime from
Wibu-Systems under https://www.wibu.com/us/support/user/downloads-
user-software.html and install it on a local server/machine/PC that can be
reached by the /O-Link Configurator via TCP/IP connection. Exemplary
instructions on how to install the license server and activate the license
ticket are provided in chapter Installing CodeMeter and activating container
license [ page 57].

Note that for you as an end-user, the CodeMeter technology is free-of-
charge, you only have to pay for the /O-Link Configurator license from
Hilscher.

netFIELD App 10-Link Configurator | Configuring IO-Link Master and 10-Link Devices © Hilscher 2024
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2.4 Deployment

2.4.1 Deployment in IoT Edge Docker of netFIELD OS via netFIELD

Cloud

For instructions on how to deploy the container in the loT Edge Docker of
the netFIELD OS via netFIELD Cloud (https://www.netfield.io), see section
Deploying container on your device in the operating instruction manual
netFIELD Portal, DOC1907010IxxEN.

Ol4-compliant volume mapping

Note that you can configure the volume bindings of the Container Create
Options in the netFIELD Portal in a way that allows you to operate the app
in compliance with chapter 6.1 Container storage of the Ol4 Development
Guideline. If you follow the Ol4 Development Guideline and have
implemented the container storage infrastructure on your host system
accordingly, you have to add the following mappings and replace the
placeholder entries with the actual paths on your host system:

Container Create Options
¥ "containerCreateOptions” : {

T "Hostlonfig” @ {
¥ "Binds" : [
@ : "Jusr/local/share/cockpit:/usr/local/share/cockpit”
1 : "/var/platform/device data:/app/configdata/device data"
2 ¢ "fetc/gateway:/etc/oia/mgttiro”

31 "fetc/gateway:/run/secrets:ro”

4 @ "emgtt_path>:/etc/oid/mgtt:ro”
"<cert_path»:/etc/oid/certs:iro”
6 : "<secrets_path>:/run/secrets:ro”

"<config_path»:/etc/oid/app”

& ¢ "netfield-app-io-link-configurator:/opt/oid/app”

}

Figure 2: Container Create Options

> Replace <mgtt_ path> with the actual Message Bus storage path on
your host system, i.e. the path under which the broker.pemn,
broker ca.pemandbroker.json files are stored. This could be
e.g. /home/admin/configurator env/mgtt
For more information, see chapter 6.1.1 Message Bus storage of the
Ol4 Development Guideline.

> Replace <cert path> with the actual O/4 certificate storage path on
your host system, i.e. the path under which the client’s Certificate
Authority (CA) files are stored. This could be e.g. /home/admin/

netFIELD App 10-Link Configurator | Configuring IO-Link Master and 10-Link Devices © Hilscher 2024
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configurator env/certs
For more information, see chapter 6.1.2 Ol4 certificate storage of the
Ol4 Development Guideline).

Replace <secrets path> with the actual Secret storage path on your
host system, i.e. the path under which the mgtt credentials,

mgtt private key.pemand mgtt passphrase files are stored.
This could be e.g. /home/admin/configurator env/secrets

For more information, see chapter 6.1.3 Secret storage of the Ol4
Development Guideline.

Replace <config path> with the actual Application specific storage
path on your host system, i.e. the path under which the application
specific configuration data shall be stored. This could be e.g. /home/
admin/configurator env/config

For more information, see chapter 6.1.4 Application specific storages of
the OIl4 Development Guideline.

netFIELD Portal, see section Container deployment: Create Options

For information on how to edit the Container Create Options in the

tab in the operating instruction manual netFIELD Portal,
DOC1907010IxxEN

Important:
Note that you can always customize your MQTT connection settings

in the web Ul of the app by selecting the Override current settings
option on the Settings > MQTT page and entering your
configuration there. (See section MQTT [ page 51].)

24.2 Deployment on other container runtimes

Start-up parameters, compose files and instructions on how to deploy the
container on other container runtimes are provided in the Hilscher
Knowledge base:

>

>

>

Go to the netFIELD App |O-Link Configurator page:
https://hilscher.atlassian.net/l/cp/FcyCQmfz

On the netFIELD App I0-Link Configurator page, click on the link under
Current release.

On the current release page, you will find the start-up parameters and
links to the compose files for the different uses cases under the
Release Notes.

) Note:
. When deployed on a host without netFIELD OS (stand-alone use

case), you must make the configuration web Ul of the app
accessible for your browser. More information on this can be found

in the Hilscher knowledge base article How do | expose Web Ul's of
netFIELD App containers in a secure way when running on hosts

that are not supporting netFIELD OS (e.g.using nginx)?
https://hilscher.atlassian.net/wiki/x/UAM2Bg
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2.5 OPC UA communication

The app uses an integrated OPC UA Client to communicate with the 10-
Link Master via OPC UA. The app connects to the OPC UA Server in the
O-Link Master via TCP port 4840.

2.6 |10DD support

IODD files (IO-Link Device Description) describe features and parameters
of 10-Link Devices.

The app has a local database (named attachment). You can add IO-Link
Devices to the local database.

Two ways are possible to add missing IODD files.

1. The app automatically identifies missing IODD files and can download
them from the /ODDfinder Internet database.

2. Missing IODD files can also be added to the app manually, see chapter
Working with attachments [ page 49].

The app has an integrated I0DD interpreter. This IODD interpreter
automatically maps the information contained in the I0DD files to the
parameters and values read from the connected |O-Link Devices, which the
app can then present as configurable elements in the GUI.

2.7 Ol4-compliant MQTT messaging

The app conforms to the Development Guideline for Open Edge Computing
version 1.1.x of the Open Industry 4.0 Alliance (OI4). It supports secure
MQTT with username and password authentication and TLS/SSL
encryption.

If connected to an MQTT broker, the app publishes its Master Asset Model
information (MAM topic), health state (Health topic) and license
information (License topic) to the local MQTT message bus.

Note that this is an optional feature for users who want to operate the app
in compliance with the Ol4 Development Guideline. MQTT messaging is
not required for using the app in its core functionality; i.e. for configuring
your |O-Link Masters and |O-Link Devices.

You can configure an Ol4-compliant MQTT broker connection via the
Container Create Options in the netFIELD Portal (see section Deployment
in loT Edge Docker of netFIELD OS via netFIELD Cloud [ page 8]) or via
the docker-compose yaml file provided in the Hilscher knowledge base (see
section Deployment on other container runtimes [ page 9]).

Note that you can always customize your MQTT connection settings on the
Settings > MQTT page of the app and thus override the Container Create
Options respectively docker-compose yaml file settings (see section
MQTT [ page 51]).

netFIELD App 10-Link Configurator | Configuring IO-Link Master and 10-Link Devices © Hilscher 2024
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3 Safety

3.1 Intended use

The netFIELD App IO-Link Configurator app is used for configuration of 10-
Link Master devices from Hilscher Gesellschaft fir Systemautomation mbH.

3.2 Warnings

Before performing a firmware download, observe the following warnings:

Bring the system in a fail-safe state before downloading a firmware

Do not start a firmware download if the device is exchanging process data.

A firmware download will stop the process data communication. A

subsequent system stop may cause unpredictable behavior of machines

and system components.

» Make sure that the device and all connected devices are in a fail-safe
condition, before you start a firmware download.

Keep device powered during the firmware download

If the power supply to the computer or device is interrupted while the

firmware is being downloaded, the download will be aborted, the firmware

may be corrupted, the device parameters may be lost, and the device may

be damaged.

» During the firmware download process: Do not interrupt the power
supply to the computer or to the device, and do not perform a reset to
the device!

netFIELD App 10-Link Configurator | Configuring IO-Link Master and 10-Link Devices © Hilscher 2024
DOC2306010I01EN | Revision 1 | English | 2024-08 | Released | Public



Quick start 12/70

4 Quick start

4.1 loT Edge Docker/netFIELD Cloud use case

This chapter provides an overview of the steps-to-do in order to get started
with your netFIELD App 10-Link Configurator if you want to deploy the app
in the loT Edge Docker of the netFIELD OS via netFIELD Cloud.

Step For details see

0 | Alicense is required to use the app: Contact your Hilscher Chapter Installing CodeMeter and activating
sales representative to obtain a license for the netFIELD App |container license [ page 57]

10-Link Configurator and activate the license ticket in your
local CodeMeter License Server. As an alternative to
CodeMeter, you can use the free-of-charge netFIELD App
License Server from Hilscher.

The license is included to configure a sensorEDGE or
sensorEDGE FIELD device.

1 [Deploy netFIELD App 10-Link Configurator container on your |Section Deploying container on your device in the
netFIELD Edge Gateway (respectively sensorEDGE FIELD or | netFIELD Portal manual, DOC1907010IxxEN
netFIELD OS Datacenter).

Section Deployment in loT Edge Docker of
netFIELD OS via netFIELD Cloud [ page 8]

2 |Login to the Local Device Manager of the netFIELD Edge Chapter Web Ul plugin in Local Device Manager of
Gateway (respectively sensorEDGE FIELD or netFIELD OS [netFIELD OS [ page 14]

Datacenter) and open the app by selecting netFIELD App 10-
Link Configurator entry in the navigation panel.

3 | Specify License Server endpoint address. Section License Server [ page 50]

If your License Server runs in the same loT Edge Docker
network, the app will automatically retrieve its license via the
broadcast address 255.255.255.255 that is preconfigured
on the License Server page of the app.

If your License Server runs in a different network, you have to
enter the License Server endpoint address on the License
Server page (Settings > License Server).

4 | Connect to the 10-Link Master that you want to configure. Chapter Connecting to 10-Link Master
device [ page 21]

Note: You must know username and password of a user
account (role) on the 10-Link Master that allows write access. |Chapter User names and roles [ page 19]

5 | Configure the 10-Link Master and/or the connected IO-Link Chapter Configuring I0-Link Master and 10-Link
Devices. Devices [ page 27]

Note: If IODD files of IO-Link Devices are missing, you must |Section Adding an attachment [ page 49]
down/upload the corresponding I0DD files — otherwise device
configuration or monitoring of process data is not possible.

6 |Optional: Monitor process data of connected 10-Link Section Process data [ page 41]
Devices.

Table 2: Quick start loT Edge Docker/netFIELD Cloud use case

netFIELD App 10-Link Configurator | Configuring IO-Link Master and 10-Link Devices © Hilscher 2024
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4.2 Other container runtime (stand-alone use case)

This chapter provides an overview of the steps-to-do in order to get started
with your netFIELD App 10-Link Configurator if you want to deploy the app
on another container runtime than the loT Edge Docker of the netFIELD
OS.

Step For details see

0 [Alicense is required to use the app: Contact your Hilscher Chapter Installing CodeMeter and activating
sales representative to obtain a license for the netFIELD App |container license [ page 57]

10-Link Configurator and activate the license ticket in your
local CodeMeter License Server.

The license is included to configure a sensorEDGE or
sensorEDGE FIELD device.

1 [Deploy netFIELD App 10-Link Configurator container. netFIELD App 10-Link Configurator page of the
Hilscher Knowledge base:

https://hilscher.atlassian.net/wiki/x/XYi4Eg
2 | Make the configuration web Ul of the app accessible for your | Hilscher knowledge base article How do | expose

browser. Web Ul's of netFIELD App containers in a secure way
when running on hosts that are not supporting
netFIELD OS (e.g.using nginx)?
https://hilscher.atlassian.net/wiki/x/UAM2Bg
3 | Specify License Server endpoint address. Section License Server [ page 50]

If your License Server runs in the same container network, the
app will automatically retrieve its license via the broadcast
address 255.255.255.255 that is preconfigured on the
License Server page of the app.

If your License Server runs in a different network, you have to
enter the License Server endpoint address on the License
Server page (Settings > License Server).

4 | Connect to the 10-Link Master that you want to configure. Chapter Connecting to 10-Link Master

Note: You must know username and password of a user device [ page 21]

account (role) on the 10-Link Master that allows write access. |Chapter User names and roles [ page 19]

5 | Configure the 10-Link Master and/or the connected IO-Link Chapter Configuring I0-Link Master and 10-Link
Devices. Devices [ page 27]

Note: If IODD files of IO-Link Devices are missing, you must |Section Adding an attachment [ page 49]
down/upload the corresponding IODD files — otherwise device
configuration or monitoring of process data is not possible.

6 |Optional: Monitor process data of connected 10-Link Section Process data [ page 41]
Devices.

Table 3: Quick start other container runtime use case
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5 Web Ul plugin in Local Device Manager of netFIELD OS

The netFIELD App IO-Link Configurator provides a configuration Ul in the
Local Device Manager of the netFIELD OS. This configuration Ul is
automatically plugged-in when the container is deployed.

9 Note:

. If you are using the app on a host without netFIELD OS (stand-
alone use case), you must make the configuration web Ul of the
app accessible for your browser. Information on this can be found in

the Hilscher knowledge base article How do | expose Web Ul's of
netFIELD App containers in a secure way when running on hosts

that are not supporting netFIELD OS (e.g.using nginx)? https://
hilscher.atlassian.net/wiki/x/UAM2Bg

After having established a connection to the Local Device Manager (e.g. by
Remote Control from the netFIELD Portal, see section Remote Control in
the netFIELD Portal manual, DOC1907010IxxEN), the configuration Ul can
be selected in the navigation panel of the Local Device Manager.

9 Note:

. Note that it might take a few minutes after deployment before the
netFIELD App I0-Link Configurator entry becomes visible in the
navigation panel. You may also have to reload the web page in your
browser by pressing F5 on your keyboard.

netFIELD a (&)

not connected =

E NT0001CO30A2EF

Recent ICMP scan DCP scan DHCP Server

System

Networking ® Attachments IP address Product code nj
Networking Services Connect to @ 19216802 n/a o
Onboarding Address: 192.168.0.2
General Settings
Standard Docker o root
loT Edge Docker L @
Accounts
Login anonymously
Certificate
Operating System
Logs
Services
netFIELD App I0-Link Configurator <"
netFIELD App OPC UA I0-Link
Adapter
© Information
2.4.0.2.release DEVICE
Figure 3: Web Ul plugin in Local Device Manager
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6 GUI structure

6.1 Overview
The following figure shows the structure of the graphical user interface.

Figure 4: GUI structure

No. GUI element Section

(1) Header bar Header bar [ page 15]

(2) Sidebar Sidebar [ page 16]

(3) Page Page, device tree, settings, and
properties [ page 17]

Table 4: GUI structure

The contents of the page (3) depends on the selected item in the sidebar
(2). Section Page, device tree, settings, and properties [ page 17]
describes the contents.

6.2 Header bar

The header bar displays the connection status and provides operating
functions.

0 \ @ / 0006

Figure 5: Header bar

No. Element Description
(1) Sidebar Expands or collapses the sidebar
(2) Connection status Display of the connection status

Not connected: The app has no connection to a
device.

Connected: The header bar displays the used role
and the IP address of the connected device (role @
IP address). The role is anonymous, maintenance,
operator or administrator.

(3) Disconnect Disconnects from a device

(4) Account Use the role Anonymous or another user name to
sign in with the connected device.

(5) Language Language selection

Table 5: Header bar
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6.3 Sidebar

Option Description Section
Home Connecting to 10-Link Master device Connecting to 10-Link Master
device [ page 21]
I0-Link Device |Configuration of the 10-Link Master, its Configuring the 10-Link
ports and the 10-Link Devices Master [ page 31]
Configuring the 10-Link
ports [ page 36]
Configuring 10-Link
Device [ page 40]
Attachments Managing device description files and Working with
manuals attachments [ page 49]
Settings Setting for the app Settings [ page 50]
Status Displaying information about workload Status [ page 55]
caused by the app, license status and
MQTT connection status.
Information Information about the app See table below.

Table 6: Sidebar

Option Description
Help Opens the online help.
Legal Shows the user agreement.

Container Info

Shows the version and copyright information. Shows the list of the
open source components used: Version and license type.

Table 7: Information
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6.4 Page, device tree, settings, and properties

The contents of the page (3) depends on the selected item in the sidebar

(2).

0

@

©)

Figure 6: GUI structure

Sidebar

Page content

Description in section

Home and no
connection to a
device

The page displays
connect (4).

The page displays
the connection
methods (5).

Connecting to 10-Link Master device [ page 21]

Home and
connection to a
device

The page displays
the 10-Link Master
device (4).

The page displays
information and
status (5).

Home screen [ page 28]

the app.

|O-Link Device The page displays | The page displays |The device tree shows a hierarchical structure of the
the device tree (4). |tabs for settings IO-Link Master, the ports, and the |O-Link Device. For
and information (5). [an overview, see below this table.
Attachment The page (3) displays the attachments. | Working with attachments [ page 49]
Table 8: Contents of the page
Settings The page (3) displays setting for the app. | Settings [ page 50]
Status The page (3) displays status information | Status [ page 55]
about workload, license and the MQTT
connection of the app.
Information The page (3) displays information about | Sidebar[" page 16]
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Device tree

The device tree (4) shows a hierarchical structure of the 10-Link Master, the
ports, and the 10-Link Device. Depending on the selection in the device
tree, the page shows corresponding tabs (5) for settings and information.

The following table shows the hierarchical structure (overview) of the
device tree.

i) |O-Link Master

Port
) IO-Link Device

Table 9: Device tree (overview)

The following table shows the device tree for |O-Link Master including the
tabs displaying information or settings.

Iy 10-Link Master > Information (IO-Link Master) [ page 31]
> Settings [ page 33]
> Tags and Labels [ page 33]
> Factory reset (I0O-Link Master) [ page 34]
> Extended settings [ page 35]
> NTP settings [ page 35]
Port > Information (port) [ page 36]
> Configuration (port) [ page 38]
@ 10-Link Device > Information (I0-Link Device) [ page 40]
> Process data [ page 41]
> Parameters [ page 41]
> Diagnosis [ page 44]
> Observation [ page 45]
> Generic [ page 46]
> Events [ page 48]
Table 10: Device tree and tabs (IO-Link Master)
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7 User names and roles

User management

The 10-Link Master device uses a role-based user management. For
example, a role with write access is required to change settings or
parameters of the IO-Link Master or to change parameters of 10-Link
Device.

The user management is part of the 10-Link Master device. The |O-Link
Master device has an integrated web server to manage the user accounts.
Via web server, each user is assigned a role and a password. The user
names, passwords and roles are stored in the IO-Link Master device. By
default, I0-Link Master devices have set the user root with the password
password for the administrator role. This user name and password can be
used for the first sign in.

Roles (10-Link Master Device)

The following table lists the roles and the functions a role can use.

Function Anonymous Maintenance Operator Administrator

View information (read access): Identification, Yes Yes Yes Yes
configuration, status and monitoring (monitoring
uses ISDU read)

Configuration of 10-Link Master device (read/ No Yes Yes Yes
write access): Tags and labels, reset to factory

settings

Configure 10-Link Master and 10-Link Device No No Yes Yes

(read/write access): Change port configuration,
Change I0-Link Device parameters (Parameters
are changed with ISDU write)

Device administration: User management (add, |No No No Yes
view, change user)

Table 11: Roles (I0-Link Master device)

The maintenance role, operator role, and administrator role require a
username and password for authentication. The anonymous role does not
require a user name and password.
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Roles (10-Link Device)

The 10-Link standard specifies the following roles to access an |O-Link
Device: operator, maintenance, and specialist. The IODD file contains
information about the parameters and roles for the IO-Link Device. The 10-
Link role “maintenance” cannot be assigned to the roles defined in the 10-

Link Master device.

The 10-Link Master device automatically assigns the roles.

parameters (ISDU
read)

maintenance

Function Role of 10- 10-Link role |Description
Link Master
device
Read 10-Link Device |Anonymous or | Operator Use the anonymous role or

maintenance role for reading
parameters of an 10-Link Device.

Read/write 10-Link Operator or Specialist Use the operator role or
Device parameters administrator administrator role for reading and
(ISDU read/write) writing parameters of an 10-Link
Device.
Table 12: Assignation of roles
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8 Connecting to 10-Link Master device

8.1  Connecting

Before connecting with the 10-Link Master device, you have to know its IP
address. If you do not know the IP address, the app offers several methods
to scan for devices or to assign an IP address to a device.

Method Description

Recent list [ page 21] List of used IP addresses for reconnecting devices that were
connected before.

ICMP scan [ page 22] Scans an IP address range for devices.

DCP scan [ page 23] DCP allows you to scan for PROFINET devices, assign an IP

address and to set the Name of Station.

DHCP server [ page 24] The DHCP server is used to assign an IP address to a
device. EtherNet/IP uses this method.

Table 13: Connection methods

To sign in to the device you need to know the user name and password.
Each user is assigned a role. Section User names and roles [ page 19]
describes the function for each role.

An anonymous sign in without user name and password is possible. Only
the IP address is required.

8.1.1 Recent list

The Recent list offers the possibility to reconnect to an IP address to which
the app has already been connected before.

To reconnect to a device via the Recent list:

» Select the Recent tab.

2 The app lists the IP addresses and if available the product codes of
devices the app has already been connected before.

Recent ICMP scan DCP scan DHCP Server

IP address Product code iy
Connect to © 192.168.10.98 1913.100 uf
Address: 192.168.10.98 ©  192.168.10.92 1913.100 g
& 192.168.20.56 1913.100 o
Username: root
& 192.168.10.86 o
Password:
& 192.168.10.56 i
Login anonymously & 192.168.10.33 o
& 192.168.10.43 i
© 192168105 o

Figure 7: Recent
» Click the IP address in the list.
= The app transfers the IP address to the Address field.

To remove a device from the Recent list:
» Click the trashcan symbol of the line that you intend to remove.
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8.1.2

ICMP scan

Another method for finding IP addresses is sending ping calls to a restricted
range of IP addresses within the network using the ICMP protocol.

In order to perform an ICMP scan for finding the IP address of your |0-Link

Master device:
> Select the ICMP scan tab.

» Enter the start IP address into the From field and end IP address into
the To field. Note that you can use a range with a maximum of 255 IP

addresses.
> Click Scan.
R The ICMP scan is started.

The app sends ping requests via the Ethernet network. Each time the app
receives a ping response, the app adds the IP address to the IP address

list.

Recent ICMP scan

From: 192.168.10.80

Connect to IP address

Address: 192.168.10.95 ) 192.168.10.58
Username:
Password:

Legin anonymously

Figure 8: ICMP Scan

DCP scan DHCP Server

To: 192.168.10.99 Scan

If you click an item in the list, the IP address of that device is transferred to

the Address field.

9 Note:

. The app lists all devices that respond to the ping request without
checking if the device is an 10-Link Master device. The app
performs the device type check when a connection is built up.
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8.1.3 DCP scan

To find PROFINET devices, you can use the DCP protocol. PROFINET
DCP (Discover and Configuration Protocol) is a network protocol used to
facilitate the discovery and configuration of PROFINET devices in a
network.

To perform a DCP scan to find PROFINET devices:

> Select the DCP scan tab.

» Select the IP addresses the app can use for the DCP scan. Click the
drop-down list of the available Ethernet interfaces to add an IP address.
Click the refresh button to update the list. Alternatively, remove an IP
address if this interface is not to be used for the DCP scan.

» Click Scan to start the DCP scan.

2 The app sends DCP requests via the network.

2 The app is waiting for incoming responses.

DCP Identify requests are sent to all devices via the selected Ethernet

interfaces. If you click an item in the list, the IP address of that device is
transferred to the Address field.

Recent ICMP scan DCP scan DHCP Server L\\>

192.168.10.5 x

@)
@
E

Connect to A Name of station

» device3
Address: 192.166.10.98

Username: root
Password:
Login anonymously
Figure 9: DCP scan

It takes approx. 10 seconds for all PROFINET devices to answer. To
commission the PROFINET device you can set or modify the Name of
Station. You can set or modify the IP address, network mask, and gateway
address of the PROFINET device. Make your settings effective using

Apply.
If needed, the settings can be stored temporarily in the PROFINET device.

To identify a PROFINET device, you can use the signal function. Click
Signal and the SF LED of the PROFINET device will blink for 3 seconds.
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Factory reset sets the Name of Station, the IP address, the network mask,
and the gateway address of the PROFINET device back to factory setting.

Recent ICMP scan DCP scan DHCP Server

192.168.10.5 x o Scan

Connect to Name of station

v device5
Address:

Name of station: device5

Username:

Apply Store settings temporary
Password &

IP: 192.168.10.98

Netmask: 255.255.255.0

Gateway: 0.0.0.0

Apply Store settings temporary

Signal Factory reset

Figure 10: DCP Device

8.14 DHCP server

An Ethernet device requires an IP address to be reachable via the Ethernet
network. Many Ethernet devices have no IP address in delivery state. A
device can use the DHCP (Dynamic Host Configuration Protocol) to obtain
an IP address. By default, EtherNet/IP Adapter uses this method. A DHCP
server has to be present in the network. As soon as the device is started,
the device sends requests to a DHCP server to obtain an IP address.

If a DHCP server is already present in the network, ask your network
administrator which IP address has been assigned to the device. You can
use the MAC address of the device for identification.

The app offers a DHCP server. Note the following hints, before using the
DHCP server of the app.

e Do not use the DHCP server of the app, if a DHCP server is already
available in the network. This may lead to collisions and a breakdown of
the network.

e Use the DHCP server of the app only, if no DHCP server is available in
the network.

To use the DHCP server, proceed as follows:

» Select the DHCP Server tab.

» Enter the start and end address of the IP range which includes at least
10 consecutive IP addresses.

» Enter the Netmask for the DHCP server. Typical values are
255.255.255.00r255.255.0.0.

» Use the Listen on drop-down list to select the Ethernet interface the
DHCP server has to use to wait for requests. Value 0.0.0.0 means to
use all available Ethernet interfaces.

» Click Start.
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= The DHCP server waits for DHCP requests.
The DHCP server displays messages with a time stamp.

= As soon as the DHCP server has assigned an |IP address to a device, it
displays bound, the MAC address of the requesting device, and the
assigned IP address.

4

Recent ICMP scan DCP scan DHCP Server

IPrange:  192.168.10.100

Connect to 192.168.10.120

Address: Netmask: ~255.255.255.0

Username: Listenon:  192.168.10.5 (o
Password: &

Start Clear messages
Login anonymously

[12:32:39] DHCP server listening on 192.168.10.5:67

[12:32:58] bound 00-02-A2-F2-01-20 : 192.168.10.116

[12:34:58] DHCP server stopped

Figure 11: DHCP server

» If necessary, use Clear messages.
» To stop the DHCP server, click Stop.
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8.2 Changing the account

A connection to a device is related to a user. This user can be an
anonymous user or a user configured in the device. Each user is assigned
to a role and has a password. To change the role, use a user name that
has this role. Alternatively, you can login as anonymous user. The
anonymous user has read access only.

If the application has a connection to a device and you want to change the
role or you want to login anonymously, click Account in the header bar.

Login with user name and password

>

3 vV Vv Yy

Click Account in the header bar.

Enter the user name and password.
Leave the Anonymous option unchecked.
Click Submit.

The following message confirms the successful login:
Success
User switched successfully!

Login as anonymous user

>

>
>
=

Click Account in the header bar.
Check Anonymous and leave user name / password empty.
Click Submit.

The following message confirms the successful login:
Success
User switched successfully!

8.3 Disconnecting

To disconnect from the 10-Link Master, click Disconnect in the header bar.
The 10-Link Master will be instantly disconnected.
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9 Configuring 10-Link Master and 10-Link Devices

9.1 Overview

A connection to the 10-Link Master device via Ethernet is required to
configure the 10-Link Master and the 10-Link Devices.

To change settings in the 10-Link Master device or parameters in the 10-
Link Device, sign in to the I0-Link Master device with a user that has the
role operator or administrator. Users with the role maintenance or the
anonymous role have read access only. Section User names and

roles [ page 19] describes the roles and functions.

IO-Link Devices use objects to store parameters. Index and subindex
address an object. The IO-Link Master uses the ISDU message format
(ISDU = Indexed Service Data Unit) to read and write the objects.
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9.2 Home screen

ifm electronic gmbh
05D150

Port X1
S/N: n/a

ifm electronic gmbh
E30391_AB

Port X3
S/N: 000129163805

2

If the app has no connection to the device, the app displays the connection
page. Section Connecting to 10-Link Master device [ page 21] describes
how to connect to a device.

If the app has a connection to the device, the app displays status
information about the device. The page shows the |O-Link Master device,
the devices connected to the ports, device information, and process data.

Path: Home (sidebar)

@ Device information C  Process data

Port X2

CAPTRON Electronic GmbH
@ CANEO series10 touch
Standard

S/N: 105711.000008

Device description
Vendor name Hilscher Gesellschaft f. Systemautomation mbH
Vendor URL www_hilscher.com

Device type label

Serial number 20167

netFIELD Device

e

Part number 1913.100

Com version Vv1.2021

Device description NETFIELD PROFINET 10-LINK CLASS A 60

o
Name
Q@ I0-Link }
Installation location
o a0
x, S ,z Installation date
Contact information
[T
Description
o 0
u e e . Last service date
. S i Next service date
: Device version information
Hardware revision V4.0.0
Model NFD-6090-PNS-IOLMA\M12
Product code 1913.100
Hardware type NETFIELD DEVICE

Figure 12: Home

The left side of the page displays the |IO-Link Master device and the ports
with the connected IO-Link Device. The app updates this display (live view).
The right side of the page displays tabs with device information (section
Information (IO-Link Device) [ page 40]) and the process data (section
Process data [ page 30]).

The app displays for each I0-Link Device the port number, the vendor
name, device name and the serial number of the device. The app reads the
IODD file for each connected 10-Link Device. The user can provide the
IODD file to the app, if the port displays Missing IODD.
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9.2.1 General device information (IO-Link Master)

The device information tab displays identification information about the
vendor and device, and software versions used in the device. This
information is read-only.

The user can set some individual information items that are stored in the
device, e.g. the installation location.

Device description

The device description contains information about the vendor.

Device type label

The device type label contains device-specific information. Some are read-
only and some are changeable.

Name

Description

Serial number

Serial number of the device

Part number

Part number to identify the device

Com version

Communication version

Device description

Product name

Name Label to set a name (changeable)

Data format: ASClI-string, max. 64 characters
Installation Label to set the location where the device is mounted (changeable)
location

Data format: ASCII-string, max. 32 characters

Installation date

Date of installation or commissioning of this device (changeable)
Data format: ASCII time indication, max. 32 characters

Contact Label to set contact information (changeable)
information Data format: ASClI-string, max. 32 characters
Description Label to set individual information (changeable)

Data format: ASCII-string, max. 64 characters

Last service date

Date / time of the last service (changeable)
Data format: ASCII time indication, max. 32 characters

Next service date

Date / time of next scheduled service for the device (changeable)
Data format: ASCII time indication, max. 32 characters

Table 14: Device type label

Device version information

The device version information contains device identification information.

Name Description

Hardware Hardware revision of the device
revision

Model Model name

Product code

Product code of the 10-Link Master

Hardware type

Hardware type

Software name

Software name executed in the device

Table 15: Device version information
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Extended device information

The extended device information contains additional device identification

information.

Name Description

MAC Address MAC address of the device

Product ID A unique numerical value identifying the product

I0ODD supported |A boolean value indicating whether IODD is supported or not

MQTT supported | A boolean value indicating whether the MQTT protocol is supported or
not

Master number | Master number (1 for the first master)

Max. power Maximum allowed current within a single circuit specified in Ampere
supply
Master type The type of the I0-Link Master, e.g. “Master according V1.1”

Table 16: Extended device information

9.2.2 Process data

The Process data tab displays input and output data for each port. The
app updates the data at regular intervals.

The displayed data depends on the device connected to the port. The app
uses the IODD file to display the name of the process data.

@ Device information O Process data

[Port X1]
v Pin2 Digital Input
Value false
v Process data input
Distance 401
Switch state [OUT1] Active
v Observation
Distance 401
Switch state [OUT1] Active
[Port X2]
¥ Pin2 Digital Input
Value false
[Port X3]
¥ Pin2 Digital Input
Value false

+ Input values

ﬂﬂﬂﬂﬂﬂﬂﬂﬂ

Figure 13: Process data
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9.3 Configuring the |O-Link Master

This section describes how to configure the 10-Link Master.

9.3.1 Information (IO-Link Master)

The information tab shows general information on the 10-Link Master only,
no port-specific or device-specific information.

Path: I0-Link Devices (sidebar) > IO-Link Master (device tree) >

Ordering number
1913.100

Application specific tag

Fhk

Figure 14: Information

Serial number
20167
Maximum number of ports

8

Information
@ eF
& o v PROFINET Device
oum g
netFIELD Device o Vendor ID Hardware name Hardware version
0x0D11E 8 Port 10-Link Master Class A8 x 4
M12 60 mm
Device ID Software name Firmware version
0x0134 PROFINET Device V1.0.0.18
x xzz Part number Hardware type Kernel version
@ I0-Link 1913.100 NETFIELD DEVICE V1.2.021
=: := Description Narr.le of station
XL < NETFIELD PROFINET 1O-LINK station 1
@ o . @ CLASS A 60

3 e L s
¥ 1O-Link Master

O 2@,
Vendor ID Vendor Hardware revision

@ AQ
, e :0 , 0x011E Hilscher Gesellschaft f. V4.0.0
@ Systemautomation mbH

Device ID Vendor URL Software revision
0x000001 www.hilscher.com V1.0.0

Device revision

4

Model
NFD-6090-PNS-IOLMA\M12
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Name

Description

Vendor ID

Vendor ID

Hardware name

Hardware name

Hardware version

Hardware version

Device ID

Device ID

Software name

Software name

Firmware version

Firmware version

Part number

Part number for identification

Hardware type

Hardware type

Kernel version

Kernel version

Description

Description

Name of station

The name of station used within the Ethernet network

Table 17: Informatio

n (IO-Link Master device)

Name Description

Vendor ID Vendor ID

Vendor Vendor name

Hardware revision | Hardware revision of the |O-Link Master
Device ID Device ID

Vendor URL Vendor URL

Software revision

Software revision of the 10-Link Master

Ordering number

Ordering number of the 10-Link Master

Serial number

Serial number

Device revision

Device revision

Application
specific tag

Tag for identification a device in a system

Maximum number
of ports

The maximum number of 10-Link ports supported by the IO-Link Master

Model

Model name

Table 18: Information (IO-Link Master)

netFIELD App 10-Link Configurator | Configuring
DOC2306010I01EN | Revision 1 | English | 2024-08 | Released | Public

10-Link Master and 10-Link Devices

© Hilscher 2024



Configuring IO-Link Master and 10-Link Devices 33/70

9.3.2 Settings

9.3.21 Tags and labels

This page allows you to read and to set tags and labels. This information is
stored in the I0-Link Master device. By default, these fields are filled with

*k%k

Path: 10-Link Devices (sidebar) > 10-Link Master (device tree) > Settings >
Tags and Labels

Application specific tag for 10-Link master

FEk

Location tag

dekk

Function tag

Fokk

Figure 15: Tags and labels

Name Data format and length Description

Application specific tag | Printable ASCII string, max. 64 [ Application-specific name tag to identify the IO-Link Master.
for 10-Link master characters

Example: ,Fallback reader”

Location tag Printable ASCII string, max. 64 | Application-specific position tag to identify the 10-Link Master.
characters Example: ,Line1

Function tag Printable ASCII string, max. 64 | Application-specific function tag to identify the 10-Link Master.
characters

Example: ,Code reading”
Table 19: Tags for identification of the 10-Link Master
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9.3.2.2 Factory reset (IO-Link Master)

This page allows you to delete settings (factory reset). You can select
which settings are to be deleted:

Delete device information: Maintenance information, NTP settings, OPC
UA 10-Link Master specific tags.

Delete network adapter settings: Communication configuration, IP
address, Name of Station.

Delete application parameters: Port configuration and parameters, 10-
Link data storage.

Delete all stored settings

If the device is exchanging process data with the PLC, a factory reset is not
possible. The app displays PL.C communication active, factory
reset is not allowed!

To delete settings, proceed as follows:

>

A\

Open the Factory reset tab (Path: 10-Link Devices (sidebar) > 10-Link
Master (device tree) > Settings > Factory reset).

Select the option for the settings that you want to delete.
Click Delete settings and restart.
The device deletes the settings and the restarts.
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9.3.3 Extended settings

9.3.3.1 NTP settings

The Network Time Protocol (NTP) allows the synchronization of date and
time. During the device start, the device communicates with the NTP server
to obtain date and time. You can set a second IP address (NTP server).
The device uses the second NTP server, if the first NTP server does not
respond. The device uses port 123 for NTP.

Path: IO-Link Devices (sidebar) > IO-Link Master (device tree) > Extended
settings > NTP Settings

IP address of the network time protocol server

0.0.0.0

IP address of the network time protocol fallback server

0.0.0.0

Apply Clear

Figure 16: NTP settings
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9.4 Configuring the |O-Link ports

9.4.1 Information (port)

The Information tab displays port-specific information, e.g. the port
configuration. The app reads this information from the device.

Path: IO-Link Devices (sidebar) > Port (device tree) > Information

¥ Portinfo

Port mode Port class Pin2Support
OL_AUTOSTART Class A true
Pin2Configuration Max power supply Parameter identifier
Digital Input 4

Actual cycle time Baudrate Quality

64ms com2

Status

OPERATE

¥ Process data

Pin 2

false

Clear all

Event type Active state Event code Description Time

¥ Notifications

Figure 17: Information (port)

Port info

Name Description
Port mode Operating mode of 10-Link port (pin 4)

IOL_AUTOSTART: Target mode without configuration, validation: no
device check.

IOL_MANUAL: Target mode based on user defined configuration
including validation of Vendor ID, Device ID, and Revision.

DIGITAL_INPUT: Pin 4 is used as digital input.
DIGITAL_OUTPUT: Pin 4 is used as digital output.

DEACTIVATED: The port is inactive, voltage is turned off, Input and
Output Process Data are set to 0.

Port class e Class A
e Class A with port power off on support

e Class B
Pin 2 support | True: Pin 2 is supported.

False: Pin 2 is not supported.

Pin 2 I1Q behavior
configuration « Not supported
o Digital Input

Digital Output
e Power 2 - Port is Class B

e Parameter ignored (vendor-specific value)

Max power Maximum allowed current at the port
Supply
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Name

Description

Parameter
identifier

Parameter identifier (if available)

Actual cycle
time

Actual cycle time of the IO-Link Master in operate mode, unit: ms

Baudrate

e No device connected
COM1: 4.8 kBit/s

o COM2: 38.4 kBit/s

e COM3: 230.4 kBit/s

Quality

Status information of process data

0: Input and output process data is valid.

1: Input process data is not valid. Output process data is valid.
2: Input process data is valid. Output process data is not valid.
3: Input and output process data is not valid.

Status

Status of the 10-Link port

No Device: No device connected to port or no communication with
connected device.

Inactive: Port is inactive.

Port Diag: Check of revision or compatibility failed.
Preoperate: Device is ready for communication.
Operate: Device is in communication.

DI CQ: Port is in Digital Input mode.

DO CQ: Port is in Digital Output mode.

Port Power Off: The port power is off.

Not Available: The port is not available.

Table 20: Information: Port info

Process data

Status information of the pin: true or false.

Diag events

The app displays diagnostic events with three levels:

e Errors

e Warnings

¢ Notifications

Column

Description

Active state

State of event

Appears: The validity of the event starts at the time specified by the
timestamp.

Disappears: The validity of the event ended at the time specified the
timestamp.

Single shot: The events are valid only during their occurrence (used for
notifications)

Event code

Event code

Description

Description that explains the event that occurred and often provides possible
remedy

Timestamp

Date and time when the event occurred

Table 21: Event-related information
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9.4.2 Configuration (port)

This page allows you to configure a port of the 10-Link Master.

Path: 10-Link Devices (sidebar) > 10-Link wired port (device tree) >

Configuration
Cycle Time: AFAP ms
Time Base:
Multiplier:
Validation And Backup: No check
Pin2 Configuration: Digital Input
L
Port Mode: IOL_AUTOSTART
Device ID: 0x00000000
Vendor ID: 0x0000
Figure 18: Configuration
Name Description
ASAF As fast as possible
Checked: 10-Link Master and 10-Link Device communicate as fast as
possible.

Unchecked: You can set the cycle time. Alternatively, you can use time
base and multiplier and the app calculates the cycle time.

Cycle time Cycle time for the 10-Link communication

The app calculates the value for time base and multiplier after you have
entered a value. Unit: ms

Cycle time = Time base * Multiplier

Time base Time base for the cycle time
0.1 ms, 0.4 ms, or 1.6 ms

The app calculates the value for the cycle time after you have selected a
value.

Multiplier Multiplier to calculate the cycle time
1...63

The app calculates the value for the cycle time after you have selected a
value.

Validation and | Setting for the validation, backup, and restore behavior of the 10-Link
backup Master

No check: The 10-Link Master does not validate vendor ID, device ID, and
revision.

V1.0: The I0-Link Master validates whether the device supports I0-Link
specification 1.0.

V1.1: The 10-Link Master validates whether the device supports 10-Link
specification 1.1.

V1.1 backup and restore: The 10-Link Master validates whether the
device supports I0-Link specification 1.1. The 10-Link Master backups
and restores the parameters of the device.

V1.1 restore: The |0-Link Master validates whether the device supports
IO-Link specification 1.1. The 10-Link Master restores the parameters of
the device.
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Name

Description

Pin 2
configuration

Not supported: Pin 2 is not used.
Digital input: Pin 2 is used as digital input.
Digital output: Pin 2 is used as digital output.

Power 2: Pin 2 is used to provide an additional voltage supply line (Class
B ports only).

Port mode

Operating mode of 10-Link port (pin 4)
IOL_AUTOSTART: Target mode without configuration, validation: no
device check.

IOL_MANUAL: Target mode based on user defined configuration
including validation of Vendor ID, Device ID, and Revision.

DI_CQ (Pin 4): Pin 4 is used as digital input. All other elements of the port
configuration do not matter except IQ behavior.

DO_CQ (Pin 4): Pin 4 is used as digital output. All other elements of the
port configuration do not matter except 1Q behavior.

DEACTIVATED: The port is inactive, voltage is turned off, Input and
Output Process Data are set to 0.

Device ID

Device ID

The device ID serves to check whether the expected 10-Link Device is
connected. For information on the value of the device ID, see the
documentation of the sensor/actuator used.

If the value is 0, no check will take place.

Vendor ID

Vendor ID

The vendor ID serves to check whether an 10-Link Device of the expected
vendor is connected. For information on the value of the vendor ID, see
the documentation of the sensor/actuator used.

If the value is 0, no check will take place.

Table 22: Configuration (port)
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9.5 Configuring IO-Link Device

9.5.1

Information (IO-Link Device)

The Information tab display information on the 10-Link Device. The app
reads this information from the IO-Link Device.

Path: IO-Link Devices (sidebar) > IO-Link Device (device tree) >

Information

Idents

Name Description
Model Model name
Vendor Vendor name

Vendor text

Additional descriptive text

Device ID Device ID
Vendor ID Vendor ID
Product ID Vendor-specific product or type information

Product text

Additional descriptive text

Serial number

Serial number of the device

Software revision

Software revision

Application specific
tag

Tag for identification a device in a system

Vendor URL

Vendor URL

Table 23: Information: Idents

IODD

Name

Description

File

IODD file name which the app uses for this device
Click the 10DD file name to display the file content.

I0-Link revision

V1.0 or V1.1

Date

Date of the I0DD file

Model

Model name

Vendor

Vendor name

Table 24: Information: |ODD

If the app does not find an 1I0DD file for the device, the app displays the
message No matching IODD found in attachment.

A No matching IODD found in attachments.

You could search for a file in IODDfinder or upload a file manually.

(® 10DDfinder & Download

Local Storage

Figure 19: No matching 10DD found in attachment

The app offers to download the I0DD file via Internet from the IODDfinder.
Alternatively, if the IODD file is available on your computer, you can upload
the IODD file from the local storage. The IODD file is stored in the
attachments.
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The app supports the following file formats for IODD files:
e ZIP archive containing the IODD file

o XML file

e XML file with images

Description

The description is read from the 10DD file.

952 Process data

The Process data tab displays the process data of the IO-Link Device. The
app uses the 10DD file to display the names and structure of the process
data. For further details on the process data, see the documentation of the
IO-Link Device. The app displays this tab only, if the IODD file contains
information on process data.

Path: 10-Link Devices (sidebar) > IO-Link Device (device tree) > Process
data

¥ Process data, raw
Input 00000000 10110001
Output

* Process data input
Distance 11

Switch state [OUT1] Active

Figure 20: Process data (IO-Link Device)

953 Parameters

The Parameters tab allows you to read and write the parameter data of the
IO-Link Device. The app uses the IODD file to display the parameter names
and value ranges. The app displays this tab only, if the IODD file contains
information on parameters and if the user has the role operator or
administrator.

This page offers two modes:

e Direct mode: The direct mode is used to change single parameters. If a
parameter has been changed by the user, the app writes this parameter
only into the 10-Link Device.

e Block mode: The block mode is used to write all parameters into the 10-
Link Device. The I0-Link Device stores the parameters in its data
storage and notifies the 10-Link Master about “new parameter data
available”.
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Path: IO-Link Devices (sidebar) > 10-Link device (device tree) >
Parameters > Direct mode

(® Direct mode Block mede
Value Default value
¥ Switchpoint configuration
Align 30 %
dFO Oms 2000 ms 100 m 100
s
ds Oms 2000 ms @ m 0 ms
s
dr Oms 2000 ms @ m 0 me
s
* SP
Switch Paint 1 3cm 200am | 50 i 100
m
Switch Point 2 (Not used)
* SP
Switchpoint Logic Closing Contact
Figure 21: Parameters (direct mode)
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Path: IO-Link Devices (sidebar) > 10-Link device (device tree) >
Parameters > Block mode

Direct mode ®) Block mode 1, O o

L\, Value Default value

¥ Switchpoint configuration

Align 30 %
dFO 0 ms 2000 ms| 100 m 100
s
ds 0 ms 2000 ms @ m 0 ms
s
dr O ms 2000 ms 0 m 0ms
5
v Sp
Switch Point 1 2 cm 200cm | 50 c 100
m
Switch Point 2 (Not used)
v SP
Switchpoint Logic Closing Contact
Switchpoint Mode Single Point 1
Switchpoint Hysteresis (Not used)
v Process data limits
Min 5cm 5
Max 200 cm 200
¥ Setup
Laser Laser on 1
Figure 22: Parameters (block mode)
The block mode offers additional buttons.
Button Function Description
Download Download all parameters into the 10-Link Device.
J,
O Undo Undo the last change.
~ Refresh Read the parameters from the IO-Link Device.
[
Table 25: Block mode
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9.5.4 Diagnosis

The Diagnosis tab displays diagnosis information (status and events) read
from the 10-Link Device. The app displays this tab only, if the IODD file
contains diagnosis information and if the user has the role operator or

administrator.

Path: IO-Link Devices (sidebar) > IO-Link Device (device tree) > Diagnosis

Sensor Temperature
Supply Voltage

Input E1 digitised value
Input E2 digitised value
MCU Veltage

Charge Code

Error Code

Flash Erase Count
v Device Access Locks

Parameter (write) Access Lock
Data Storage Lock
Local Parameterization Lock

Local User Interface Lock

Device Reset
Restore Factory Settings

Trigger Self-Test

Figure 23: Diagnosis (status)

Value
53.7°C
238V
[ARY
124V
3.26Y
6D4A4601h
0000h

0

Execute
Execute

Execute Ik

If provided by the IODD file, the tab offers to execute device functions e.g.

device reset or restore factory settings.

If the 10-Link Device reports events, this tab also can display them.
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Path: 10-Link Devices (sidebar) > 10-Link Device (device tree) > Diagnosis

Value
Device Status Device is operating properly
Event Type Event Name Event Description
Motification Mo malfunction (0x0000)
Detailed Device Status Motification Mo malfunction (0x0000)
Motification Mo malfunction (0x0000)
MNotification Mo malfunction (0x0000)
» BitCoded_ActiveEvents
Bit 31 indicates the
. . noEv
assigned pending event
Bit 30 indicates the
noEv
assigned pending event
Bit 1 indicates the assigned
. nokEv
pending event
Bit 0 indicates the assigned
. noEv
pending event
ParaConfigFaultCollection OK, OK, OK, OK, OK, OK, OK, OK, OK, OK

Figure 24: Diagnosis (events)

Event information can provide the event type, the event name, event code,
and the event description.

955 Observation

The Observation tab displays process data which the 10-Link Device
offers for observation. The app displays this tab only, if the IODD file
contains information on observation.

Path: 10-Link Devices (sidebar) > IO-Link Device (device tree) >

Observation
Value
Distance 12
Switch state [OUT1] Active

Figure 25: Observation

The displayed process data depends on the IO-Link Device used.
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9.5.6 Generic
The Generic tab allows you to read and write parameters of an 10-Link
Device.
IO-Link Devices use objects to store parameters. Index and subindex
address an object. The IO-Link Master uses the ISDU message format
(ISDU = Indexed Service Data Unit) to read and write the objects.
Read the documentation of the used IO-Link Device for information
EEI on object indexes, subindexes, and value ranges.
The page displays:
e Read parameter
o \Write parameter
e Direct parameter page 1
Path: 10-Link Devices (sidebar) > 10-Link device (device tree) > Generic
¥ Read parameter
Data ® Hex Dec Char
Index: (Dec) Subindex: (Dec) Read
v Write parameter @
Data ® Hex Dec Char
gl
Index: (Dec) Subindex: (Dec) Write
+* Direct parameter page 1
¥ Raw data
0x0F (Application control) 00
0x07...0x0E (ldentification) 01 360001740000 00
0x00...0x06 (Communication control) 00 40 40 21 11 50 00
~ Identification parameter
Vendor ID 0x0136
Device ID 0x000174
Figure 26: Generic
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Read parameter

» Enter the Index and Subindex of the object to be read.
» Click Read.

» The app displays the data or an error message.

>

You can select the format of the displayed data: Hexadecimal (Hex),
decimal (Dec) or characters (Char).

Write parameter
» Enter the Index and Subindex of the object to be written.

» Select the data format: Hexadecimal (Hex), decimal (Dec) or characters
(Char).

» Enter the data.
» Click Write.
» The app writes the data or displays an error message.

Direct parameter page 1

Parameter page 1 contains standard parameters. The app displays raw
data and interpreted data.

The raw data contains the following information:

e Communication control, 7 bytes (byte offsets 0x00 to 0x06)
¢ Identification, 8 bytes (byte offsets 0x07 to OxOE)

e Application control, 1 byte(byte offset OxOF)

Part Parameter Description
Communication [ISDU ISDU communication channel is supported or not.
control SIO Support of switching signals in SIO mode or not.
Master cycle time | Current cycle time. Value range between 0.4 ms
and 132.8 ms.
Minimum cycle time | The minimum cycle time supported by the 10-Link
Device.
M-Sequence Supported M-Sequences in OPERATE and
capability PREOPERATE mode.
Revision ID The 10-Link Device supports 10-Link V1.0 or V1.1.
Process data input |Process data from 10-Link Device to 10-Link Master
length 0 to 16 bits

0 to 32 bytes
Process data output | Process data from 10-Link Master to IO-Link Device

length 0to 16 bits
0 to 32 bytes
|dentification |dentification Vendor ID, device ID
Application System command | Optional parameter, only for devices that does not
control support the ISDU mechanism.

Table 26: Direct parameter page 1
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Error messages

Error message Description

Index not available | The IO-Link device does not support the specified index.
For valid indexes, see documentation of the uses 10-Link Device.

Subindex not The 10-Link device does not support the specified subindex.

available For valid subindexes, see documentation of the uses 10-Link Device.

Access denied You do not have the access rights required.
Table 27: ISDU error messages

9.5.7 Events
The Events tab displays diagnostic events occurred in the 10-Link Device.
Path: 10-Link Devices (sidebar) > 10-Link device (device tree) > Events
nformation Process Data Parameters Diagnosis Generic Events Firmware update
Diag events Clear all
Event Type Active State  Event Code  Description Time
~ Errors
DISAFPEARS  Ox3101 Fuse blownfopen - Exchange fuse 6.10.2022, 13:08:53
APPEARS 0x5101 Fuse blown/open - Exchange fuse 6.10.2022, 13:06:14
¥ Warnings
0xB8CO1 Simulation active - Check operational mode 6.10.2022, 13:05:15
0xB8CO1 Simulation active - Check operational mode 6.10.2022, 13:04:53
+ Notifications
Figure 27: Events
The app displays diagnostic events with three levels:
e Errors
e Warnings
e Notifications
Column Description
Active state | State of event
Appears: The validity of the event starts at the time specified by the
timestamp.
Disappears: The validity of the event ended at the time specified the
timestamp.
Single shot: The events are valid only during their occurrence (used for
notifications)
Event code [Event code
Description |Description that explains the event that occurred and often provides possible
remedy
Timestamp | Date and time when the event occurred
Table 28: Event-related information
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10 Working with attachments

10.1 Overview

The app can store device description files for |O-Link Devices as
attachments. These attachment files are stored in an internal database.

To store a device description file of an |0-Link Device as attachment, the
following file formats are admissible: ZIP (according to the 10-Link
standard), XML (IODD), and XML (IODD) with device images.

In the sidebar, click Attachments to open the attachment page. The app
displays a table showing the available IO-Link Devices.

Y Y Y

Vendor
Device ID * Device name Article numbers -

v Vendor name Filename Revision

Figure 28: Attachments
A click on [+] expands the display to show the content of the file.

To find a specific device, apply one or more filter criteria: device name,
manufacturer (vendor), file name.

10.2 Adding an attachment

You can store device description files (* . xm1 or * . zip) for a device as an
attachment.

Click Upload in the footer of the Attachments page.
The app shows the dialog IODD Upload.

Click Upload.

The app opens the file selection dialog.

Select the file.

Click Open.

The app stores the selected file as an attachment.
Click Close.

VI3IVY IV IV

10.3 Deleting attachments

The app allows you to delete files from the internal database.

» On the Attachments page, check (on the left) one or several devices to
be deleted.

» In the footer of the attachment page, click Delete.
> The app opens a confirmation dialog.

> Click Delete.

= The app deletes the selected fileffiles.
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11 Settings

11.1 License Server

On the License Server page, you can specify the IP address or host name
(“endpoint”) of your CodeMeter license server, so that the app can retrieve
the required license. The preset broadcast address 255.255.255.255
allows the app to connect automatically to a license server running in the
same local container network. If the required license and/or license server
is not available via broadcast in the same local container network, you must
add here its reachable endpoint address. Note that the CodeMeter
standard port 22350 is implicit and does not need to be entered here.

) Note:

. You can specify more than one server endpoint here if multiple local
license servers are available, e.g. as backup servers.
The app will try to retrieve a valid license from the first server
endpoint in the list. If the first server is not available or if there is no
valid license on that server, the app will automatically try the next
one, and so forth.

not connected -

License Server Marr

Endpoints

2 Settings

192.168.20.116 Add

Address

255.255.255.255

o o o

192.168.20.116

Figure 29: License Server Endpoints

» To specify a license server, enter the IP address or the hostname of the
machine on which your license server is running in the License Server
Endpoints field, then click Add button.

2 The new endpoint is automatically saved.
If the app has so far been without a license, it now automatically tries to
connect to the new server to retrieve it.
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9 Note:

. Note that the Settings successfully updated message does not
indicate a successful license server connection. To check whether
the app did succeed in connecting to the server and retrieving its
license, you need to open the Status page and check the License
status under Container status.

11.2 OIl4 compliance

11.3 MQTT

On this page you can enable or disable Ol4 compliance. The app can
publish its Master Asset Model information (MAM topic), health state
(Health topic) and license information (License topic) to the local MQTT
message bus in compliance with the O/4 Development Guideline.

If disabled, the app does not publish Ol4 compliant topics.

If enabled, the app publishes Ol4 compliant topics. The next section
describes the settings for the MQTT broker the app has to publish the
topics.

If connected to an MQTT broker, the app publishes its Master Asset Model
information (MAM topic), health state (Health topic) and license
information (License topic) to the local MQTT message bus in compliance
with the O/4 Development Guideline. Note that this is an optional feature for
users who want to operate the app in compliance with the O/4
Development Guideline. This MQTT messaging is not required for using the
app in its core functionality, i.e. for configuring your 10-Link Masters and 10-
Link Devices.

On the MQTT page, you can configure the connection of your app to your
MQTT broker. If you intend to use a TLS-encrypted connection, you can
also upload the required key and certificates here. These files will be stored
in a container-specific location, assuring their persistence. Note that the
app by default uses the MQTT settings defined in its Container Create
Options (if deployed in the loT Edge Docker via netFIELD Portal)
respectively in its compose file/deployment manifest (if deployed on other
container runtimes). If these default settings are not available, you must
enter your custom settings here.

9 Note:

. Note the following if the app is deployed on a netFIELD OS:
If the Container Create Options or the compose file do not contain
valid MQTT settings, the app automatically uses the Default MQTT
Client settings of the netFIELD OS (which can be defined in the
Local Device Manager under General Settings > Default MQTT
Client). However, you can override the Default MQTT Client
settings of the netFIELD OS here on this page for the app.
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» If you want to change the current MQTT settings for your app, select the
Override current settings option and enter your custom MQTT
settings in the configuration fields that are now enabled:

not connected

License Server MQTT

Override current settings

& Attachments

Settings Encrypted communication (TLS/SSL)
H Status
Broker URIs  t... 1883
t... mosquitto 1883 (O
t localhost 1883 O
Username
Password B
Keepalive gp seconds

interval

C9r1rwect 300 seconds
timeout
Verify server certificate
O (ffermztiT License status MQTT connection status
Figure 30: MQTT Client Settings
Element Description
Override current | Select this option if you want to customize your MQTT settings.
settings If no valid presets can be found, this slide control is automatically set to
Override.
Encrypted Select this option if you want to use TLS/SSL encryption for creating a
communication secure connection to the MQTT broker. The entries in the dropdown-list
(TLS/SSL) for the protocol are context-sensitive and change accordingly.
You can upload the corresponding key and certificate files in the fields
further down below.
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Element Description
Broker URIs Define here the server URI(s) of the MQTT broker(s) in the format
<protocol>://<host>:<port>.;
eg.tcp://192.168.10.11:1883
Note: You can specify more than one server for redundancy.
When multiple server URIs are specified, the client will first try to
connect to the first server in the list, if this fails to the second, and so
on.
If a server connection has been successfully established, only this
connection will be used. The client will not open multiple connections to
multiple servers simultaneously.
The MQTT client supports the following protocols:
e TCP
— MQTT (translates to TCP)
- TCP
— WS (WebSocket)
e Encrypted
- MQTTS
- SSL
— WSS (secure WebSocket over HTTPS)
+ After having entered the URI, click this button to
add a new broker URI
| Click this button to delete an existing server URI
Username Enter here the user name for authentication at the MQTT broker (if
required by the MQTTT broker).
Note that the netFIELD App MQTT Broker deployed from the netFIELD
Portal does not require login authentication.
Password Enter here the password for authentication at the MQTT broker (if

required by the MQTTT broker).
Note that the netFIELD App MQTT Broker deployed from the netFIELD
Portal does not require login authentication.

Keep alive interval

Defines the maximum length of time in seconds that the broker and the
app may not communicate with each other.

Connect timeout

Defines the maximum length of time in seconds that is allowed for
completing the connection process.

Client key file

If you are using TLS/SSL: Click the L button to upload the private key
(in PEM format) that the integrated MQTT client of the app shall use.

Client certificate
file

If you are using TLS/SSL: Click the L putton to upload the certificate
(in PEM format) that the integrated MQTT client of the app shall use.

Verify server

If you are using TLS/SSL: Select this option if the app shall verify the

certificate certificate of the MQTT broker against the Server CA certificate file.
Note that if this option is disabled, the app will also accept invalid
certificates from the MQTT broker (not recommended).

Server CA

certificate file

If you are using TLS/SSL: Click the L putton to upload the file
containing the certificates (in PEM format) of the trusted Certificate
Authorities for the server certificate.

Apply

Click this button to save and apply your new MQTT Settings

License status

Indicates whether the app is connected to a license server and is
running with a valid license.

Green dot: OK

Red dot: Failure

MQTT connection
status

Indicates whether the app is connected to an MQTT broker:

® Successfully connected
® railure

Table 29: MQTT Settings
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» Click Apply button.
 The app automatically restarts with the new MQTT settings.

» Wait for a few seconds, then check the MQTT connection status
indicator in the footer if the new settings were successfully applied,
resulting in an MQTT broker connection.

You can also check this on the Status page.
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12 Status

The Status page shows information about workload caused by the app (i.e.
its container), its license state and the state of its connection to the MQTT

broker.

B status

@ Information

v Container status

Current CPU workload: 218 %
Current RAM workload: 118/1957 MB

License status: License is valid

~ MQITT status

Connected to broker: tcp;//mosquitto:1883

Reconnection trials after connection loss: 0

Figure 31: Status page
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13 Technical data

Category Parameter Value
Product Product name NFA-IOC-OTP
Part number 1917.062
Description netFIELD App IO-Link Configurator
Software type Container
Repository https://hub.docker.com/r/hilscherautomation/
netfield-app-io-link-configurator
Hardware Processor x64, ARM32, ARM64

requirements

architecture

Container size

350 MB, unpacked

Memory Minimum 200 MByte
requirements
Data interface Ethernet

Software Operating system Linux

requirements

Container runtime
environment

Required, e.g. Docker

Runtime properties

Communication
protocols

OPC UA Client, DHCP, DCP, ICMP

Supported [O-Link
masters

Masters that support OPC UA 10-Link
companion specifications

Licensing

Container protection

CodeMeter licensing technology

Product activation

License key

License server

Required for license storage and retrieval
(Windows or container)

Billing model

One-time payment

Table 30: Technical data NFA-IOC-OTP
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14 Installing CodeMeter and activating container license

For users who are not using the netFIELD App License Server and are not
familiar with the CodeMeter licensing technology from Wibu, this section
describes how to setup a CodeMeter server in your local network and
activate your netFIELD App container license key.

The CodeMeter User Runtime for Windows is used as an example of a
CodeMeter server here.

1. Download license server from Wibu-Systems.

» Go to the CodeMeter User Software page
https://www.wibu.com/us/support/user/downloads-user-software.html

> Under CodeMeter User Download, download the CodeMeter User
Runtime according to the operating system of the server/machine/PC
on which you want to install your license server, e.g. CodeMeter User
Runtime for Windows:

(¢} O 8 &2 hitps//wwwwibu. s user/downloads-user-sof html w N @ =

SOLUTIONS ¥  PRODUCTS v INDUSTRIES ¥ SERVICES ¥  SUPPORT & DOWNLOADS v RESOURCES ¥ PARTNERS ¥ COMPANY v
SYSTEMS

CodeMeter User Download

Cod User ime for Wind -
Version 7.51] 202 ilanguage v download & (5541 s -

Current selectio 64-8it . -
CodeMeter User Runtime for OS X, macOS 2
Version 7.51] 2022-09-02 | multilanguage v download & (63 10 s, ‘—
Current selection: macOS > 10.15 Mac
As of version 7.10, CodeMeter Runtime no longer contains a Kernel Extension (kext). f you

use a CmDongle, it is recommended to check the communication mode prior to upgrading.
If your CmDongle is already configured as HID, nothing has to be changed. Otherwise
please contact support to learn how to reconfigure your CmDongle before upgrading.
To check please:

Open a terminal (“emd” + “Space”)

- Run @
for Linux
¥ download & (30.36 M8) -
ge )

- Check the

ine *Cor

m

CodeMeter User Runti
Version 7.51 | 2022-09-02 | mult

Current selection: Linux 64

Public GPG Key

Version RSA 4096 | SHA 256 | HASH: 4B450233D72CB427D0E779395FCB7AB40CC62A25 | multilanguage v
@ Current selection: GG Public Key

Figure 32: CodeMeter runtime download

2. Install the CodeMeter runtime on your server/machine/PC.

> Install the license server via the downloaded CodeMeterRuntime.exe
installer.
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» In the Custom Setup dialog of the setup wizard, make sure that the
Network Server option is enabled:

ﬁ] CodeMeter Runtime Kit v7.51 Setup - X
‘Custom Setup
Select the way you want features to be installed.
Click the icons in the tree below to change the way features will be installed.
=~ E21] CodeMeter Runtime kit CodeMeter licenses can be used from other
Metwork Server| « computers. Port 22350 is used for TCP
=) -] WibuShellExtension communication and entered into the

......... =3~| User Help Windows firewall.
=3~ | Automatic server search

......... X ~| Remote access to WebAt This feature requires 1KB on your hard
drive.

Browse...

Reset Disk Usage Back Cancel

Figure 33: Enable network server option

2 After installation, you will find the CodeMeter Control Center in the
Windows taskbar:

Mo CmContainer connected

Lo

: 12:58 PM
~, ]2 3
= e 11/21/2022 ES

Figure 34: Installed CodeMeter server in taskbar

3. Obtain netFIELD App container license.

» Contact your local Hilscher sales representative (www.hilscher.com/

company/offices) to obtain a license ticket for your netFIELD App
container.

> After purchasing the license, you will receive a license ticket in the form
of an URL.

4. Activate license ticket.

» Open the link using a web browser on the server/machine/PC where the
previously installed license server is running.
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2 The link leads you to a Wibu-Systems Available Licenses web page:

English

My Licenses Auto Update

Available Licenses

To activate your licenses:
1. Select the licenses you want to activate.

2. Select the locally connected CmContainer to which you want to transfer the licenses.
3. Click "Activate Selected Licenses Now".

v Name Activated On CmContainer Status
netFIELD App |0-Link Configurator - Available

Select CmContainer
Get CmContainer automatically v

Activate Selected Licenses Now File-based license transfer

Kl My Licenses

© WIBU-SYSTEMS AG

Legal Notice | CodeMeter License Central WebDepot v19.07.210.500.ws

Figure 35: Activate license web page

» Make sure that your netFIELD App container (in this example the
netFIELD App 10-Link Configurator is selected (check-marked), then
click Activate Selected Licenses Now button.

2 The License key is now automatically downloaded, imported and
activated in your local CodeMeter license server.

5. Check activation of license (optional).

» To check your license, open the CodeMeter Control Center in the
Windows taskbar:

Y
1 CmCaontainer connected

-

323 PM E
11/21/2022 1
Figure 36: Open CodeMeter Control Center

A T Q) ENG
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» In the CodeMeter Control Center, you can also open the WebAdmin
web interface for more details.

(& CodeMeter Control Center - O X
File Process View Help

License Events

I Hilscher License Contain
130-708024165

Name: Hilscher License Container

Serial: 130-708024165

Version: CmActlicense 3.00

Status: @ License activated

License Update  Remove Licenss

CodeMeter service is running. » Webadmin

Figure 37: CodeMeter Control Center

» In the WebAdmin web interface, open Container tab > Hilscher
License Container > Licenses to display information on the license:

CodeMeter WebAdmin C

SYSTEMS

Dashboard [EeNIETLIIEN License Monitoring v Diagnosis v Configuration v Info

B Al Container - Hilscher License Container (130-191233235) ® © = engishus) -
C Hilscher License Container 130-191233235 CmActLicense/UFC 3.00 .
= A Licenses CmContainer Info User Data

~ 6001284  Hilscher Gesellschaft fuer Systemautomation mbH

Product Code Name Unit Counter Valid Until License Quantity Feature Map
1917¢ © netFIELD App 10-Link Configurator - One-time payment license fee n/a nla 1 nfa

Current Server: localhost (127.0.0.1) % i WebAdmin Version: 7.51

Figure 38: Licenses in WebAdmin

» Click on the Product Code to open the Product Item Details page,
where you can find further details, like e.g. the Maintenance Period.

C Hilscher License Container 130-191233235 CmActLicense/UFC 3.00 [ ]

— A Licenses CmContainer Info User Data

A 6001284  Hilscher Gesellschaft fuer Systemautomation mbH
Product Code Name Unit Counter Valid Until License Quantity Feature Map
ﬁ 1917¢ netFIELD App IO-Link Configurator - One-time payment license fee nfa n/a 1 n/a

Figure 39: Click on Product Code
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» The Maintenance Period on the Product Item Details page tells you
for how long you can receive free updates for the app:

Product Item Details
Product Item 6000010:1917057 of CmContainer "Hilscher License Container" (130-191233235)
Product Item Options Size (Bytes) Dependencies Value
Text 56 netFIELD App 10-Link Configurator - One-time payment license fee
License Quantity 4 data, serial, counter 1
" N Start: 2000-01-01 01:00:00
Maintenance Period 8 data, serial, counter End: 2023-10-17 13-25:43
Extended Protected Data #136 16 data, serial, counter 0x6¢ 0x63 0x64 0x63 0x00 0x01 0x51 0x0b 0x00 0x00 0x00 0x00 O

x00 0x00 0x01 0x00

Figure 40: Product Item Details

6. Configure the CodeMeter license server endpoint in the netFIELD App
container.

» To configure the CodeMeter license server endpoint in your container,
select Settings > License Server in the container’s configuration web
ul:

not connected

License Server Marr
Endpoints
192.168.20.116 Add
Address a
255.255.255.255 o
192.168.20.116 o

Figure 41: License Server screen

» In the Endpoints field of the License Server page, enter the host name
or the IP address of the server/machine/PC where the license server is
running.
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9 Note:

. Note that the required host name and IP address are displayed on
the Dashboard tab of the CodeMeter WebAdmin web interface for
reference:

CodeMeter WebAdmin

SYSTEMS

Dashboard Container ~  License Monitoring ¥~  Diagnosis v  Configuration ~  Info

ﬁ Dashboard
Current Server: h
IP address: h
Operating System:  Windows 10
Server Startup: 2022-11-14 11:43:02
Server Version: Version 7.51 of 25. August 2022 (Build 5429)
Runtime Version: 7.51

» After clicking the Add button on the License Server page, your
netFIELD App container immediately tries to connect to the server and
retrieve its license.

7. Check the license state on the Status page.

> You can check the license state under Container status on the Status
page:

not connected

v Container status

P Current CPU workload: 42.2 %
& Attachments

Current RAM workload: 50.3 %
ttings
e License status: License is valid h
B Status

~ MQTT status

Connected to broker: tcp://mosquitto:1883

Reconnection trials after connection loss: 9

@ Information

Figure 42: Check license status
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15 Legal notes

Terms and conditions

Please read the terms and conditions under
https://www.netfield.io/termsOfUse.

Copyright
© Hilscher Gesellschaft fir Systemautomation mbH
All rights reserved.

The images, photographs and texts in the accompanying materials (in the
form of a user's manual, operator's manual, Statement of Work document
and all other document types, support texts, documentation, etc.) are
protected by German and international copyright and by international trade
and protective provisions. Without the prior written consent, you do not
have permission to duplicate them either in full or in part using technical or
mechanical methods (print, photocopy or any other method), to edit them
using electronic systems or to transfer them. You are not permitted to make
changes to copyright notices, markings, trademarks or ownership
declarations. lllustrations are provided without taking the patent situation
into account. Any company names and product designations provided in
this document may be brands or trademarks by the corresponding owner
and may be protected under trademark, brand or patent law. Any form of
further use shall require the express consent from the relevant owner of the
rights.

Important notes

Utmost care wasl/is given in the preparation of the documentation at hand
consisting of a user's manual, operating manual and any other document
type and accompanying texts. However, errors cannot be ruled out.
Therefore, we cannot assume any guarantee or legal responsibility for
erroneous information or liability of any kind. You are hereby made aware
that descriptions found in the user's manual, the accompanying texts and
the documentation neither represent a guarantee nor any indication on
proper use as stipulated in the agreement or a promised attribute. It cannot
be ruled out that the user's manual, the accompanying texts and the
documentation do not completely match the described attributes, standards
or any other data for the delivered product. A warranty or guarantee with
respect to the correctness or accuracy of the information is not assumed.

We reserve the right to modify our products and the specifications for such
as well as the corresponding documentation in the form of a user's manual,
operating manual and/or any other document types and accompanying
texts at any time and without notice without being required to notify of said
modification. Changes shall be taken into account in future manuals and do
not represent an obligation of any kind, in particular there shall be no right
to have delivered documents revised. The manual delivered with the
product shall apply.

Under no circumstances shall Hilscher Gesellschaft fiir Systemautomation
mbH be liable for direct, indirect, ancillary or subsequent damage, or for
any loss of income, which may arise after use of the information contained
herein.
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Liability disclaimer

The hardware and/or software was created and tested by Hilscher
Gesellschaft fur Systemautomation mbH with utmost care and is made
available as is. No warranty can be assumed for the performance or
flawlessness of the hardware and/or software under all application
conditions and scenarios and the work results achieved by the user when
using the hardware and/or software. Liability for any damage that may have
occurred as a result of using the hardware and/or software or the
corresponding documents shall be limited to an event involving willful intent
or a grossly negligent violation of a fundamental contractual obligation.
However, the right to assert damages due to a violation of a fundamental
contractual obligation shall be limited to contract-typical foreseeable
damage.

It is hereby expressly agreed upon in particular that any use or utilization of
the hardware and/or software in connection with

e Flight control systems in aviation and aerospace;

e Nuclear fission processes in nuclear power plants;

¢ Medical devices used for life support and

e Vehicle control systems used in passenger transport

shall be excluded. Use of the hardware and/or software in any of the
following areas is strictly prohibited:

e For military purposes or in weaponry;

e For designing, engineering, maintaining or operating nuclear systems;

¢ Inflight safety systems, aviation and flight telecommunications systems;
¢ In life-support systems;

¢ |In systems in which any malfunction in the hardware and/or software
may result in physical injuries or fatalities.

You are hereby made aware that the hardware and/or software was not
created for use in hazardous environments, which require fail-safe control
mechanisms. Use of the hardware and/or software in this kind of
environment shall be at your own risk; any liability for damage or loss due
to impermissible use shall be excluded.
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Warranty

Hilscher Gesellschaft fir Systemautomation mbH hereby guarantees that
the software shall run without errors in accordance with the requirements
listed in the specifications and that there were no defects on the date of
acceptance. The warranty period shall be 12 months commencing as of the
date of acceptance or purchase (with express declaration or implied, by
customer's conclusive behavior, e.g. putting into operation permanently).

The warranty obligation for equipment (hardware) we produce is 36
months, calculated as of the date of delivery ex works. The aforementioned
provisions shall not apply if longer warranty periods are mandatory by law
pursuant to Section 438 (1.2) BGB, Section 479 (1) BGB and Section 634a
(1) BGB [Blrgerliches Gesetzbuch; German Civil Code] If, despite of all
due care taken, the delivered product should have a defect, which already
existed at the time of the transfer of risk, it shall be at our discretion to
either repair the product or to deliver a replacement product, subject to
timely notification of defect.

The warranty obligation shall not apply if the notification of defect is not
asserted promptly, if the purchaser or third party has tampered with the
products, if the defect is the result of natural wear, was caused by
unfavorable operating conditions or is due to violations against our
operating regulations or against rules of good electrical engineering
practice, or if our request to return the defective object is not promptly
complied with.

Costs of support, maintenance, customization and product care

Please be advised that any subsequent improvement shall only be free of
charge if a defect is found. Any form of technical support, maintenance and
customization is not a warranty service, but instead shall be charged extra.

Additional guarantees

Although the hardware and software was developed and tested in-depth
with greatest care, Hilscher Gesellschaft fir Systemautomation mbH shall
not assume any guarantee for the suitability thereof for any purpose that
was not confirmed in writing. No guarantee can be granted whereby the
hardware and software satisfies your requirements, or the use of the
hardware and/or software is uninterruptable or the hardware and/or
software is fault-free.

It cannot be guaranteed that patents and/or ownership privileges have not
been infringed upon or violated or that the products are free from third-party
influence. No additional guarantees or promises shall be made as to
whether the product is market current, free from deficiency in title, or can be
integrated or is usable for specific purposes, unless such guarantees or
promises are required under existing law and cannot be restricted.
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Confidentiality

The customer hereby expressly acknowledges that this document contains
trade secrets, information protected by copyright and other patent and
ownership privileges as well as any related rights of Hilscher Gesellschaft
fur Systemautomation mbH. The customer agrees to treat as confidential all
of the information made available to customer by Hilscher Gesellschaft fur
Systemautomation mbH and rights, which were disclosed by Hilscher
Gesellschaft fur Systemautomation mbH and that were made accessible as
well as the terms and conditions of this agreement itself.

The parties hereby agree to one another that the information that each
party receives from the other party respectively is and shall remain the
intellectual property of said other party, unless provided for otherwise in a
contractual agreement.

The customer must not allow any third party to become knowledgeable of
this expertise and shall only provide knowledge thereof to authorized users
as appropriate and necessary. Companies associated with the customer
shall not be deemed third parties. The customer must obligate authorized
users to confidentiality. The customer should only use the confidential
information in connection with the performances specified in this
agreement.

The customer must not use this confidential information to his own
advantage or for his own purposes or rather to the advantage or for the
purpose of a third party, nor must it be used for commercial purposes and
this confidential information must only be used to the extent provided for in
this agreement or otherwise to the extent as expressly authorized by the
disclosing party in written form. The customer has the right, subject to the
obligation to confidentiality, to disclose the terms and conditions of this
agreement directly to his legal and financial consultants as would be
required for the customer's normal business operation.

Export provisions

The delivered product (including technical data) is subject to the legal
export and/or import laws as well as any associated regulations of various
countries, especially such laws applicable in Germany and in the United
States. The products / hardware / software must not be exported into such
countries for which export is prohibited under US American export control
laws and its supplementary provisions. You hereby agree to strictly follow
the regulations and to yourself be responsible for observing them. You are
hereby made aware that you may be required to obtain governmental
approval to export, reexport or import the product.
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