:‘- niLscner

1.0.0

Operating instructions manual

netFIELD App PROFINET Device

DOC24110101EN | Revision 1| English | Released | Public

empowering communication



:-. Table of Contents 2/32

Table of Contents

LIS LR oo [T T o OSSPSR 3
B I B ToE Yo g o oY T o i 4 aT=N oToT ¥ =T Y €= O SRSO S R ST 3
O IRy e AV 11T o T OSSPSR 3
1.3 Conventions iN thiS AOCUMENT ..o e s e e e e e A e £ e £E e e e A e e e £ e e eE£8 SR e ae e e e eEeAeReReRe e e e e e e e b enene e e en e nrnneneas 3

B 1Y o 1= OO 4
P2t T T T e F=T Yo T o o o OSSR RS T SP 4
P2 1Yo U] =Y 4 =T o (ST 5

D2 I V1Y o' o YOS O SRS 5
2.2.2 MQTT broker ... ettt e e nan et 5
2.2.3 Licensing and limitations.. s 5

BT o T OO STS S PTTO TR 7
4, Start parameters Of the CONTAINET ... et E et e e g e R e s Re e se e e b e Rt ne e e b e Re e ae e e se e e e aennnns 8
LT o3 7 T o PO 9
(S 00Ty T U 2 1 o o O PSTSPSRPTTTPSTRRE 10
LG 1o T 1o O 10
LIS - 1 =TT =YY o OSSPSR 10
6.2.1 GSDIVIL dEVICE CONTIGUIATION ....uueeiirisiccecces st s e R R e e e ARS8 R e R AR AR e e R e R R e ne s em s nen s 11
LCTRC I (@ 2 @7 T oo U =14 T o PRSPPSO
(SRS N I OoT ot e [W g a e IS TTe LaE-T iyt o doTel= o U] = OO
6.3.2 Configured I/0 submodules
6.3.3 Data types for signals.......ccevrereneunee
6.4 Publication and subscription of signals
LS I U o [ TeT=Y 4] o 1= OO RR
(OB U o =TT o 41 1= OSSOSOt
L SIS T= 41 o T T
6.5.1 MQTT ClENt SEHINGS .ttt bbb E e E RS bbb b b e
B.5.2 LICENSE SEIVET .ttt ettt e et se s be e ae et e e £ e b e s e ae e e e b e b e Ae s e e e £ e e eEeAe e e £ eE e A e A e ae e e e HE e A AeAe e e e eEeEeAe At At et eEeEeAeae sttt et esebebeae et et et nbanens
S £ TS - | TSSOSO
£SO Y 01 =1 0 U= g 0 e g 4 F=1 () o OSSR
LS T oY o oYL= I - - OSSR
L TR o o =T T OO
10.1 CodeMeter LICENSE TECINOIOGY - .uiuiuiirieererseueueueieereeseseseseeseses s s sese e e e e ae e e e sesesaeae e e e aeseeeeaeae e e aEee e 8 eReRe s e e e eE e A eEeReRe e e nenEeEeRenene e e nenanaeneaeanas
10.1.1 CodeMeter and Hilscher
F Y o o= aTo [t @o oY 4= T oY B 153 4T OSSPSR TSSO
LI T IRy o =1 o) =Y OO RO
BB IR o e TU =Y OSSP ST PSSP
F Y o] oT=T aTo [ = = I o) =R
F Y] 01T T [ Q@ @10 o 1 ¢ o £ OSSPSR

netFIELD App PROFINET Device www.hilscher.com
DOC2411010MEN | Revision 1| English | Released | Public | 2024-12 © Hilscher 2024



:-. 1 Introduction 3/32

1 Introduction

1.1 Description of the contents

This document describes the netFIELD App PROFINET Device from Hilscher. The netFIELD App PROFINET Device
application container enables host devices with a container engine to function as a PROFINET |I0-Device and making the
exchanged I/0 process data accessible on an MQTT message bus.

The application and related documentation are available on the netFIELD App PROFINET Device page.

1.2 List of revisions

Index Date Author Revision
1 2024-12-04 NAM Document created

Table 1. List of revisions

1.3 Conventions in this document
Notes, operation instructions and results of operation steps are marked as follows:
Notes

IMPORTANT | <important note>
NOTE | <simple note>

TIP | <note, where to find further information>

User instructions

User instructions in documents have the following structure:
Condition

1. Step 1
a. Further step
2. Step 2

- Intermediate result

3. Stepn

= Result

netFIELD App PROFINET Device www.hilscher.com
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2 Overview

2.1 Brief description

The platform-independent container, netFIELD App PROFINET Device, allows host devices with netX network controller
support, such as edge gateways, to exchange cyclic input and output process data with a PROFINET controller in real-
time, while providing user applications access to the data through an MQTT message bus.

The PROFINET IO configuration is based on a GSDML file uploaded by the user. This file defines the available |0 modules
the app can represent on PROFINET, as well as PROFINET-specific parameters such as DevicelD, VendorID,
VendorName, and others. The final PROFINET 10 data exchanged with the controller is configured by the user through
the app’s integrated Ul. The maximum amount of PROFINET IO process data that can be transmitted forth and back is
1436 bytes in each data direction.

For MQTT communication, the app functions as an MQTT client, converting the PROFINET data in two MQTT topics it is
publishing data to and subscribing data for, while en-/decoding the data JSON formatted in the topics payload. The data
is published to an MQTT broker whenever a change is detected in the PROFINET outputs, and for subscriptions, the
inputs are updated in the next PROFINET cycle if data updates are published by the broker.

The app is ideal for upgrading PROFINET network-equipped systems with lloT or smart services by utilizing the field and
control data from the PROFINET controller. This enables valuable insights into real-time physical processes, allowing for
quicker responses in predictive maintenance scenarios and boosting productivity through enhanced decision-making
with real-time data tracking and monitoring.

PROFINET
netx
oOT FPROFINET I0-Device
_ — — Ul —_— =
MQTT Client
IF interface
MQTT Broker
Figure 1. PROFINET device topology
netFIELD App PROFINET Device www.hilscher.com
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2.2 Requirements

Hardware requirements

The following hardware requirements apply for netFIELD App PROFINET Device application container:
B Host system with the following characteristics:
B ARMG64, AMD64 CPU architecture based Linux OS
B netX "cifX Device Driver" included in the Linux OS kernel
B Active container engine
B Physical netX controller interface such as cifX, comX or plain netX chip with PROFINET I0-Device firmware

Software requirements

The application requires an MQTT Broker in a reachable network to which the app can publish the data from the
connected devices.

2.2.1 Memory

The application requires approximately 200 MB of memory.

2.2.2 MQTT broker

The netFIELD App PROFINET Device container publishes or subscribes to the acquired data via MQTT and thus requires
an MQTT broker for operation. The MQTT broker can run locally on the same host or on a remote host device in your local
IT network.

2.2.3 Licensing and limitations

The application can be used without a license for 30 minutes. After this time has elapsed the following limitations are

applied:
The last sampled values are retained indefinitely. Publishing stops.

2.2.3.1 Licensed operation

A license is required to use the full functionality of the app. Hilscher uses the CodeMeter licensing technology from Wibu-
Systems. If you are not already a user of the CodeMeter ecosystem, you have two options for running a license server:

1. netFIELD App License Server container

You can use the free-of-charge netFIELD App License Server container from Hilscher, which can be pulled from
https://hub.docker.com/r/hilscherautomation/netfield-app-license-server.

2. CodeMeter license server (CodeMeter User Runtime)

Alternatively, you can download the CodeMeter User Runtime from Wibu-Systems under https://www.wibu.com/us/
support/user/ downloads-user-software.html and install it on a local server/machine/ PC that can be reached by the

application via TCP/IP connection.
Note that for you as an end-user, the CodeMeter technology is free-of-charge, you only have to pay for the application
license from Hilscher.

For either option you will need to activate a CodeMeter license ticket in the respective license server. For purchasing the
license ticket, please contact your Hilscher sales representative.

Floating license

The provided license is a "floating” license, which means that it is not bound to an individual instance of the app running
on a particular device. Whichever instance of the app "grabs" the license from the CodeMeter server first, can use it until
the instance itself closes the connection to the server again (either by the application container being shut down
altogether or by deleting the corresponding license server endpoint on the License Server Settings page of the app).
Other instances of the container (e.g. a container running on another device) can then "take over" the "freed" license by
simply connecting to the corresponding license server.

netFIELD App PROFINET Device www.hilscher.com
DOC2411010MEN | Revision 1| English | Released | Public | 2024-12 © Hilscher 2024
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Maintenance period

The provided license is a "one-time payment license", meaning that you can use the container license without time
restriction, once you have paid the license fee. The maintenance period, in which you are entitled to deploy software
updates of the container, is one year. After this period, you can still use your last deployed container version indefinitely;
however, for using higher container versions, you will have to acquire a new or updated license.

netFIELD App PROFINET Device www.hilscher.com
DOC2411010MEN | Revision 1| English | Released | Public | 2024-12 © Hilscher 2024
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3 Use case

The app operates on a host device, such as an edge gateway, equipped with an Industrial Ethernet interface (e.g., netX,

cifX, comX)

Key facts

B The app’s host is physically connected to an active PROFINET network through the OT Ethernet ports of the netX

network controller.

B The data exchanged with the PROFINET controller is made available through MQTT messages as the user interface.
B Operating as an MQTT client, the app is compatible with any MQTT broker that acts as a central hub for user data.

B The MQTT broker can either run locally on the app’s host or externally, accessible via an IT network.
B One or more MQTT clients can access the PROFINET process data through the central MQTT broker.

PROFINET
10-Controller (PLC)

App host

(e.g. Edge gateway)

Lt |

any PROFINET
10-Device

Figure 2. netFIELD App PROFINET Device Use case
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4 Start parameters of the container

Start-up parameters, compose files and instructions on how to deploy the container with container runtimes are provided
in the Hilscher Knowledge base:

B Go to the netFIELD App PROFINET Device page

B On the netFIELD App PROFINET Device page, click on the link under Current release.

B On the current release page, you will find the start-up parameters and links to the compose files for the different uses
cases under the Release Notes.

B Please use the compose files as a reference to adapt to your respective runtime environment.

netFIELD App PROFINET Device www.hilscher.com
DOC2411010MEN | Revision 1| English | Released | Public | 2024-12 © Hilscher 2024
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5 Quickstart

This list shows an overview of the steps to complete to deploy the netFIELD App PROFINET Device container.

1. Activate license
a. Licensing and limitations
2. Deploy container
a. Deploy from netFIELD Portal (requires subscription) or
b. Deploy with the Start parameters of the container
3. Login to web GUI
a. — On a device supporting netFIELD OS

Login
b. - Other OCI runtime
Hilscher Knowledge Base:

How do | expose Web Ul’s of netFIELD App containers in a secure way when running on hosts that are not
supporting netFIELD OS (e.g.using nginx)?

Configure License server

Optional: Update GSDML device configuration to suit your requirements

Configure |0 Configuration

Configure Publications

Configure Subscriptions

Optional: Reconfigure MQTT connection MQTT client settings

10. Connect to MQTT broker with a third party MQTT client or application (e.g. MQTT Explorer) to consume the sensor
data.

© 0o N o P
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6 Configuration

6.1 Login

The netFIELD App PROFINET Device container provides a configuration web GUI that can be accessed via port 80 of the
container. Note that you have to make sure that this port can be accessed from the outside via web browser. We
recommend you to use a reverse proxy or AP| gateway with HTTPS and authentication support for this. For testing
purposes, you can temporarily expose the port, e.g. via Docker port expose.

NOTE | If the container is deployed on a host with support for the netFIELD Operating System (netFIELD OS),

the configuration web GUI is automatically plugged-into the Local Device Manager of the netFIELD OS,
where it can be accessed via the netFIELD App PROFINET Device entry (1) in the navigation panel (side
bar) of the Local Device Manager.

NOTE | Note that it might take a few minutes after deployment before the netFIELD App PROFINET Device

6.2 Start screen

IE' NTO002A233E553

General Settings

Standard Docker

1T Edge Docker

Accounts

Certificate

Terminal

Operating System

Logs

Services

netFIELD App EtherCAT Tap

netFIELD App Edge Monitor

netFIELD App I0-Link Canfigurator

netFIELD App License Server

netFIELD App MQTT to OPC UA
Converter

netFIELD App OPC UA I0-Link
Adapter

netFIELD App OPC UA to MQTT
Converter

netFIELD App Platform Connector

netFIELD App PROFINET Device

entry becomes visible in the navigation panel. You may also have to reload the web page in your
browser by pressing F5 on your keyboard.

h net:‘ EL D oGSDML 1/Q configuration Publications Subscriptions Settings Status Container information

Product family lam PNS Vendorname: Hilscher Gesellschaft fiir Syster ion mbH

Device identity: PROFINET IO-Device PCI extension card. DNS compatible name: cifxrepns @
o= =
v PROFINET GSDML-V2.43-HILSCHER-CIFX RE PNS-20230901.xml

<?xml version="1.8" encoding="utf-8"?»

¥ ¢I5015745Profile xmlns="http://www.profibus.com/GSDML/208@3/11/DeviceProfile” xmlns:xsi="http://www.w3.org/2001/XMLSchena-instance”

xsi:schemalocation="http://www.profibus.com/GSDML/2883/11/DeviceProfile ..\xsd\GSDML-DeviceProfile-V2.43.xsd">
¥ <ProfileHeader>
¥ <Profileldentification>PROFINET Device Profile</Profileldentification>
¥ <ProfileRevision>1.e@</ProfileRevision>
¥ <ProfileName>Device Profile for PROFINET Devices</PrafileName>
¥ <ProfileSource>PROFIBUS Nutzerorganisation e. V. (PNO)</ProfileSource>
¥ <profileClassID>Device</ProfileClassID>
¥ <I15015745Reference>
P <I5015745Part>. .. </IS015745Part>
¥ <15015745Edition>. .. ¢/IS015745Edition>
P <ProfileTechnology>. ..</ProfileTechnology>
</IS015745Reference>
</ProfileHeader>
¥ <ProfileBody>
¥ <DeviceIdentity DeviceID="0x0163" VendorID="8x011E">
¥ <InfoText ... />
P <vendoriame ... />
</Deviceldentity>
¥ <DeviceFunction>
P <Family ... />
</DeviceFunction> o
¥ <ApplicationProcess> e e e

Configuration @ License @ MQTT connection @@ PROFINET Device @

Figure 3. Application overview

You can navigate through the configuration options by selecting an item in the toolbar (2). The main screen shows the
controls (3) and overview for the GSDML description (4).

The current status of the deployed configuration (5) is displayed in the status bar on the bottom. There you will also find
information on the application license (6), MQTT connection status (7), and the connection to the PROFINET device (8) is
displayed on the status bar on the bottom.

Error or confirmation messages will be displayed as pop-up modals above the PROFINET status in the bottom right

corner.

NOTE | PROFINET Name of Station

In the factory setting of the edge gateway the PROFINET device name (Name of station) is an empty
string as prescribed by the PROFINET specification. You must assign the PROFINET device name with
with a PROFINET controller’s engineering tool over the PROFINET network using the DCP protocol.

netFIELD App PROFINET Device
DOC24110101EN | Revision 1| English | Released | Public | 2024-12

www.hilscher.com
© Hilscher 2024
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Item Description
Upload a new GSDML file or archive containing product image and GSDML. The uploaded GSDML file
L Up|DEE| must be based on the built-in default GSDML file: PROFINET GSDML-V2.43-HILSCHER-CIFX RE PNS-20230901.xml
! Downloads the current GSDML file including a product image as a ZIP archive. This GSDML file is used to
- Download configure the PROFINET 10-Controller.
T Reset the current GSDML file to the built-in default.
i Reset

Table 2. Controls on the Overview page

6.2.1 GSDML device configuration

For PROFINET, it is essential to configure a PROFINET controller and the corresponding device. The exchange data is
defined in a device description file known as GSDML. This file must be uploaded to both the controller and the device.
Since the app represents a PROFINET |O-Device on PROFINET, a GSDML file is provided along with the app by default.
It can be downloaded to configure the PROFINET controller.

You can also download this GSDML file and customize it to fit your needs by modifying parameters such as the VendorID,
DevicelD, or manufacturer information and upload it to the app again.

The data exchange modules are separately configured in the PROFINET controller. Make sure to configure the modules
identically in the PROFINET controller and the app.

:—. net’:‘ ELD GSDML 1/0 configuration Publications Subscriptions Settings Status Container information

Product family: v\,l‘ PNS Wendorname: Hilscher Gesellschaft fir Systemautomation mbH

identity: PROFINET IO-Device PCl extension card. DNS compatible name: cifxrepns @

v PROFINET GSDML-V2.43-HILSCHER-CIFX RE PNS-20230901.xml

<?xml version="1.8" encoding="utf-8"2>
¥ ¢IS015745Profile xmlns="http://wwu.profibus.com/GSDML/2@03/11/DeviceProfile” xmlns:xsi="http://www.w3.org/2081/XMLSchema-instance”
xsi:schemalocation="http://www.profibus.com/GSDML/2883/11/DeviceProfile ..\xsd\GSDML-DeviceProfile-V2.43.xsd"»
¥ ¢ProfileHeader>
¥ <Profileldentification>PROFINET Device Profile</ProfileTldentification»
¥ <ProfileRevision>1.88</ProfileRevision>
¥ <ProfileName>Device Profile for PROFINET Devices</Profilehame>
¥ <ProfileSource>PROFIBUS Nutzerorganisation e. V. (PNO)</ProfileSource>
¥ ¢ProfileClassID>Device</ProfileClassID>
¥ ¢IS015745Reference>
¥ <IS0A5745Part>. . .</I5015745Part>
» <IS015745Edition>. .. </IS015745Edition>
» <profileTechnology>...</ProfileTechnology>
</I5015745Reference»
</ProfileHzader>
¥ <ProfileBody>
¥ <Deviceldentity DeviceID="ex@183" VendorID="Ox811E">
P ¢InfoText ... />
¥ ¢vendordame ... />
<fDeviceldentity>
¥ <DeviceFunction>
¥ ¢Family ... />
</DeviceFunction>

¥ <ApplicationProcess»
Configuration @@ License @@ MQTT connection @ PROFINET Device @@

Figure 4. Application start view

netFIELD App PROFINET Device www.hilscher.com
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6.3 10 Configuration

In this tab you can add PROFINET modules and define the signal configuration. The configured modules are the basis for
the signal definition. You can define as many signals as fit in the selected length of the selected modules.

:—. ne t F ‘ E I_D GSDML 1/O configuration Publications Subscriptions Settings Status Container information
e

Name Length in bytes

1Byte Input 1

1Byte Output 1

2 Bytes Input 2

2 Bytes Output 2

2 Rutoe Lot a AR

Used I/0 submodules: 2/255 1/0 length: Inputs: 8/1440 bytes  Outputs: 2/1440 bytes

Name Tag Description Data type Length
— 8Bytes Input Module_1 8 Bytes Input Module 8 bytes A o
Sig_1 Sig_1 OctetString 64 bits ]
— 2 Bytes Qutput Module_2 2 Bytes Qutput Module 2 bytes A o
Sig_1 Sig_1 OctetString 18 bits O
Deploy
] >
Configuration @@ License @@ MQTT connection @@ PROFINET Device @@

Figure 5. 10 Configuration tab

Available 1/0 submodules

The app supports 1436 bytes of PROFINET input and output data for each direction that can be exchanged with a
PROFINET controller.

You can pick up to 255 modules that define how the remaining 1436 bytes are distributed for input and output.

The possible data lengths of PROFINET modules are 1, 2, 3, 4, 8,12, 16, 20, 32, 64, 128 and 256 bytes.

Deployment status

When the default configuration has been changed, the indicator "Configuration" in the status bar changes color. When

there are undeployed changes, the indicator icon will be yellow. Once the configuration has been deployed, the indicator
icon will change to green.

netFIELD App PROFINET Device www.hilscher.com
DOC24110101MEN | Revision 1| English | Released | Public | 2024-12 © Hilscher 2024
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6.3.1 Configuring signals procedure

The PROFINET modules come predefined with signals. If you wish to adjust the signals that are processed for each
module, you must remove the existing signal definition and add your own.

1. Select an input or output module from the list and click Add Module.
- The module is added to the Configured I/0 submodules section.

2. Click + to expand the module and show the list of available signals.

3. =
Click . to remove the current (predefined) signal definition.
4, .
Click and select a signal size, data type and Tag name base from the popup menu.
L
Type: BitList
Cluantity: 8
Tag Mame .
Sig
Base:

(Gonoat ] o

Figure 6. Add signal dialog

NOTE | For some data types the size is predefined (e.g. 8 bits for BitList). The dialog will adjust to allow
adding only as many items as will fit in the module.

5. Define a unique Tag for each module and signal
a. (Optional): Define descriptions for the modules and signals
6. Click Deploy

Tag considerations

The Tag is editable for each module and signal. The Tag is an essential part of the signal name in the MQTT topic. The
strings representing Tag are therefore limited to:

B Upper-case letters (A-2)

B Lower-case letters (a-2)

B Numbers (0-9)

B Underscore (maximum one underscore in a row)

6.3.2 Configured I/0 submodules

The Configured Modules section contains the list of modules and their corresponding signals added to the configuration.

Column name Description

Name Shows the name of the module.

Tag Editable short name required for the signal name. The signal name addresses the data.
Description Editable description of the module

DataType Type of data the configured signal is displaying

Length Shows the module length in bytes.

Table 3. Contents of the "Configured Modules" section

Control Description
+ / = Expand or collapse the signals list for the selected module.
netFIELD App PROFINET Device www.hilscher.com
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Control

A
v
O

Deploy

Description

Add custom signal definition to the current module.

Moves the marked item upward by one line.

Moves the marked item downward by one line.

Deletes the marked 10 item (module or signal).

Deploy the current configuration to the device.

Table 4. Controls of the "Configured Modules" section

IMPORTANT

6.3.3 Data types for signals

Changing the arrangement of signals, changes the PROFINET configuration. This has to be taken into
account when configuring the PROFINET controller.

Data type Length (in Bits)  Value range Description

Bit list 1 O (false), 1(true)  List of individual bits. The number of bits in a list must be a multiple of 8.
OctetString 8*n Character sequence

Real32 32 = -/+10% Floating point

Double 64 = -/+10°%8 Floating point (Double precision)
Unsigned8 8 0..255 Unsigned short integer
Unsigned16 16 0...65535 Unsigned integer / Word
Unsigned32 32 0...+2%2 1 Unsigned double integer
Unsigned64 64 0..+2% -1 Unsigned integer (64 bit)
Signed8 8 -128 ... 127 Signed short integer

Signed16 16 -32768 ... 32767 Signed integer

Signed32 32 -2% L 42511 Signed double integer
Signed64 64 =283 4255 1 Signed integer (64 bit)

Table 5. Data types for signals

netFIELD App PROFINET Device
DOC24110101EN | Revision 1| English | Released | Public | 2024-12

www.hilscher.com
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6.4 Publication and subscription of signals

The published signals can be inspected in the Publications tab.

The configured "input” signals must be manually activated for subscription in the Subscriptions tab.

6.4.1 Publications

This tab contains the overview of all published signals.

NOTE | All configured "output" signals will automatically be published on each change and delivered to the
MQTT broker "at most once" (MQTT QoSO0).

Each module is assigned a numbered index. You can expand/collapse the configured modules by clicking on the + / —
button. The configured signals are listed under each module. The table contains information about the respective
module/signal.

h net[:| ELD GSDML |/O configuration Publications Subscriptions Settings Status Container information
Index Name Tag Description Data type Length Value
-1 2 Bytes Output Module_2 2 Bytes Output Module OutputModule 2 bytes
Sig_1 Sig_1 QOctetString 16 bits ©9

Publication data (all) topic: 0i4/0TConnector/hilscher.com/netFIELD,20App,20PROFINET,20Device/1917.054/netfield-app- profinet-device/Pub/Data [

Trigger publication data (all) topic: 0i4/0TConnector/hilscher.com/netFIELD,20App,20PROFINET,20Device/1917.054/netfield-app-profinet- A .
device/Get/Data U =
Health topic: 0i4/0TConnector/hilscher.com/netFIELD,20App,20PROFINET,20Device/1917.054/netfield-app- profinet-device/Pub/Health [
Configuration @@ License @ MQTT connection @ PROFINET Device @@
Figure 7. Publications tab
Element Description
+/— Expand/Collapse the current module.
le Copy topic URL for the selected publication stream.
Table 6. Controls in the Publications tab
netFIELD App PROFINET Device www.hilscher.com
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Published topics

On the bottom of the page you will find the two main topics published by the application:
The /Data topic contains the messages with actual data of the signals.
The /Health topic contains messages with metadata about the health of the signals

The /Get/Data topic is used to request the current data of the signals. For this topic, you can click [: to copy a JSON
example of the message pattern to the clipboard.

The respective module and signal data is published as sub-topics of these two main topic streams. You can click on le to
copy the URL into the clipboard.

Snippet 1. Example message for /Get/Data topic

{
"MessageId": "1639693510000-0TConnector/hilscher.com/netFIELD,20App,20PROFINET,20Device/1917.054/netfield-app-profinet-device",
"MessageType": "ua-data",
"PublisherId": "OTConnector/hilscher.com/netFIELD,20App,20PROFINET,20Device/1917.054/netfield-app-profinet-device",
"Messages": []

}
Column name Description
Index Numbered index of the configured modules.
Name Shows the name of the module.
Tag Editable short name required for the signal name. The signal name addresses the data.
Description Editable description of the module.
DataType Type of data the configured signal is displaying.
Length Shows the module length in bytes.
Value Shows the last transmitted value.

Table 7. Columns in the Publications overview

netFIELD App PROFINET Device www.hilscher.com
DOC2411010MEN | Revision 1| English | Released | Public | 2024-12 © Hilscher 2024



Pt

6.4.2 Subscriptions

6 Configuration 17732

NOTE | All subscribed input signals will be updated on PROFINET "onChange" triggered by a publication of the
MQTT broker".

This tab contains the overview of all subscribed signals.

Each module is assigned a numbered index. You can expand/collapse the configured modules by clicking on the + / —
button. The configured signals are listed under each module. The table contains information about the respective
module/signal.

£
L

Click on []I to copy the topic for the selected module subscription to the clipboard. By clicking on
an example message.

you can download

h net[:| ELD GSDML 1/0 configuration Publications Subscriptions Settings Status Ceontainer information

Index Name Tag Description Data type Length Value Message pattern sample

-1 8 Bytes Input Maodule_1 8 Bytes Input Module InputModule 8 bytes L] [)

Sig_1 Sig_1 OctetString 64 bits
Configuration (@ License @ MQTT connection @@ PROFINET Device @

Figure 8. Subscriptions tab
Element Description

+/— Expand/Collapse the current module.

le Copy topic URL for the current module.

oy Copy example message data (JSON) for the current module topic.

Lo

Table 8. Controls in the Subscriptions tab
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Column name Description

Index Numbered index of the configured modules.

Name Shows the name of the module.

Tag Editable short name required for the signal name. The signal name addresses the data.
Description Editable description of the module

DataType Type of data the configured signal is displaying.

Length Shows the module length in bytes.

Message pattern samples Download a JSON example of the message pattern for the selected module.

Table 9. Columns in the Subscriptions overview

Snippet 2. Example message for 8 Bytes Input / OctetString

{
"MessageId": "1639693510000-0TConnector/hilscher.com/netFIELD,20App,20PROFINET,20Device/1917.054/netfield-app-profinet-device",
"MessageType": "ua-data",
"PublisherId": "OTConnector/hilscher.com/netFIELD,20App,20PROFINET,20Device/1917.054/netfield-app-profinet-device",
"Messages": [
"DataSetWriterId": 93,
"Filter": "Module_1",
"Source": "hilscher.com/PROFINET,20I0-Device,20PCI,20@extension,2@card./1250.100/21218",
"SequenceNumber": 3985,
"Timestamp": "2021-12-16722:25:10.000Z",
"Payload": {
"Sig_1": ""
}
]
}
netFIELD App PROFINET Device www.hilscher.com
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6.5 Settings

In the settings tab you will find two sub-tabs for configuring the connection to the MQTT broker connection and the
license server.

6.5.1 MQTT client settings

On the MQTT Client Settings page, you can customize the MQTT client settings of the PROFINET Device app. By
default, the app uses the standard MQTT client settings of the netFIELD OS, which can be viewed (and changed) in the
Local Device Manager under General Settings > Default MQTT Client .

If you want to use different settings for your PROFINET Device app - e.g. if you want to use a different broker than the

preset local broker - you can toggle Override current settings to on (@) and enter your new values in the configuration
fields that are now displayed:

h net:| ELD GSDML |/O configuration Publications Subscriptions Settings Status Container information

MQTT License server

Override current settings

Broker URIs
o
a
Username
Password
Keep alive interval
Connect timeout
Configuration @@ License @ MQTT connection @ PROFINET Device @@
Figure 9. MQTT client settings tab
netFIELD App PROFINET Device www.hilscher.com

DOC2411010MEN | Revision 1| English | Released | Public | 2024-12 © Hilscher 2024



Pt

6 Configuration 20/32

Element

Description

MQTT version

Keep alive interval

User name

Password

Connect timeout

Clean session

Server URlIs

Last Will and Testament

SSL/TLS

MQTT version to be used (depending on the MQTT Broker).

Defines the maximum length of time in seconds that the broker and client may not communicate with
each other.

User name for authentication at the Broker (if implemented and required by the Broker). Note that the
Mosquitto broker deployed from the netFIELD Portal does not require login authentication.

Password for authentication at the Broker (if implemented and required by the Broker). Note that the
Mosquitto broker from the netFIELD Portal does not require login authentication.

Defines the maximum length of time in seconds that is allowed for completing the connection
process.

If Clean session is selected, the client does not want a persistent session (meaning that if the client
disconnects for any reason, all information and messages that are queued from a previous persistent
session are lost.If Clean session is unchecked, the broker creates a persistent session for the client.

Server URI of the MQTT Broker Note : When multiple server URIs are specified, the client will try to
connect to each server one after the other, starting with the first server in the list. If a server
connection was established successfully, only this connection will be used. The client will not open
multiple connections to multiple servers simultaneously.

Select this option if you want to use the “last will and testament” (LWT) feature of MQTT. (l.e. to notify
other clients about an unexpected loss of connection to the broker)

Topic name Topic name of LWT message

Retained “Retained” flag of LWT message

Quality of Service QoS of LWT message

Message Message text, e.g. “unexpected loss of connection”

Select this option if you want to use SSL/TLS encryption for creating a secure connection to the
MQTT Broker.Note : This option is for expert users only! In the standard use case, in which the
Mosquitto Broker and the PROFINET Device app are running on the same device, a secure SSL/TLS
connection is not necessary (the overhead of the secure connection can thus be avoided).

File name and path to private key Enter here the complete path to the private key on the device;

in PEM format e.g.:'/etc/ssl/private/client-key.pem’

File name and path to certificate Enter here the complete path to the certificate chains on the device;
chains in PEM format e.g.:'/etc/ssl/services/client-cert.pem’

Override the trusted CA Enter here the complete path to override the trusted CA certificates
certificates in PEM format on the device; e.g.:'/etc/ssl/services/ca-cert.pem’

Enable verification of the server If this option is disabled, PROFINET Device app will also accept
certificate invalid certificates from the Broker (not recommended).

Table 10. MQTT client settings

a. Click the Apply to save your new MQTT client settings.

6.5.2 License server

In this view you can configure the list of license servers.

Enter the IP address(es) of the license servers and click Add.

To remove a server, click =] in the respective row. Clicking the remove icon in the header row, removes all servers in the

list.

netFIELD App PROFINET Device www.hilscher.com
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:_. netﬂ EL D GSDML  I/Oconfiguration &  Publications ~ Subscriptions ~ Settings  Status  Container information
MQTT  License server
Endpoints
Add
Address a
255.2565.256.255 a
a

192.168.20.116

License @ MQTT connection @ PROFINET Device @

Figure 10. License server settings tab
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7 Status tab

In this tab you can find more information regarding the status of the container.

= hetHELD

GSDML 1/0 configuration Publications Subscriptions Settings Status
v Container status
Current CPU workload: 2.88 %

Current R/ orkload: 73/3831MB

atus: License is valid

Container information

W MQTT status

Connected to broker: tcp:/mosquitto:1883

Reconnection trials after connection loss: 0

v PROFINET Device status

Connected to: netX

Lasterror: No error

Configuration: Configuration was successfully deployed.

Configuration @@ License @ MQTT connection @ PROFINET Device @

Figure 11. Status tab
Field Description
Container status Displays CPU and RAM usage on the host and the license status.
MQTT status Displays the status of the MQTT connection and the number of retried connections.

PROFINET Device status

Shows the type of connected device, the last error and the status of the deployed configuration.

Table 11. Container status information
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8 Container information

This tab displays information about the application container.

:—. net[:| ELD GSDML 1/0 configuration Publications Subscriptions Settings Status Container information
Name netFIELD App PROFINET Device
Version 1.0.0-build 113
ApiVersion 1

Description netFIELD App PROFINET Device

Vendor Hilscher Gesellschaft fuer Systemautomation mbH

HILSCHER netFIELD Source Code/Software LICENSE AGREEMENT

Licenses https:/netfield.io/licenses/Hilscher_netFIELD_Source_Code_Software_License.p
df
Disclaimer See https:/netfield.io/termsAndConditions

Used components

Name Version License
@ant-design/icons 537 MIT
@microlink/react-json-view 123.0 MIT
@reduxjs/toolkit 197 MIT
antd 519.2 MIT
Configuration @@ License @ MQTT connection @ PROFINET Device @
Figure 12. Container information tab
Item Description
Name The name of the app: netFIELD App PROFINET Device.
Version The current version number of the app.
ApiVersion The current version number of the api used within the app.
Description A text describing the function and intended use of the app.
Vendor Name of the container vendor.
Licenses The license which is applicable for the use of this app.
Disclaimer Web address where to find the valid disclaimer and legal information.
Used Components This list specifies the 3rd party components used by the application.

Table 12. Container information
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9 Technical data

Category Parameter Value
Product Product name NFA-PND-OTP
Part number 1917.054

Hardware requirements

Software requirements

Runtime properties

Licensing

Description
Software type
Repository

Accounting model
License delivery
Updates

Limitation

Processor architecture
Container size
Memory requirements

Data interface

Operating system
Container runtime environment

Data interface

Primary communication protocol
Secondary communication protocol

Process data

MQTT topics
Data throughput

Container protection
License type

Product activation

Network license server

netFIELD App PROFINET Device

Container As A Single Service (CAASS)
https://hub.docker.com/r/hilscherautomation/
netfield-app-profinet-device

One-time payment for a license

Via e-mail as a hyperlink

Included for free within 1year after license activation

App runs without license 30 minutes fully featured
and then stops

AMD64, ARM64
400 MByte, decompressed
Minimum 200 MByte

2x Industrial Ethernet ports (implemented via netX,
cifX, comX)

Linux
Required, e.g. Docker

Any MQTT broker, e.g. Mosquitto (accessible within
the container network context)

PROFINET IO (PROFINET IO-Device, RT mode)
MQTT (as client)

PROFINET: 1436 bytes input data / 1436 bytes
output data (less the bytes used for IOPS and IOCS)

Payload: JSON
100 ms (internal conversion cycle time)

CodeMeter Licensing Technology (a product of
Wibu-Systems)

Floating license (may be used by a single application
at a time)

License key

Required for license storage and retrieval (Windows
or container)

Table 13. Technical data NFA-PND-OTP
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10 Appendix

10.1 CodeMeter License Technology

CodeMeter from WiBu-Systems is a protection, licensing, and security ecosystem that gives software publishers,
vendors as well as intelligent device manufacturers a complete arsenal of tools and services to countermeasure cyber
threats of their intellectual property.

10.1.1 CodeMeter and Hilscher

Protecting software

As the licensor of software, we utilize CodeMeter technology primarily to protect selected software from reverse
engineering.

Additionally, we use CodeMeter to prevent unauthorized software reproduction and to enable specific software features
based on licensing authorization.

For this reason, CodeMeter-protected software conducts a license-based verification process during its startup phase
Dealing licenses

A license (also called ticket) enabling a specific software function is generated by us individually based on the customer’s
order.

We provide the license file to you as a customer via a hyperlink for download.

To activate the license, the you have to install the license file on a license server you manage.
Hosting licenses

For proper licensing it is required to operate a license server to host activated license files.

We offer a license server as a container compatible with embedded devices here https://hub.docker.com/r/
hilscherautomation/netfield-app-license-server

Additionally, server installers for various OS platforms are available from WiBu-Systems here https://www.wibu.com/us/
support/user/downloads-user-software.html.

Checking license(s)

The IP address (concrete IP address of broadcast address for auto-detection) of the license server must be configured in
the software that is protected by CodeMeter once.

During the startup phase, the software will check for a valid license initially and then continue to do so at regular intervals
during operation.

Based on the result of the license check, the software will determine how to proceed (running fully featured/running
limited).

netFIELD App PROFINET Device www.hilscher.com
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Appendix B: Legal Notes

Copyright
© Hilscher Gesellschaft fiir Systemautomation mbH
All rights reserved.

The images, photographs and texts in the accompanying materials (in the form of a user’s manual, operator’s manual,
Statement of Work document and all other document types, support texts, documentation, etc.) are protected by German
and international copyright and by international trade and protective provisions. Without the prior written consent, you do
not have permission to duplicate them either in full or in part using technical or mechanical methods (print, photocopy or
any other method), to edit them using electronic systems or to transfer them. You are not permitted to make changes to
copyright notices, markings, trademarks or ownership declarations. lllustrations are provided without taking the patent
situation into account. Any company names and product designations provided in this document may be brands or
trademarks by the corresponding owner and may be protected under trademark, brand or patent law. Any form of further
use shall require the express consent from the relevant owner of the rights.

Important notes

Utmost care was/is given in the preparation of the documentation at hand consisting of a user’s manual, operating manual
and any other document type and accompanying texts. However, errors cannot be ruled out. Therefore, we cannot
assume any guarantee or legal responsibility for erroneous information or liability of any kind. You are hereby made aware
that descriptions found in the user’s manual, the accompanying texts and the documentation neither represent a
guarantee nor any indication on proper use as stipulated in the agreement or a promised attribute. It cannot be ruled out
that the user’s manual, the accompanying texts and the documentation do not completely match the described attributes,
standards or any other data for the delivered product. A warranty or guarantee with respect to the correctness or
accuracy of the information is not assumed.

We reserve the right to modify our products and the specifications for such as well as the corresponding documentation
in the form of a user’s manual, operating manual and/or any other document types and accompanying texts at any time
and without notice without being required to notify of said modification. Changes shall be taken into account in future
manuals and do not represent an obligation of any kind, in particular there shall be no right to have delivered documents
revised. The manual delivered with the product shall apply.

Under no circumstances shall Hilscher Gesellschaft fiir Systemautomation mbH be liable for direct, indirect, ancillary or
subsequent damage, or for any loss of income, which may arise after use of the information contained herein.
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Liability disclaimer

The hardware and/or software was created and tested by Hilscher Gesellschaft fiir Systemautomation mbH with utmost
care and is made available as is. No warranty can be assumed for the performance or flawlessness of the hardware and/or
software under all application conditions and scenarios and the work results achieved by the user when using the
hardware and/or software. Liability for any damage that may have occurred as a result of using the hardware and/or
software or the corresponding documents shall be limited to an event involving willful intent or a grossly negligent
violation of a fundamental contractual obligation. However, the right to assert damages due to a violation of a fundamental
contractual obligation shall be limited to contract-typical foreseeable damage.

It is hereby expressly agreed upon in particular that any use or utilization of the hardware and/or software in connection
with

B Flight control systems in aviation and aerospace;

B Nuclear fission processes in nuclear power plants;

B Medical devices used for life support and

B Vehicle control systems used in passenger transport

shall be excluded. Use of the hardware and/or software in any of the following areas is strictly prohibited:

B For military purposes or in weaponry;

B For designing, engineering, maintaining or operating nuclear systems;

B In flight safety systems, aviation and flight telecommunications systems;

B In life-support systems;

B In systems in which any malfunction in the hardware and/or software may result in physical injuries or fatalities.

You are hereby made aware that the hardware and/or software was not created for use in hazardous environments, which

require fail-safe control mechanisms. Use of the hardware and/or software in this kind of environment shall be at your own
risk; any liability for damage or loss due to impermissible use shall be excluded.
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Warranty

Hilscher Gesellschaft fiir Systemautomation mbH hereby guarantees that the software shall run without errors in
accordance with the requirements listed in the specifications and that there were no defects on the date of acceptance.
The warranty period shall be 12 months commencing as of the date of acceptance or purchase (with express declaration
or implied, by customer’s conclusive behavior, e.g. putting into operation permanently).

The warranty obligation for equipment (hardware) we produce is 36 months, calculated as of the date of delivery ex
works. The aforementioned provisions shall not apply if longer warranty periods are mandatory by law pursuant to Section
438 (1.2) BGB, Section 479 (1) BGB and Section 634a (1) BGB [Biirgerliches Gesetzbuch; German Civil Code] If, despite of
all due care taken, the delivered product should have a defect, which already existed at the time of the transfer of risk, it
shall be at our discretion to either repair the product or to deliver a replacement product, subject to timely notification of
defect.

The warranty obligation shall not apply if the notification of defect is not asserted promptly, if the purchaser or third party
has tampered with the products, if the defect is the result of natural wear, was caused by unfavorable operating
conditions or is due to violations against our operating regulations or against rules of good electrical engineering practice,
or if our request to return the defective object is not promptly complied with.

Costs of support, maintenance, customization and product care

Please be advised that any subsequent improvement shall only be free of charge if a defect is found. Any form of technical
support, maintenance and customization is not a warranty service, but instead shall be charged extra.

Additional guarantees

Although the hardware and software was developed and tested in-depth with greatest care, Hilscher Gesellschaft fiir
Systemautomation mbH shall not assume any guarantee for the suitability thereof for any purpose that was not confirmed
in writing. No guarantee can be granted whereby the hardware and software satisfies your requirements, or the use of the
hardware and/or software is uninterruptable or the hardware and/or software is fault-free.

It cannot be guaranteed that patents and/or ownership privileges have not been infringed upon or violated or that the
products are free from third-party influence. No additional guarantees or promises shall be made as to whether the
product is market current, free from deficiency in title, or can be integrated or is usable for specific purposes, unless such
guarantees or promises are required under existing law and cannot be restricted.
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Confidentiality

The customer hereby expressly acknowledges that this document contains trade secrets, information protected by
copyright and other patent and ownership privileges as well as any related rights of Hilscher Gesellschaft fiir
Systemautomation mbH. The customer agrees to treat as confidential all of the information made available to customer by
Hilscher Gesellschaft fiir Systemautomation mbH and rights, which were disclosed by Hilscher Gesellschaft fiir
Systemautomation mbH and that were made accessible as well as the terms and conditions of this agreement itself.

The parties hereby agree to one another that the information that each party receives from the other party respectively is
and shall remain the intellectual property of said other party, unless provided for otherwise in a contractual agreement.

The customer must not allow any third party to become knowledgeable of this expertise and shall only provide knowledge
thereof to authorized users as appropriate and necessary. Companies associated with the customer shall not be deemed
third parties. The customer must obligate authorized users to confidentiality. The customer should only use the
confidential information in connection with the performances specified in this agreement.

The customer must not use this confidential information to his own advantage or for his own purposes or rather to the
advantage or for the purpose of a third party, nor must it be used for commercial purposes and this confidential
information must only be used to the extent provided for in this agreement or otherwise to the extent as expressly
authorized by the disclosing party in written form. The customer has the right, subject to the obligation to confidentiality,
to disclose the terms and conditions of this agreement directly to his legal and financial consultants as would be required
for the customer’s normal business operation.

Export provisions

The delivered product (including technical data) is subject to the legal export and/or import laws as well as any associated
regulations of various countries, especially such laws applicable in Germany and in the United States. The products /
hardware / software must not be exported into such countries for which export is prohibited under US American export
control laws and its supplementary provisions. You hereby agree to strictly follow the regulations and to yourself be
responsible for observing them. You are hereby made aware that you may be required to obtain governmental approval to
export, reexport or import the product.
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Appendix C: Contacts

Germany

Hilscher Gesellschaft fiir Systemautomation mbH
Rheinstrasse 15

65795 Hattersheim

Phone: +49 (0) 6190 9907-0

Fax: +49 (0) 6190 9907-50

E-Mail: info@hilscher.com

China

Hilscher Systemautomation (Shanghai) Co. Ltd.
200010 Shanghai

Phone: +86 (0) 21-6355-5161
E-Mail: info@hilscher.cn
Support

Phone: +86 (0) 21-6355-5161
E-Mail: cn.support@hilscher.com
France

Hilscher France S.a.r.l.

69800 Saint Priest

Phone: +33 (0) 4 72 37 98 40
E-Mail: info@hilscher.fr
Support

Phone: +33 (0) 4 72 37 98 40
E-Mail: fr.support@hilscher.com
India

Hilscher India Pvt. Ltd.

Pune, Delhi, Mumbai, Bangalore
Phone: +91 8888 750 777
E-Mail: info@hilscher.in
Support

Phone: +91 8108884011

E-Mail: info@hilscher.in

Austria

Hilscher Austria GmbH

4020 Linz

Phone: +43 732 931 675-0
E-Mail: sales.at@hilscher.com
Support

Phone: +43 732 931 675-0
E-Mail: at.support@hilscher.com
USA

Hilscher North America, Inc.
Lisle, IL 60532

Phone: +1 630-505-5301
E-Mail: info@hilscher.us
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