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netANALYZER
Detecting complex anomalies in
industrial networks

netANALYZER delivers reliable support for the service specialist Leadec in
troubleshooting industrial Ethernet networks

empowering communication



Analysis of industrial networks

Leadec is the leading service specialist for factories along
their entire life cycle. Headquartered in Stuttgart, the
global company plans, installs and maintains technical sys-
tems of all kinds, ensuring perfectly functioning produc-
tion lines around the globe.

Leadec has special expertise in troubleshooting anomal-
ies in Real-Time Ethernet networks. The service provider
systematically supports system integrators and production
plant operators in detecting faults. Leadec saves compa-
nies millions in unnecessary additional costs. But locali-
zing faults is usually a very complex procedure.

Reliability as an elementary attribute

Modern production facilities are made up of a large
number of networked machines and components that
communicate and collaborate with each other in real time.
Any one system is very rarely anything like another. Even
the smallest deviations or disruptions in the automated
processes can have profound effects. For this level of
complexity the analysis specialist relies on Hilscher’s
netANALYZER technology for troubleshooting.

For Leadec, the reliability of its measuring tools is the most
important factor in ensuring that they’re not led down the
wrong path while detecting anomalies. Being misled can

netANALYZER
Reliable analysis of industrial networks
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cost days or even weeks, leading to considerable financial
loss. Considering what’s at stake, the service specialist
examined over 20 of the most common analysis tools on
the market to see if they work without impacting the moni-
tored system. The result: Hilscher’s netANALYZER is one
of only four devices that do not have telegram losses, short
circuits or similar issues.

A single tool for all applications

The netANALYZER and its accompanying netANALYZER
Scope software support Leadec in a variety of ways.
Different protocol landscapes between different systems,
for example, often increase the difficulty level involved in
troubleshooting. The multi-protocol capability of Hilscher’s
analysis tool avoids the cumbersome use of multiple tools,
saving precious resources. Thanks to its extensive range
of functions, Leadec also uses netANALYZER in the most
difficult cases because it reliably supplies all the crucial
metrics such as subscriber lists, alarms, process values,
network usage and telegram jitter. Hilscher technology
supports every application scenario: whether for network
optimization during development, commissioning of ma-
chines and plants, automated quality assurance or trouble-
shooting services.

Another advantage of netANALYZER compared to the
competition is its autonomous operation even without a
PC. This allows the Leadec analysis experts to simply ana-
lyze the graphical data of the telegram recordings remotely
by importing them into the netANALYZER Scope software.
In passive continuous operation, the powerful trigger func-
tion also enables the recording of telegram snapshots for
freely definable events.

Troubleshooting pays dividends

netANALYZER is a universal and reliable tool, suitable

for every application. That is why Leadec will continue to
rely on the proven Hilscher technology moving forward.
Leadec’s strategic philosophy in troubleshooting thus
also represents a fundamental cultural change in indus-
trial network analysis. Instead of working according to
the “reboot-and-problem-solved principle,” companies
should offer their customers a more useful approach and
real troubleshooting. After all, the financial cost of trouble-
shooting is significantly lower than the amount of damage
caused by undetected disruptions to industrial networks.

“The most important thing in network analysis

is that you can rely on your measurement tools
to avoid being misled. netANALYZER is a highly
functional tool that always reliably detects
anomalies and works without actually impacting
the monitored system.”

Hans-Ludwig Gohringer
Project manager for fieldbuses and industrial networks
Leadec

Main advantages of netANALYZER
for Leadec:

»  Flexibility: Multi-protocol capability saves costs by
using a single tool instead of different protocol-specific
analysis tools.

e Feature rich: Due to the powerful functions of
netANALYZER Scope, netANALYZER supports Leadec
even with the most demanding challenges.

*  Autonomous operation: netANALYZER can be deploy-
ed autonomously in a system even without a PC and
enables remote detailed analysis.

o Reliability: A Leadec study revealed that netANALYZER
is one of the few analysis tools that actually work
without impacting the monitored system.

For more information about Leadec, please visit www.leadec-services.com
For more information about Hilscher, please visit www.hilscher.com
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Phone: +39 02 250 070 68
E-mail: info@hilscher.it

Japan

Hilscher Japan KK

Phone: +81(0) 3 5362 0521
E-mail: info@hilscher.jp

Korea

Hilscher Korea Inc.

Phone: +82 (0) 31739 8361
E-mail: info@hilscher.kr

North America

Hilscher North America, Inc.
Phone: +1 630 505 5301
E-mail: info@hilscher.us

Switzerland

Hilscher Swiss GmbH
Phone: +41(0) 32 623 6633
E-mail: info@hilscher.ch
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